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Preface

The International Workshop on Gerontechnology (IWoG) aims to promote research
and scientific exchange related to Gerontechnology and to bring together
researchers and practitioners from various disciplines of the academia, public
administrations and industry in order to tackle emerging challenges in the
Gerontechnology applications and associated technologies, as well as to assess the
impact of these technologies on society, media and culture.

This volume collects the full research papers (field, statistics, technical and
vision works) and short research papers presented at the Fourth International
Workshop on Gerontechnology (4th IWoG), held in Caceres (University of
Extremadura, Spain) and Evora (University of Evora, Portugal) during November
23-24, 2021.

The fourth edition of IWoG accepted contributions related to different dimen-
sions of Gerontechnology: use of technology to improve functional ability and
promote healthy aging; health interventions to support caregivers of elderly people;
the effectiveness of public health initiatives and clinical interventions for prevent,
reverse or mitigate decreases in physical and mental abilities; solutions for active
aging, social integration and self-care; monitoring and management of chronic and
non-chronic diseases in ambient assisted living; learning, training and coaching
systems to promote healthy life in ambient assisted living environments; smart
homes and sensor networks for ambient assisted living; context awareness in
ambient assisted living environments; use of context and location information in
user interfaces; elderly nutrition; health, wellness and disease monitoring; knowl-
edge management for health (context, cognition, behavior and user modeling);
health ecosystems (frameworks, models and methodologies); smarts technologies
and algorithms for health.

This workshop was organized by the program committee (PC), with a senior PC
composed of well-known experts from the field in charge of monitoring the work
and animating the discussions of the broader regular PC. This made it easier to run
the virtual PC meeting of the full research papers track and the discussion about
each paper.
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The program for IWoG 2021 was versatile and multifaceted. In this workshop,
there were only full papers, and we selected 40 out of 135 submissions, resulting in
an acceptance rate of 33 %.

This excellent and comprehensive program would not have been possible
without the help of those who contributed to the success of the event. We would
like to thank all the different chairs for their hard work. Our thanks also go to
Helianthe Kort, Sumi Helal and David Mendes who imparted the main talks of the
workshop.

We are grateful to our local organizers 4IE team of University of Extremadura
and University of Evora for their logistical support and to Springer for publishing
this volume. In addition, we want to thank the PC members, the additional
reviewers and the student volunteers for their effort to make IWoG 2021 a very
special event, both in terms of academic ambition and practical arrangements.

Finally, we want to thank you, authors and the IWoG community, for taking the
time and effort to participate in IWog 2021.

January 2022 José Garcia-Alonso
César Fonseca
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Contigo: Monitoring People’s Activity
App for Anomalies Detection

Daniel Flores-Martin®) @, Sergio Laso®, Javier Berrocal®,
and Juan M. Murillo

University of Extremadura, Badajoz, Spain
{dfloresm, slasom, jberolm, juanma.mu}@unex .es

Abstract. The pandemic situation produced by COVID-19 has made
access to medical services and personal treatment difficult. For the older
adults, this has been a major problem because they often need assistance
to facilitate their daily lives. Different types of solutions have been put
into place very quickly to alleviate this problem, such as telemedicine or
telecare. However, most of these solutions require people to perform some
actions manually. This paper presents a solution to monitor people’s
activity in a way that is transparent to them. This solution is based on a
mobile application that records their movements and estimates a certain
amount of activity, and a web platform that allows authorized personnel
to request this information by using different type of microservices. This
application offers a simple and easy-to-access solution that allows the
monitoring of the activity of the older adults to know their status and
to be able to act accordingly in case of unusual situations.

Keywords: Older adults - Healthcare -+ Mobile devices - Monitoring -
Microservices

1 Introduction and Motivations

Social isolation and loneliness have become increasingly relevant problems. This
is of particular importance among older adults because the type of social rela-
tionships tend to be subject to close-knit groups of people and family members.
This can lead to an increased risk of loneliness and isolation as these social
relationships disappear or diminish [1].

Technology results useful for avoiding these situations and favoring the care
of the older adults. Whether through smart devices, voice assistants, or robots,
practically any technological development focused on the older adults can make
their day-to-day life a little bit easier [2,3]. Some of the main benefits of technol-
ogy in the lives of the older adults, such as reduction of social isolation, depen-
dency or improved sense of security; and limitations such as physical impair-
ments, cost of devices, or lack of interest in learning, were also indicated. The
use of technology at the service of the older adults is also useful in nursing homes
where, thanks to the use of different smart devices, their daily life becomes a

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2022
J. Garcia-Alonso and C. Fonseca (Eds.): IWoG 2021, LNBE, pp. 3-14, 2022.
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little bit easier [4-6]. However, technology acceptance by older people is also the
subject of study in [7], where the authors analyzed different theoretical models
that provide the basis for building new applications and technologies targeted
at older people. One of the factors that determine the perception that the older
adults have about the use of technologies is influenced by the social factor. In
a study conducted in [8], the authors observed that the older adults had been
isolated and separated from their families during the pandemic in the COVID-
19. In this sense, they realized the need and usefulness of new technologies and
even appealed to the need to learn to use technological devices to help maintain
the relationship with their loved ones without the need to resort to a person to
facilitate this contact.

To mitigate these problems, different technological solutions have been devel-
oped that favor the recognition of people’s activities to detect incidences related
to the pandemic state [9,10]. However, there are also many barriers to these
people coming into contact with new technologies, such as the difficulty of use,
the need for supervision by third parties, or simply fear and mistrust.

In this paper we propose a solution based on the development of a mobile
application called Contigo, which only by installing it on the mobile device of
the older adults, can monitor their activity and detect possible anomalies in a
completely passive way for the users.

The rest of this paper is structured as follows. After this introduction, Sect. 2
details the application structure. Then, Sect. 3 shows a real example of using the
application. Next, in Sect. 4, some related work are detailed. Finally, in Sect. 5,
the conclusions and future work are drawn.

2 Contigo App

The application, called Contigo, was developed during the initial phase of the
COVID-19 pandemic to monitor older adults during this pandemic. Contigo is
particularly aimed at older adults who live alone and therefore, in situations of
isolation it is more difficult to know their state of health.

Contigo passively monitors whether a person has used their smartphone and
what physical activities they performed over the last few hours via the mobile
app. The activity and personal information (necessary for possible direct contact)
is stored only on the mobile device and is provided through microservices. This
information is aggregated and securely coordinated in the web application and
is available for family members and healthcare personnel to be consulted.

2.1 Mobile Application

The mobile application is the main element of Contigo, which is responsible for
the passive monitoring of the users’ status. To quantify the status of the users,
the application stores, on the one hand, the time with the screen active (the user
is actively using the phone) and on the other hand, the time that the user is active
without using the phone (sitting, standing up, walking, etc.). These activities
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are identified by means through the accelerometer and gyroscope sensor. The
sum of the times is called activity time, which will be used to determine whether
a person is active. Personal information is also stored in the mobile application
in case it is necessary to contact the user directly.

Figure la shows the main interface of the application, where the user name

and the activity time during the last 24 h are displayed. It is a very simple
interface as the user does not have to interact with it, as explained above, the
application automatically takes care of the monitoring.

I

Laura Baena Garcia
You can edit your name

Avda. Ricardo Carapeto, N°: 77, 5° C

You can edit your address
10003
You can edit your ZIP Code

000000000

You can edit your phone

Laura

Your activity in the last 24
hours is:

1 hour and 18 minutes

(a) Main screen (b) Preferences screen

Fig. 1. Contigo mobile app

To work properly, the application is composed of a set of permissions and

requirements that must be fulfilled. These are detailed below:

Compatibility: the application is developed for Android devices with oper-
ating OS version 6.0 (Marshmallow) or higher.

Location permission: in order to obtain the location from the GPS sensor,
it is necessary to accept the location permissions.

Background permission: in order for the application to monitor and cal-
culate the activity time correctly, it must run in the background. while the
user has the phone locked or is using other apps, it has to monitor activity
correctly. Therefore, it is essential to accept the background running permis-
sions or in other cases, disable the device’s power-saving limitations for the
application.

Initial registration: the phone stores personal information to be contacted
by healthcare staff in case of low activity detection. This information is regis-
tered through a simple form when starting the application for the first time.
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Figure 1b shows the settings section accessed from the main interface that
allows editing the contact information once the initial registration is com-
pleted.

Microservices. To store and provide user data securely, the mobile application
has been developed through Human Microservices [11,12]. These microservices
provide accurate and up-to-date information about individuals (their owners)
through embedded sensors or virtual profiles built and stored on their mobile
devices. They allow greater control over data by not storing all this information
in a remote environment, thus enhancing users’ privacy. They can be consumed
directly by other Internet-connected devices as if they were deployed in the
cloud through APIs. It also has a standards-based framework that facilitates its
development.
The mobile application is composed of the following microservices:

— Get Status: this microservice provides user up-time calculated and stored
by the mobile device.

— Post Status: the microservice allows receiving push notifications for an
active check where the user has to respond. If a user has been detected as
having low activity, the user is asked and can answer yes/no.

— Get User: this microservice provides the user’s contact information, which
is stored only on the mobile device.

— Get Location: this microservice provides the user’s current location. This is
obtained directly from the GPS sensor of the mobile device, without having
to store it beforehand.

For the implementation of these microservices, the development process of
the Human Microservices has been followed. Firstly, the API has been defined
with the microservices proposed above. For this, the OpenAPI standard [13],
which is widely used in the industry for the design and implementation of APIs
in the cloud, has been used. Secondly, with the design of the API, the skeleton of
the mobile application has been automatically generated. The APIGEND tool!
allows us to generate the API for Android mobile devices. Thirdly, before being
able to deploy the API/mobile application, we had to finalize the implementation
of the application. This includes the user interface, the business logic of each of
the microservices, i.e. the behaviour of the different defined endpoints (obtaining
the GPS location, the stored contact data, or the calculation of the activity),
etc. For communication with the microservices, the MQTT protocol [14] is used,
in this case, encrypted so that communication is secure. Finally, the application
would be ready for deployment and installation on users’ mobile devices.

2.2 Web Platform

For the development of the web platform, we followed a stack composed by
Spring MVC, Spring Security, Spring Data JPA, JSP, and MySQL. These tech-

! https://openapi-generator-spilab.herokuapp.com/.
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nologies allow the platform to be used in a secure and agile way while safe-
guarding user data. Currently, the platform is deployed for research purposes on
a virtual machine with 2 cores and 4GB of Ram memory at the University of
Extremadura?.

This platform allows caregivers, healthcare staff, or management staff to keep
track of the people who have installed the mobile application. In this way, it is
possible to know in real-time if any person had little recent activity and, if nec-
essary, send them a notification to find out their real status. For this purpose, it
is possible to perform searches that return the status of different people, aggre-
gating their data and displaying the information on an interactive map. Thanks
to this, it is possible to detect which people were using their mobile devices
with a certain degree of normality and which have been behaving unusually.
In addition, the microservices used by the platform can also be consumed by
authorized persons, such as neighbors or relatives of an older adult. The main
features offered by the web platform are specified below:

Login. Caregivers, medical staff, or authorized people wishing to use the web
platform must register. To do so, the access must be requested by justifying the
reason for use (Fig. 2a). Since this is sensitive information about people, it has
been decided that user registration will be supervised by a person and access will
only be granted to those who really need it, whether to monitor a neighborhood,
a nursing home, or a specific person. Once access is granted, the user can create
a username and password to start using the platform (Fig. 2b).

CONTIGO CONTIGO

Request access - For you for everyone -

1 accept the torms and conditions

fm nota robot

 DESCARGAR
9 PSANDROID

RonUast aEoees Terms and conditions - info@spilabes

(a) Request access screen (b) Login screen

Fig. 2. Web platform register/access

2 https://spilapps.unex.es/contigo.


https://spilapps.unex.es/contigo

8 D. Flores-Martin et al.

Searching. Once the user has accessed the platform, he/she can perform dif-
ferent types of searching. To do so, the platform requests the user’s location to
position the map in the area where he/she is located, thus facilitating a possible
search in the surrounding area. In this sense, several parameters were developed
to allow the most precise searches possible. These parameters are:

— Radius (meters): this allows us to define the search radius on the map. In
this way, only the data of people within this radius are received. For instance,
500 m.

— Minimum activity (hours): it sets the minimum time that people must
have performed different activities for the results to return normal or anoma-
lous behavior. For example, 3 h.

— Activity in the last hours: this parameter works as a complement to the
previous one, defining the interval where the minimum activity performed
must be fulfilled. It is possible to set 24 h, 12 h, and 8 h. Continuing with the
previous example, it is possible to set the activity performed to be 3 h within
the last 24 h.

Once the parameters have been set, the platform allows the user to configure
the options for displaying the results. For this, it is possible to show only the
answers that meet the configured parameters and therefore of the people who
have performed the minimum recommended activity; the answers of those who
do not meet the parameters and who, therefore, are likely to require attention
in the event of a possible anomaly; or both answers. In addition, the results can
be grouped for more convenient viewing. Finally, it is possible to create heat
maps that allow users to see at a glance those areas where people are more
likely to return anomalous answers, or on the other hand, the answers where
the parameters are met. All these visualization options allow the user of the
web platform to quickly and easily check the answers obtained. The figure below
(Fig. 3) shows all this visualization options.

Contigo SAEE

Results:

(o]
Parameters Showol

®  Only "OK" answers h e niversidgaid
®  Only Alert!"
L

Radius (meters):

! 3
Universidad d' :

500 Hide all ardia Civ Q Extremadura ool
T {52 | 9 : *El Cuartillo’
Minimum activity (hours): ot esidencial Asistida =y

——e
L o » i
itenciano) de Minirm
—— -y e (o e Cacate A alt
Activity in the last: o -
Heat map: ; &
©24h ®12h @38h
® showall
searchl ® JustOK" +

® Just "Alert!" —

O None

Fig. 3. Contigo web main searching screen
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When a search is performed, a summary of the search is provided with the
results obtained: number of responses, responses that meet the search parame-
ters, and those that do not. In addition, an alert notification can be sent to all
those who do not meet the search parameters entered.

Reports. The platform also allows different types of reports to be generated.
These reports can be created in PDF and XML format and the information can
be sorted by name, address, and postcode. In this way, the information obtained
can be printed or analyzed easily.

In this section we detailed the main functionalities of both the mobile appli-
cation and the web platform. The following section shows a complete example
from when a user performs a search until a person receives a notification on their
mobile device to inquire about their status.

3 Use-Case: Laura’s Activity Time

In a real scenario, people downloaded the mobile application and installed it on
their device. In addition, healthcare staff with access granted to the platform can
perform different types of searches. In this example, the user MedicalStaff1 set
the following parameters to perform a search and check Laura’s activity time:

— Radius: 500 m
— Minimum activity: 3 h

— Performed in the last: 24 h.

Once the parameters are set, the request return all the results (Fig. 4).

= summary (44) ERFNEEE(L)] Help MedicalStaffl
Map  satelite oD\uLesh Coria Caceres > ! or-C £

Plaza Luis

Palacio De Moctezuma
Plazuela
def Socorro @

9 Plaza Mayor
Fundagi@is Femando =
9 Valhotig@palaff Q
Martes P} Mayor Q
@ Oficina de Turismo
s Caceres

Ayun(xm\m@rca:eles
* ral de las Ci
Plazade!2s piaza de los
\ Caidereros

Plaza Publio ‘i KHQ © def,
Hurtado Lol o,

Retales Mano\oo Ch

Hotel Alfonso \xo
Ortopedia Orlo: rvuro

i6n Provincial

Dipu
De Caceres

Exe Agora Céceres

Plaza de
San Jorge

(111} @

Iglesia San

. s ol Casa Mudejar dee
Joyerias C fiise
N oyeris Caymo

0 e 8. 99

Fig. 4. Search results in the interactive map
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|Z| & Search Summary

B am Alerts list

* Radius: 500 meters
* Minimum activity: 3 hours
* During the last: 24 hours
* Number of responses: 15

Sort by:
* Number of responses: 44
o Ok:29 Postal Code v
o Alert:15
B Generate PDF
Generate EXCEL
Send 15 notification / s
Close Close

(a) Search summary (b) Alert list (reports)

Fig. 5. Search results

The platform allows the user to visualize the information on the interactive
map, offering a summary (Fig. 5a) and allowing reports to be generated (Fig. 5b).

In this way, MedicalStaff! can check the status of the people who are within
the parameters of the search he has performed. For this example, MedicalStaff1
performs a search within the environment of the city of Caceres to check the
status of a specific person, Laura, who due to the pandemic situation can not go
regularly to the health center for her check-ups, and therefore the healthcare staff
must check if she is performing the minimum recommended activity. Thanks to
the reports generated, MedicalStaff! can check Laura’s condition (Fig. 6)3.

3 '
Contigo's Alert Report
Date: Fri Oct 22 10:19:28 UTC 2021 - User: MedicalStaff1
Search location: 39.476900002187705,-6.373897270080559

(X )
A

Radius: 500 meters - Minimum activity (hours): 3.0 hours - In the last: 24 hours Contigo
___IName JAddress ZIP C Phone ctivity ti
1 Laura Baena Garcia Avda. Ricardo Carapeto, N°: 77, §° C [10003 000000000 [t hour and 18 minutes
2 |Antonio Chacén Pérez C/ Alazan, N°: 50, 2° A 10003 000000000 |1 hour and 3 minutes
3 Africa Olmeda Suarez Avda. Ricardo Carapeto, N°: 165, 4° 10003 000000000 |1 hour and 21 minutes
o]
4 Luis Manuel Nufiez Rivero Ctra. de la Corte, N°: 22, 3°E 10003 000000000 1 hour and 35 minutes
5 Esther Fernandez Galvan Avda. Sabas Arias, N°: 151, 2° F 10003 000000000 1 hour and 55 minutes
6 Luis Manuel Diez Ayuso Calle Salvador Dali, N° 2, 4° E 10003 000000000 1 _hour and 46 minutes
7 Mari Luz Pérez Fernandez Avda. Ricardo Carapeto, N°: 119, 1° (10003 000000000 20 minutes
E
8 Beatriz Flores Martinez Ctra. de la Corte, N°: 86, 4° D 10003 000000000 2 hours y 50 minutes
9 Angela Galvan Fernandez Ctra. de la Corte, N% 31, 2°A 10003 000000000 42 minutes
10 \Esther Rodriguez Diez Plaza Francisco Bosh. N°: 142, 5°B [10003 000000000 1 minute

Fig. 6. Search report with Laura’s information

3 The data generated in the report are simulated.
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In view of the results, MedicalStaff! sets out to locate Laura in the area
where she has her usual residence. Once located, her information can be checked
and the activity performed analyzed. By clicking on Laura’s marker, all her data
are displayed on the interactive map (Fig. 7).

Status: Alert!

X ‘
Send notification

Activity: 1 hour 18

Fig. 7. Laura’s information

In this case, Laura did not met the target requested in the search, so Medical-
Staff1 can send her a push notification to check her status (Fig. 8). In addition,
Laura can reply to this notification to indicate that she is indeed well and that
it may have been a specific anomaly of that day or, on the contrary, if she does
not reply, MedicalStaffl can take the necessary actions for specialized staff to
contact her personally at home.

Are you OKAY?
Low

ty detected

Laura

Your activity in the last 24
hours is:

1 hour and 18 minutes

Fig. 8. Laura’s Contigo app notification
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This example demonstrates the usefulness of Contigo in detecting possible
anomalies caused by the lack of activity of older adults, thanks to the combina-
tion of the mobile application and the platform.

4 Related Work

There are different mobile applications for monitoring different aspects of health.
For example, Moodflow [15] is a mobile application that captures emotions,
moods, thoughts, and general well-being, Ada [16] allows us to perform a small
medical check-up through simple questions with an Al or Wave [17], an appli-
cation to facilitate the maintenance of a record of physical and emotional well-
being in patients with chronic diseases to track symptoms, medications, steps
and other activities. All of them have in common the need to interact with them
constantly, manually recording different information, answering questions, and
so on. Therefore, those who are not familiar with and skilled in the use of mobile
applications are not suitable for them. They need apps that monitor different
aspects of their health with as little interaction as possible.

Some applications record different aspects of health passively without the
user having to interact with them. For example, Google Fit [18] or Health Moni-
tor [19] allows us to monitor different health parameters such as steps, heart rate,
blood pressure, etc. However, for most of the parameters, it needs the help of
other external devices. Moreover, these data are not reviewed by medical staff, so
good use depends on the knowledge and interpretation of the users themselves.

A good example is Radar COVID [20], an application that uses the bluetooth
sensor of the device itself to identify possible close contacts with people who have
been diagnosed positive for COVID-19, alerting us when we have been near a
COVID-positive person. In our case, we use the accelerometer and gyroscope
sensors and the active screen detection of the devices themselves to detect the
activity time of a person in a passive way, in which the user has minimal inter-
action with the application. In addition, the activity information is reviewed by
healthcare professionals for quick action.

5 Conclusions and Future Work

Loneliness in the older adults is a widespread problem in our society. This, added
to the pandemic situation we have experienced due to COVID-19, has generated
truly alarming situations that have prevented the verification of the welfare
status of our older adults. To counteract this, different types of solutions have
been developed, such as those centered on telecare or telemedicine. However,
the use of these solutions in most cases depends on people having to perform
some action manually. This can be a barrier for people who are dependent on
technology or do not have sufficient knowledge to use it.

In this paper, a mobile application has been presented that allows the mon-
itoring of people’s activity. This application uses different sensors of the mobile
device to estimate the person’s activity. All this is done in a transparent way
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for people and does not require any manual action. The security of the data has
also been prioritized since, as it is personal and sensitive information, it is only
stored in the person’s device. In addition, as a complement to this mobile appli-
cation, a web platform has been developed that allows customized searches to
detect those people who have not performed a specific activity time and, there-
fore, could be considered as an alarm situation. In this case, a notification can
be sent to the person’s mobile device and, if necessary, a family member or the
responsible medical staff can be contacted. As future work is intended to sup-
port other mobile operating systems such as IOs, since the mobile application is
currently only available for Android. The application is also working on creating
a history of people’s activity to create statistics and schedule tasks and activities
to encourage activity among the older adults, if necessary. Work is also being
done to produce periodic queries of a specific person’s activity, so that a family
member or healthcare staff will have a record of the activity without having to
perform a specific search.
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Abstract. People with Mild Cognitive Impairment (MCI) often expe-
rience a slight -but noticeable- decrease in their mental abilities, greater
than other people of the same age, but not so severe as to interfere with
their normal daily life and activities. MCI currently affects between 8
and 37% of people over 65 and, according to the latest findings, people
with MCI are more likely to develop dementia. This paper introduces
SAMoA: a self-adaptive framework aimed at helping elderly people suf-
fering from MCT and their caregivers. SAMoA includes two self-adaptive
mobile applications allowing to monitor the mobility of MCI elderly peo-
ple, warning their caregivers when they leave their (previously defined)
safe zones or change their daily mobility routines.

Keywords: Self-adaptive systems - Mobility monitoring - Mild
Cognitive Impairment (MCI)

1 Introduction

Nowadays, more and more elderly people have a smartphone and use it in their
day-to-day tasks, such as reading the news, talking with family and friends, or
annotating reminders not to forget relevant information such as the pills they
have to take or the appointments with their doctors.

Research shows that elderly people are more at risk of accidents, such as
falling to the floor or getting lost or confused in certain situations. However,
having a mobile phone with them would allow their relatives or caregivers to
monitor their location at any time (of course, with their prior consent), for
example when they go shopping or when they have to travel.

Monitoring the mobility of elderly people in order to identify potentially risky
situations, may require using different sensors (e.g., GPS, accelerometer, etc.),
communication networks and infrastructure (e.g., based on mobile data, WiFi or
Bluetooth) and, eventually, external services (e.g., regarding weather forecast).
The energy consumption associated with these devices and services may vary
depending on their configuration (sample rate, precision, frequency and amount
of data to communicate, etc.). Thus, in order to adequately manage the limited
© The Author(s), under exclusive license to Springer Nature Switzerland AG 2022

J. Garcia-Alonso and C. Fonseca (Eds.): IWoG 2021, LNBE, pp. 15-21, 2022.
https://doi.org/10.1007/978-3-030-97524-1_2


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-97524-1_2&domain=pdf
http://orcid.org/0000-0003-0759-1635
http://orcid.org/0000-0002-9553-3461
https://doi.org/10.1007/978-3-030-97524-1_2

16 J. R. Lozano-Pinilla and C. Vicente-Chicote

battery and computational resources available on smartphones, it is essential to
adapt the mobility monitoring process so that it can work for as long as possible
and, in particular, in the most risky situations.

The use of Information and Communication Technologies (ICT) has demon-
strated to be very useful both for getting data from the elderly [1] and for making
information more accessible to them [2]. In this vein, this paper presents SAMoA
(Self-Adaptive Mobility Monitoring App): a monitoring framework based on
MoRES [3], which aims at identifying unusual mobility behaviours to help the
elderly prevent risky situations, while keeping their relatives and caregivers
informed about them. This goal can be divided, in turn, into the following sub-
goals:

— Provide elderly people in general, and those affected by MCI in particular,
with an easy-to-use mobile app allowing them:
e to receive relevant news based on their profile;
e to send an SOS message to their relatives or caregivers in case they get
lost or feel in trouble.
— Provide the elderly relatives and caregivers with a mobile app allowing them:
e to define the elderly profile and mobility patterns (e.g., times when he/she
usually gets out or should be at home);
e to define different mobility zones according to their risk;
e to define their notification preferences (e.g., according to their availabil-
ity); and
e to watch out the current location of the elderly person and his/her last
movements when he/she sends an SOS message, gets into a risky area or
exhibits a strange behavior (e.g., getting out late at night or under bad
weather conditions);

The rest of the paper is organised as follows. Section 2 overviews related
works; Sect. 3 outlines the architecture of the SAMoA framework and describes
the behavior of each of its components; and, finally, Sect. 4 draws some conclu-
sions and future works.

2 Related Works

The widely spread use of smartphones allows, among other increasingly com-
plex tasks, to monitor people’s mobility. Nowadays, it is possible to find many
different applications that make use of this information in an aggregated (anony-
mous) way, for instance, for traffic estimation or crowded places identification.
A good example of this kind of applications is Google Maps [5], which not only
provides information about the best routes possible to reach any given destina-
tion, but also instant information about traffic jams, accidents or sections under
construction. Google Maps also allows their users to share their instant location
with a given person (or group of persons), for instance while traveling, and to
register their mobile devices so that, if they get lost, it is possible to retrieve
their current (and historical) location. Similarly, Find my iPhone [7] allows users
to locate their iOS mobile devices just by logging in their Apple Account.
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Among the personal mobility monitoring apps, it is possible to find
SOS/rescue applications frequently used by hikers who want to be located in
case they get lost. A good example of this kind of applications is Alpify [6],
which allows hikers in trouble to send an SOS message to the local rescue ser-
vices, indicating their location and personal information so that they can help
them.

It is also possible to find tracking devices such as collars, bracelets or tags,
which allow finding lost objects or persons (e.g., children). These devices are
typically placed inadvertently and they allow tracking people location without
their prior consent. Furthermore, some applications like Spyzie [4], also allow to
instantly access, not only the current location of a device, but also additional
personal information such as contacts, calls, messages or photos. Installing this
kind of software on a mobile device without the consent of its owner is, of course,
not only reproachable but illegal.

All the applications mentioned above allow to monitor the location of mobile
devices (and thus the location of their owners) but, not being oriented to elderly
people, they lack some valuable features such as enabling the definition of
safe/risky areas or take into account their personal routines and potential visual
or hearing impairments. Among the mobile apps specifically oriented to elderly
people, it is worth mentioning the following ones:

— LoPe [8] is a service developed by Cruz Roja aimed at monitoring elderly
people. LoPE is based on two main components: (1) a smartwatch application
intended for elderly people, that sends the user location every 10 minutes
and allows notifying emergency situations to caregivers; and (2) a mobile
application intended for the caregivers allowing them to define secure/danger
zones, setting alert preferences, and monitoring the current person location
and distance covered;

— Safe365 [9] is a mobile app for elderly monitoring. Safe365 notifies the care-
givers whenever the user enters or leaves a given area, or when a deviation in
the daily routines (learnt using artificial intelligence techniques) is identified.

Although these two applications allow to monitor elderly people they are
more oriented to caregivers than to end-users, and they are not self-adaptive in
any sense. SAMoA aims at coping with these limitations by (1) offering added-
value features specifically targeted to the elderly users, e.g., offering them rele-
vant information according to their profile and routines, allowing them to easily
manage reminders, and providing them with an interface adapted to their spe-
cific needs or impairments; and (2) supporting transparent, smart adaptation
mechanisms the make the best out of the limited resources available in nowa-
days smartphones, in particular, to guarantee that they are available when really
needed (e.g., in an emergency situation).

3 The SAMoA Framework

Before detailing the architecture of SAMoA, it is worth mentioning that it is
based on the MoRES framework [3], aimed at helping elderly people to under-
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stand and comply with the mobility restrictions associated to the COVID-19
pandemic.

MoRES includes three applications: (1) a mobile app allowing end-users
to identify allowed and forbidden places in their area (according to applica-
ble restrictions) and crowded areas to be avoided; and (2) two web apps, one
for politicians (allowing them to set up restrictions in a hierarchical way) and
another one for the public security forces (allowing them to identify strange or
forbidden mobility patters). MoRES builds on several software components, two
of which have been fully reused in SAMoA: (1) a RoQME component [12,13],
aimed at gathering real-time information from the smartphone sensors (e.g.,
GPS, accelerometer, etc.) and from some external APIs (e.g., a weather forecast
service) and identifying relevant context patterns (situations) in it; and (2) an
information storage and visualization component. Both the MoRES and the
SAMoA frameworks rely on a loosely coupled architecture in which components
are connected using a publish-subscribe middleware.

The SAMoA framework includes two apps aimed at covering the different
needs of each kind of user in the system: a mobile app for the elderly people, and
another mobile app supporting their caregivers. These apps provide customised
functionalities and views, targeted to each user profile, and share data with each
other. Figure 1 outlines the main components of the SAMoA framework and
how they relate to each other. Each of these components are briefly described
next.
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Producer Layer l — =
= RoRME =
OpenlWeather % I =
= Relatives Mobil
o = EsperTech s
Real-ti
proc"esls';::; RoQME module
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Q = o
Elderly Mobile Server
Application Information storage module

Fig. 1. Architecture of the SAMoA framework.

— Elderly mobile app. The main purpose of this application is, on the one
hand, to provide the current location of the elderly person to the caregivers
application and, on the other hand, to monitor the elderly mobility, checking
how safe/risky is the area that person is in. High-safety areas are typically
defined around the elderly person’s home; medium-safety areas include the
zones where they typically move through on a daily basis (e.g., for shopping,
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Fig. 2. Left. SAMoA zone range definition map, where green zones are associated to
high-safety and orange zones to medium-safety. All other zones are considered unsafe.
Right. Elderly person profile definition.

attending medical centers, or visiting close relatives and friends); and risky
zones, which include unusual places or zones far away from their home. Note
that these areas might be defined either by end-users themselves or by their
caregivers (when end-user suffers from some cognitive impairment). Similarly,
end-users (or their caregivers) may define (1) their personal profile (name, age,
gender, blood type, preferred news categories, etc.); (2) the time intervals
when they typically stay at home or go out; and (3) punctual or regular
reminders (e.g., for taking their medicines, visiting their doctor, etc.). Finally,
the application provides end-users with an SOS button they can press in case
they feel lost or at risk, shows them relevant news based on their profile
and location and displays how safe is the area in which they are (using a
simple traffic-light color convention). It is worth mentioning that the risk
level is not only based on the person location, but also on deviations from
predefined behaviors and on the weather conditions (e.g., it is considered a
risk if the person goes out late at night or under a heavy rain). It is also
worth mentioning that the mobility monitoring process is zone and battery
level dependent, that is, the safer the zone and the lowest the battery, the less
frequently the location is sent to the caregivers application. However, if the
user gets into a risky zone or if he/she presses the SOS button, the location
is sent at the highest supported rate (every 2 min), regardless of the battery
level.

— Caregiver mobile app: this application provides elderly caregivers with
the following main features: (1) profile definition, including the time intervals
when they are available for attending notifications; (2) when needed, defini-
tion of the elderly behavior routines and mobility zones (indicating their risk
level); (3) setting up notification preferences (e.g., notifying all the caregivers
or only those closest to his/her current position); (4) receiving notifications
in a clear way; (4) visualizing the current location of the elderly person on a
map; and (5) reviewing his/her routes and locations during the last 24 h.
Some of the functionalities supported by SAMoA are illustrated in Fig. 2.
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4 Conclusions and Future Works

This paper has introduced SAMoA: a mobility monitoring framework for elderly
people with MCI, aimed at helping them and their caregivers when they get lost
or feel at risk. The framework architecture and its main components have been
outlined, and its main features have been compared with similar applications
currently available in the marketplace.

Among the extensions planned to be supported in SAMoA in the future, it
is worth highlighting the following ones: (1) monitoring additional information
obtained, e.g., from smart watches or other IoT devices, in order to provide
end-users with additional functionalities (e.g., stress detection based on pulse
alteration); (2) adding some “intelligent” features, e.g., allowing the mobile apps
to adapt their behaviour according to the perceived situation, in line with some
of our previous works on model-driven self-adaptive system development [10,11];
(3) supporting the integration with external services provided by some hospitals
or by the Red Cross, and (4) using artificial intelligence techniques to learning
elderly behavior patterns and detect deviations from their regular routines.
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Abstract. The digitalization of health processes is a reality. Each time,
there are more services and institutions generating and interacting with
the health data of a patient. This put in manifest some deficiencies of
actual health systems, such as the need for data no longer revolve around
the institutions that generate them and start to revolve around the users
or patients to whom they belong. Otherwise, patients will end up losing
focus and control of their data, which is distributed among different
information systems. To address this, many researchers around the world
have proposed software solutions that integrate a patient’s data into a
global view, even though it is still stored in a distributed way in the
systems that generate it. However, the mere integration of data does
not allow a patient to have real knowledge of the entire life cycle of her
different records. To this end, data integration solutions must go a step
further and convert the structure that maintains the overall view of a
patient’s health, her Personal Health Trajectory, into a registry ensuring
the traceability of the patient’s health. As a result, patients will have a
real understanding of everything that surrounds their health data and
true patient-centered healthcare systems will be one step closer.

Keywords: Data integration - Data interoperability - eHealth -
Blockchain - Health traceability

Introduction
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Today’s society is a digitalized one. All being susceptible of be digitalized is
translated to electronic support that processes and store the attached informa-
tion. In this context, health processes, as well as their input and output data,
are being digitalized [8,21]. Concepts such as Electronic Health Records (EHRs)
[11] and Personal Health Records (PHRs) [16] have arisen in the last few years.
Particularly, the lasts have been widely employed recently to store any kind
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of health information about patients—including those generated by intelligent
health devices such as Internet of Medical Things (IoMT) [4,6,19] or Web of
Medical Things (WoMT) devices [15].

The broader capability of each new electronic support to store more diverse
sources’ health information highlights the need to offer mechanisms to patients in
order to collect all their health information provided by different agents [9,18]—
understanding by agents different types of healthcare entities or connected smart
devices generating health data. Moreover, it can even arise data-ownership’s
doubts in the patients, who are not confident about which systems store infor-
mation about their health, as well as each of them does not have full knowledge
about the interactions involving their data [22].

Due to all this, the advantages of digitalizing health processes are mitigated.
Not having a way to access all her health data makes it difficult for a patient to
manage it and apply its ownership’s rights—since she is the real owner of her
health data [18]. Health data can be generated, but they can also be modified in
case there is an error in them and even deleted [12]—if requested by the patient
to whom they belong. For any of these actions, the patient should have a way
to keep track of and be aware of all the changes that occur in her health reality.

The first step to obtain empowers patients and allowing them to be aware
of all concerning their data is to obtain a complete vision of their health trajec-
tory [20]. In this sense, the most promising proposals in the literature are the
ones using blockchain to obtain a data structure referencing where each health
record of the user are stored [1,17]—due to its distributed nature, as well as its
guarantees on data security and privacy [2,12]. Authors of this paper has con-
tributed to it with previous works [18]. However, although these proposals offer
unified access and the integration of each patient’s health data, none of them
take advantage of having a structure per patient to employ it as a registry of
changes in the patient’s health reality, rather than just as a directory to access
their data.

It is clear that having this registry would help the patient to have greater
control over their data, to validate the authenticity of the test data—detecting
addictions, modifications or undue deletions of data—and to have complete
traceability of the patient’s health reality—as is done in other domains, such
as food’s traceability [3]. That is the reason why this paper makes efforts in the
definition of this registry and proposes a theoretical implementation of it.

The obtainment of this registry contributes to the achievement of the Per-
sonal Health Trajectory of patients, proposed by the authors of this paper in
previous works [20]. In addition, having a data structure such as the one pro-
posed in this paper, new patient-centered health systems—instead of current
institution-centered ones—come to a step closer [20].

The rest of the paper is structured as follows: Sect. 2 shows the motivations
of this work and related work. Section 3 presents the concept of Personal Health
Trajectory and its relationship to the health’s registry presented in this paper.
Then, Sect. 4 deeps on how to obtain this registry by means of their implemen-
tation with blockchain. Section 5 brings a brief discussion over the consequences
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and real applications of this registry. Finally, in Sect. 6 the conclusions of this
work and some future lines of research are exposed.

2 Motivations and Related Works

In the current health systems, the data about its patients is stored in an isolated
way. Data stored in the information system of a health system—or in cloud
services from smart devices—for a patient is not aware of data stored in other
health systems’ information systems for the same patient [9]. Therefore, if a
patient interacts with many of these health systems or uses smart devices to
monitor her health, multiple, fragmented representations of her health reality
are generated [18]. Further the duplicity and inconsistencies problems concerning
these multiple, fragmented representations, this also makes difficult for patients
to manage their health reality and be aware of all operations involving it.

As a first step to achieve it, each time more proposals try to integrate the
patients’ health data in a unique, global vision. On the one hand, proposals
such as that of Spil et al. [23] or that of Kyazze et al. [13] advocate for the
integration of health data physically integrating it on the same storage system.
On the other hand, proposals such as that of Zhang et al. [24], advocate for the
interoperability of data stored in a distributed way—reducing the intrusiveness
of the first type of proposals—even using the same technology of the first ones.
In this line, proposals using blockchain as support to enable this interoperability
have arisen—being this one of the main suggested applications of this technology
on health domain in last years[2,12]. Proposals such as that of Roehrs et al. [17]
or that of Chen et al. [1] present the creation of a blockchain-supported data
structure per patient that stores in their blocks references to where it is stored
each of their health records. Jalali et al. [10] propose the Personicle concept, a
chronicle of live events related with health of users. To generate it, they propose
a framework integrate, store, and analyze data from heterogeneous data streams.

Moreover, the authors of this paper had been working on their own proposal
defining the blockchains’ federation concept [18], having a blockchain per patient
with access to all their records and another upper blockchain that allows health
professionals to locate the blockchains of patients sharing their data.

Although all these proposals achieve a solution to the problem of the mul-
tiple, fragmented visions of the health reality of a patient, all of them are only
considering operations of the addition of new records. Some of them even affirm
that health data does not need to be modified or deleted after their addition [1],
so only the addition of data must be registered in the global vision. Despite this,
as some studies on blockchain for eHealth affirm [12], these others operation can
be necessary for some situations. This is solved by proposals that do not integrate
physically records, but they make them interoperable through an additional data
structure. Nevertheless, this has other implications, such as the global vision is
not aware of what is happening in records—i.e., blockchain’s security properties
are applied to the global vision, but not to the records referenced by it.

Proposals generating this global vision could take advantage of having a data
structure with all patient’s health data to offer new mechanisms that empower
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patient with the control on her data—and even that improve the security of
t [14]. This single, global view, in which the all health data of a patient are
integrated, could offer users greater control over what is happening at any given
moment in their medical history: the traceability of their health data.

Achieving this traceability, beyond the simple integration of health data, can
be useful for the patient for multiple reasons. It will give the user complete
control over what happens to his health data: when it is added, when it is
modified, or when it is deleted—as well as where and by whom these actions
are performed. In addition, it also allows verification of the authenticity of the
records. For example, by saving a value computed with the content of a record
at the time of adding or modifying it, it is possible to check whether its content
has been maliciously altered at the time of accessing it. Likewise, it is possible
to check whether a record has been deleted without the patient’s consent or, at
least, without the patient’s knowledge. All this leads to greater empowerment of
the data on the part of the patient and greater security for the records.

The fact of using a blockchain to perform traceability is not new. There are
already many proposals in other fields where blockchain is used as a registry
to ensure the traceability of elements such as food. In the case of alimentary
traceability, public blockchains—where anyone can read—are employed to share
the different stages by which a concrete aliment has passed since it was collected
until it is on the hand of consumer [5]. Even within the health domain, no
proposal talking about health traceability are found, in the field of smart health
and eHealth there are already proposals that talk about the need to offer a
certain grade of security in health data that could be achieved by means of health
traceability [7,25]. Specifically, the works found claims for the need to ensure
personal health data provenance, as well as right confirmation, by means of smart
contracts, and the control of who is performing changes in health information to
prevent malicious activity by means of the control of access keys’ sharing.

Other proposals such as that of Li et al. [14] limit their application only to
the insurance of health data security and not to the complete traceability of it.
From the analysis of these works, it can be concluded that health traceability
required a private approach where only patient to which health data belongs and
their authorized users can access their health data traceability—in contrast to
the public approach followed in alimentary traceability. This analysis reveals also
that none of the proposals found trying to offer a full traceability solution such
as this offered in other domains—e.g., the commented alimentary traceability.
Each proposal faces only concrete parts of this traceability: data provenance,
content validation, malicious accesses, among others.

The authors of this article believe that providing health data traceability
and providing mechanisms for integrating distributed health data are intimately
linked—as they have been trying to illustrate throughout this section. That
is why they want to take advantage of the data structure already generated
by many proposals—including their own—to integrate or make interoperable
distributed data and enable it to perform the tasks of health data traceability.
To this end, it is proposed to refocus the information to be stored, obtaining
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a solution that solves both problems. In this way, the aim is to bring closer
the arrival of patient-centered health systems that are more complete without
complicating their integration into current information systems.

3 Extending Personal Health Trajectory for Traceability

Personal Health Trajectory is a concept that arises in the minds of this paper’s
authors in previous researches [20], when they try to offer a solution to the prob-
lems of actual institution-centered health systems from the patient perspective.
Among others, this concept implies the creation of new patient-centered health
systems, where the information revolves around and in virtue of this, and not
of the institutions—as it has up to now. In order to make this possible, the
need to the creation of a data structure where all the patient’s distributed data
are aggregated into a complete view of the patient’s health throughout her life
arises—see Fig. 1.
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Fig. 1. Personal Health Trajectory concept

However, as motivated in the previous section, this structure does not have to
remain just a system of links to patient records. It can take advantage of them
to record all the changes that occur in the patient’s health reality. Following
the scheme of CRUD operations (create, read, update, and delete) that can
be performed on the data, these would be: read (GET), add (POST), modity
(PUT), and delete (DELETE).

Moreover, next to each operation associated with a health record, a value
can even be stored to reflect the status of that record at the time a written
operation—the creation or updating of the record—is recorded in its Personal
Health Trajectory. In this way, it can be guaranteed that, if the state of the
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record is not the same as the one saved the last time this record was referenced
in the Personal Health Trajectory, someone has spoiled it.

On the other hand, all this leads to empowerment of their health data by the
patient. By belonging to the Personal Health Trajectory, the patient can control
who has access to it and who does not. Thanks to traceability mechanisms, such
as the one mentioned above, all those who interact with or generate patient
health records without going through their Personal Health Trajectory can be
considered unidentified users. Therefore, the authenticity and purpose of this
data cannot be verified. Thus, this data may be treated with a different level of
caution than data written by recognized agents—those to whom the patient has
allowed access to the Personal Health Trajectory to write their changes.

4 Blockchain as Physical Support for Personal Health
Trajectory Traceability

One of the most widely used technologies for the creation of the data structure
that integrates patient health data is blockchain. Specifically, this is the main
technology used in the proposal of the authors of this paper to create their
Personal Health Trajectory [18].

delete
1\ ’ ‘|
. Reference
.

Action

add

......... T hessssssssnnnnnnp o [*rrmresessnaaaag T hessssssasnnnnnnp o | CETLTETESS 2

Personal Health Trajectory
Blockchain

/|
.
S . Reference

add modify " Action
4 h < \
N

N Record hash
* e ~

Fig. 2. Blockchain-based registry for Personal Health Trajectory

Blockchain as a technology to perform traceability on the Personal Health
Trajectory allows the generation of a blockchain with the changes in the patient’s
health records. In this way, each block is associated with a CRUD operation on
one of the patient’s records—see Fig. 2. So, those records that do not have any
associated block in the chain may be treated as data from untrusted sources, as
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discussed above. For records with blocks that store transactions on them, all the
advantages discussed in the previous section can be applied.

In addition, the fact of using blockchain to obtain traceability over the Per-
sonal Health Trajectory allows not only to obtain the advantages already men-
tioned in the previous section, but also offers another series of extra advantages.
For example, saving in the Personal Health Trajectory the status of a record
when it is referenced from a block is more secure with blockchain. If the status
of a record is obtained by calculating a hash associated with the content of the
record, this hash should be stored in the block of the operation on the record.
This block has the advantages of being stored in a blockchain, such as being
part of an immutable chain, protected by a hash associated with the content of
the block that does not allow anyone to change the content of the block with-
out breaking and invalidating the chain—this is one of the security principles of
blockchain. Therefore, it could be said that the integrity of the content of the
record is guaranteed by the use of a double-hash. If someone were to maliciously
attempt to alter the contents of the record, the hash associated with its contents,
stored in the last block of a write operation on the blockchain record, would have
to be rewritten. If someone tried to do this, it would invalidate the blockchain
chain and the attack would be detected.

On the other hand, blockchain technology already offers advanced mecha-
nisms to secure other aspects such as who accesses a blockchain and the permis-
sions they have over it, among others. Therefore, every interaction that takes
place in the Personal Health Trajectory is recorded by the blockchain technology
itself. In this way, it can be controlled who registers each record—by knowing
who and when generates the block—or who accesses this blockchain to regis-
ter and visualize changes in traceability—even formalizing procedures through
smart contracts.

Figure 3 shows what a base architecture that uses blockchain to integrate
distributed stored data would look like if it is extended to maintain traceability
of records. As can be seen, the records are stored outside the blockchain and
only a reference to them is stored from the blockchain. To perform traceability,
along with the reference to the record—which can be stored with any type of
attribute, as is done in this case with the attributes URL Resource and Key
resource—, new attributes are stored such as the action on the record that is
represented by that block and the hash of the record content—in case of a write
operation, as a create or modify operation.

The data that may be referenced, as in many data integration proposals, is
data generated by healthcare institutions or data generated by IoMT or WoMT
devices.

Similarly, it can be seen how the user’s smartphone maintains a copy of the
blockchain that it integrates and provides traceability over its Personal Health
Trajectory. However, this blockchain can be shared with institutions for them
to read or write to their Personal Health Trajectory, maintaining the integra-
tion and traceability of records at all times. How this sharing is done is more
dependent on the data integration proposal than on this proposal on traceability.
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Fig. 3. Blockchain registry working on records from institutions and IoT services

Some proposals perform this step through the user, who shares a key for institu-
tions to access their blockchain. Other proposals, such as that of the authors of
this paper, seek more complex mechanisms, such as blockchains’ federation [18],
but which allow verified institutions associated with a data-sharing program to
access the data of any of the verified institutions without the user’s explicit con-
sent for each access—something interesting for treating emergency patients, for
example.

To finish, from the above it is intuited that creating such a proposal implies
the use of private blockchains with permissions, where it is controlled who can
read and generate new blocks in the blockchain of each user.

5 Discussion

As it has been manifested during all the manuscripts, the advantages of having
a health registry that maintains the traceability of health records are clear. The
achievement of this registry is closely linked to the existence of health data
integration proposals. Despite this, the usage of other different structures to
obtain this registry could be proposed, having a structure that maintains data
integration and another one that maintains data traceability. However, to have
real traceability of a patient’s health, the need to having a global vision of all
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patient’s health data becomes necessary. If no data integration structure is taken
into account as starting point to access this global vision, the data integration’s
task must be replayed once again by new proposals to obtain the traceability
structure.

Even being convinced that the obtaining of health traceability is an extension
of health data integration proposals, the details about how to obtain it are not
free of discussion, since different topics emerge around it.

The clearest example is about if real traceability can be provided only by
maintaining the last version of records in the health system, or if it is become
necessary to have stored—and referenced in the different blocks about a record—
the different versions of a record across the time—at least until the record is
solicited to be deleted—if done. In the proposal presented, it is known that
various blocks reference the same record because their pointers refer to the same
point. If different versions of a record become to be stored, each of the pointers
referring to the same record will have references to different points. So, the
inclusion of a common identifier to all records being versions of a unique real
record is necessary. Taking as a premise that all the versions of a record are
generated by the same institution—something that has so much sense—makes
easier the task of managing the identifier of records.

In addition, another topic to be discussed is how the patient—being the real
owner of this data structure—grant access to her health registry to institutions
and ToT services to begin writing and/or read on it. In the case of IoT services,
a possible solution is that patient’s smartphone—having a copy of the registry—
perform the writing tasks associated with records of IoT devices. However, in
the case of health institutions, this is not so simple. The health professionals
must access the registry not only for writing but also to read on it when the
patient is under treatment. How to achieve this is discussed by several proposals
on data integration, and their solutions can be applied in this case also—since
on our approach architecture under data integration is the same under data
traceability. Some issues arise around this, such as how access is granted in case
of emergency if the user is the one granting it. In this sense, the authors of this
paper are already working on solving problems of this type with other proposals
such as the blockchain federation [18]. With all this, it is still up in the air that
access to all patient health data traceability, and not only to their integrated
data, will be given to them.

6 Conclusions and Future Work

This paper has discussed how distributed health data integration processes can
be improved and taken into account to provide traceability of patient health
data—as is already done in other fields. Specifically, the concept of Personal
Health Trajectory—on which the authors of this paper have worked—has been
presented and it has been shown how it can be extended to guarantee traceability.

Finally, efforts have been focused on showing a more pragmatic proposal—
although without reaching its implementation—of how the traceability of the



Blockchain-Supported Health Registry: The Claim for a PHT Traceability 31

Personal Health Trajectory could be achieved by implementing the latter as a
registry of changes of the patient’s health reality in blockchain. Different security
mechanisms have been proposed around this registry, which takes advantage of
the traceability offered to achieve levels of security that mere data integration
does not achieve.

However, this proposal have already work to do. What is proposed here is
to highlight the need for this traceability and its relationship with existing data
integration proposals. There is still work ahead in terms of its implementation
and the inclusion of new security techniques around the blockchain registry—
some of which are already mentioned in the discussion, such as the use of smart
contracts.
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Abstract. Drug treatment is necessary to treat most illnesses, maintain
health or prevent further deterioration. Above all, medication in the
ageing population is a very important aspect because a large number
of hospital admissions in this age group are due to adverse reactions
caused by the misadministration and misprescription of medicines. So
it is an area where medical experts need to take special care. However,
inappropriate prescribing is a major and constant problem for this sector
of the population. This is one of the principals reasons that both the
relationships between genetic determinants and variables in the health
trajectory of the aging people throughout their lives are involved. In this
paper propose a graph-based system that, using a quantum simulation,
will allow medical experts to predict the possible adverse effects that a
particular drug may have on the health of an aging person, based on
their history of taking drugs, the described effects of these drugs and
the physiological and genetic determinants of the patient. In this way,
with the use of this system, health professionals will be able to prescribe
in a personalized way for each patient, avoiding, as far as possible, the
inappropriate prescription of drugs.

Keywords: Aging - Quantum computing + Pharmacogenetics * Drug
treatment - Architecture

1 Introduction

In recent times the concept of health is changing and adapting to multidimen-
sional approaches, one of the factors being the transition from infectious to
chronic diseases and the prescription of drugs to treat them [1,2].

Currently in Spain, one of the largest expenditures in healthcare budgets is
pharmaceutical costs. 65% of people over 65 take at least one drug per week, more
than 40% take at least 5 drugs per week, and 12% take more than 10. Adverse
effects of these drugs account accounts for 7% of emergency hospitalizations
for these patients. In studies of hospitalized patients, between 12% and 58.5%
receive an inappropriate drug [3]. This is why, in order to solve these problems,
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ICT tools could be used to support healthcare professionals, and also eHealth
applications for treatment have been advocated for many years as a promising
tool to improve treatment prescriptions.

The current software is useful in identifying potential problems and facili-
tating the individualization of the administration of certain drugs [4]. However,
providing safe and effective drug therapy with this software is a rather complex
problem due to several reasons. Reasons such as the data to be considered, which
is of such magnitude that with current tools it is unmanageable [5]. This is why,
unfortunately, the adjustment of medication in the aging people is a complex
and still unresolved challenge, and is currently done on a trial and error basis
[6,7].

The possibility of having models that can handle a large amount of data, vari-
ables, and relationships between them could allow healthcare experts to choose
the most optimal combination of drugs for each patient, the most appropri-
ate prescribing regimen, and to model scenarios over time, thus allowing them
to establish a strategy appropriate to the context [5]. In this way, therapeutic
optimization would improve the health of patients and their evolution, avoiding
the development of diseases and preventing potential adverse reactions. Thus
improving the quality of life and the dependency of the aging people [8].

Therefore, prescribing medicines for the aging people is a challenge, which
requires adaptation to their genetic and environmental characteristics, and to
the pathophysiological changes that occur as a consequence of these and of aging
[9,10].

To solve the problems mentioned above, we propose a system that will serve
as a technological support for health experts for the preparation of data sets and
the extraction of the relationships between the different variables. Providing a
dashboard that will allow complex queries and facilitate the visualization of
the information in a useful way. They will thus be able to predict the possible
adverse effects that a given drug may have on a person’s health based on their
drug-taking history and genetic condition.

In order to present our proposal, the rest of the paper is structured as follows:
Sect. 2 presents the motivations of this work. Section 3 describes our proposal in
which we will highlight the architecture. And finally, Sect. 4 shows the conclusion
and future works.

2 Motivations

Software engineering is making great progress in almost every field, and in every
aspect of life. But with the increasing number and complexity of problems, soft-
ware engineering requires more and more computing power, greater speed, and
better results. To overcome these computational barriers, one of the most promis-
ing options is Quantum Computing [11,12].

The arrival of Quantum Computing has brought about a new paradigm in
computing and software engineering, opening the door to new horizons in the
applications of computing to solve problems [13]. Quantum computing not only
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allows problems to be solved in much less time than classical computers, but it
also enables the use of its computational power to tackle problems beyond the
scope of classical computing as we know it. In this way, the Theory of Com-
putation is generating new categories of problems to classify those that cannot
be reasonably solved with classical computing, and which can be solved with
quantum computing [14]. In particular, the power of quantum computers makes
it possible to segregate a new category within the class of P-SPACE problems
called BQP [15]. The existence of this class of problems is very important because
although we know that the benefit of quantum computing will not come from
doing faster what classical computers can already solve efficiently, they will offer
better and more efficient solutions [16].

The interaction of a new molecule with existing molecules in a person’s organ-
ism, which in itself determines its own rules of behavior according to its genetic
markers, is a quantum process in which a series of scenarios coexist, each with
its own probability, recognized as a BQP-COMPLETE problem [15], one of the
most complexes within the BQP class [17]. Given the characteristics of the prob-
lems in the BQP-COMPLETE class, some research work is already pointing to
the usefulness and necessity of quantum computing in the life sciences and in
particular in the health sector [18].

3 Graph-Based Healthcare System for Quantum
Simulation of Medication Administration

We propose an architecture of a graph-based system with which we intend that
health experts can analyze the relationships between genetic conditioning factors
and other variables in the health trajectory of aging people throughout their
lives, including the reaction that drugs can cause them. In this way, with this
system, which uses quantum computing techniques, we intend to be able to
predict the possible adverse effects that a particular drug may have on the health
of an aging people person based on their history of taking drugs, the effects of
these drugs and their physiological and genetic factors.

The proposed architecture is divided into two layers: front-end and back-end
[19]. The front-end is the layer that is responsible for receiving user requests,
invoking the business logic, and returning the results to the user. It controls the
navigation of screens, opening, and closing of the web session, etc.

On the other hand, the back-end is where the business logic itself resides
and consists of various modules or components, as will be discussed below. This
division of the architecture has been established following the principles defined
for the development of architectures based on microservices, where the need to
decouple these two layers for a better design and development of the systems is
established.

The components for the architecture detailed in Fig. 1 are as follows:

Microservices
Set of microservices that will contain the back-end of the system. Microser-
vices are an architectural and organizational approach to software development
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Fig. 1. General architecture of the proposed system

where the software is composed of small independent services that communicate
through a well-defined application programming interface (REST API) [20,21].
By designing our architecture with this approach, it will allow it to be easier
to scale, faster to develop, and, being composed of independent modules, it will
be simpler to deploy and operate. Thus, the proposed back-end is composed of
several modules, where its functions will be to make the necessary connections
to the database, process the data to display them in the graphical interface,
provide a REST API to invoke the services, and the transformation of the data
represented in the graph so that they can be used by the quantum algorithm.

They will be implemented in the Python programming language, using an
OpenAPI specification. OpenAPIT is a standard for the description of program-
ming interfaces, which will be used, therefore, for the description and documen-
tation of the microservices. With this, the visual documentation is created and
facilitates the implementation of the back-end.

Finally, they will be published through a REST API using the Flask frame-
work. Flask is a Python library that provides useful tools and functions that allow
you to create Python web applications in a simple way. Its use will facilitate col-
laboration between developers because it adapts to each project by installing
project-specific extensions and includes its own web server for testing.
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Therefore, this back-end microservices will be in charge of the following:

— Perform the operations/connections with the database, both reading, writing,
modifying, or deleting.

— Serialize the data obtained from the database to be compatible with the
visualization library used in the front-end of the system.

— Deserialize the data sent by the front-end for further modification in the
database, or for quantum simulation.

— Offer the web services to be queried by the web application.

Quantum Algorithm

Once all the knowledge relating to the variables and relationships of the stored
data has been extracted, a quantum algorithm will be used to run the quantum
simulation process (using these data relationships to feed the algorithm). The
study and design of this algorithm will be based on Machine Learning techniques
to predict how a certain drug will act given specific characteristics of the patient
and will be based on the principles stipulated by the quantum platform to be
used.

Database

A database where the information of interest on pharmacogenetic variables and
their relationships will be stored. The data storage tool selected is ArangoDB.
It is an open-source NoSQL database that allows the use of graphs to store the
information apart from the other NoSQL data models. It was chosen because it
allows the use of graphs to store the information, thus offering the best model
design that considers the relationships between the data.

On the other hand, to determine the typology and structure of the data to be
stored in ArangoDB, the variables considered being determinant in the response
to a drug by a patient, in this case, an aging people patient, were defined. The
variables considered to be determinants of variability in drug response were as
follows:

— Pharmacogenetics (dependent on the individual genetic endowment)

— Pharmacogenetic interactions (dependent on the treatment set)

— Clinical and physiological conditioners (physiology and pathophysiology
dependent)

Once the variables that will be part of the data model were selected, the design
of the data model was carried out in the selected data storage technology, taking
into account the different fields in each of the variables presented in the previous
enumeration. It was decided that the data model will be based on the use of the
ArangoDB document graph.

‘Web APP. Web module developed with NodelJs that will act as the system’s
front-end. This framework supports the development of dynamic websites, web
services, and web applications, as is the case of our system, providing libraries for
accessing databases, template structures, session management, etc. NodeJs has
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been selected because it is the Javascript-based runtime environment that best
allows applications to have scalability, excellent performance, optimized costs,
and because it is one of the most widely used tools for web development today,
such as Netflix or PayPal [22].
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Fig. 2. Web APP module of the system
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So, the function of this module will be to provide to the user a graphical
interface with which to manipulate the graph with the pharmacogenomic vari-
ables of a patient, add new variables, and invoke the quantum simulation with
the data represented.

A visualization tool will be used to manipulate and visualize the graph. This
visualization technology has been selected after analysis and evaluation of differ-
ent Hypergraph technologies that allow visualization of the information and rela-
tionships between the variables involved. By this way, the visualization tool that
has been selected is the JavaScript library CystoscapelJS, as it has been the best
value from a quantitative scale. In addition, this library is capable of natively offer-
ing events on the canvas where the data is represented and will allow operations
to be performed on the nodes or arcs, which is essential in this work.

As can be seen in Fig. 2, the development of the Web APP module using
Node.js allows the use of a non-blocking, asynchronous I/O model that is event-
driven. This makes the adaptation of Javascript easier, providing a much higher
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code execution. Thanks to Javascript and Node.js, code runs faster in the server-
to-client direction. This will improve the performance of the application. Another
important dependency is libuv, a C library used by Node to abstract non-blocking
I/0 operations to a consistent interface on all supported clients.

As discussed above, being event-driven and using the CytoscapelJS library
will allow the graph to be created from the selected data and allow it to be
manipulated and visualized by the health experts.

4 Conclusion and Future Work

In this paper, we have presented a healthcare solution that uses quantum com-
puting to optimize medicine administration. In this way, it is a hybrid classi-
cal/quantum system, which is able to perform optimizations and simulations to
predict the possible adverse effects of a given medicine on the aging people.

However, it is an emerging work that will bring a technological revolution in
the health sector. There is still work ahead because the quantum software field
is recent, with new quantum technologies for computing are emerging day by
day. Also, it will be necessary to test quantum software and apply the different
techniques of quantum software engineering.
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Abstract. Loneliness among ageing people has become a significant
issue for society. Its impact on health can even be exacerbated in isolated
rural areas. Furthermore, the lack of Internet connection is common for
these areas, contributing to such isolation. Considering this, it is impor-
tant to proactively detect ageing people who experience loneliness. In
this work, we propose a distributed Internet of Things (IoT) architecture
to detect loneliness among elderly population living in isolated villages.
The solution is based on the identification of encounters of elderly peo-
ple, tracing a graph of the recurrent contacts they have. Then, this graph
reflects ageing people as nodes and the social encounters as links between
the nodes. Hence, it is possible to identify nodes with few contacts, revel-
ing potential candidates to suffer unwanted loneliness. For this, the archi-
tecture draws on the collaboration between smartwatches, smartphones
and Bluetooth beacons. Then, ageing people are provided with smart-
watches which may store all the encounters they experience with other
ageing people and neighbours in the village. Once smartwatches registry
this information, it is transmitted to Bluetooth beacons. The proposed
architecture aims to address the lack of communication infrastructure
with a sustainable solution, exploiting the autonomy of the devices. For
this, a consumption model is estimated to study the viability of the pro-
posal, achieving successful results at power sustainability.

Keywords: Loneliness + Distributed architecture + Internet of Things -
Smartphones - Sustainable

1 Introduction

Loneliness have become a concern for society. In recent years, many works have
addressed how social isolation and solitude impact on health and well-being [1].
In this context, loneliness among ageing people has been identified as a high
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priority problem, which is connected to other factors like their health but also
with the place they live. Thus, rural areas become challenging contexts for ageing
people who feel alone. In these cases, loneliness can be aggravated by the limited
possibilities of interactions and the difficulties to relate with others. Many of
these rural areas count with a very low population density and a significant
proportion of ageing people. This is the case of the so-called “empty” Spain,
where many small villages fit with these definitions. In this scenario, feelings
of loneliness and social isolation have become normal. Then, it is necessary to
tackle the problem and develop effective public policies.

However, obtaining loneliness information can become difficult. Many works
are based on quantitative approaches which make use of scales and question-
naires to evaluate loneliness [2]. They provide reliable results, however, these
approaches are not always able to reflect the reality and the whole context of
solitude [3]. The problem of solitude, especially for ageing people, requires a
more detailed qualitative perspective. Considering it, technology could notably
enrich the way these works approach the problem.

Nevertheless, many of the existing technological approaches are not applica-
ble for isolated rural areas where there are no communication infrastructures.
Factors like the lack of interest of companies due to economic budget or the
difficult geographical conditions derive in the absence of Internet coverage [4].
Then, these conditions motivates the application of alternative communication
mechanisms.

In the present work, a distributed sustainable Internet of Things (IoT) archi-
tecture for studying loneliness is presented. The approach aims to provide a
solution to identify potential candidates to suffer solitude among the elderly
population in an isolated rural area. For this, the architecture draws on the
collaboration of autonomous devices to detect the encounters of ageing people
to recognise a contact map with the most recurrent contacts. Thus, a graph of
relationships is provided, displaying ageing people as nodes and contacts as links
between these nodes. Therefore, encounters among the population can be iden-
tified, including those nodes which are mostly isolated. As a result, it is possible
to know potential candidates of suffering unwanted loneliness, propitiated by the
lack of social contacts.

Our work proposes equipping ageing people with smartwatches which detect
surrounding devices. Thus, storing social contacts is possible. For this, Bluetooth
is used to perform the detection and the data transmissions. Therefore, Internet
connection is not required to perform data sends, drawing on the physical move-
ment and proximity to communications. Considering this collaboration between
autonomous devices demands very concrete power needs, the energy consump-
tion becomes a relevant factor in the technical viability [5,6]. For this, this work
also details a consumption model to assess the sustainability of the approach.

The rest of the paper is organised as follows: Sect. 2 details the state of the art.
Then, Sect. 3 describes the proposed algorithm and its implementation. In Sect.
4, a performance evaluation is provided. Finally, Sect. 5 draws the conclusion
and details the future works.
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2 State of Art

Loneliness has become a relevant field of study in the recent years. Multiple stud-
ies analyse how solitude affects people and their mood [7]. Then, this situation
involves largely elderly population [7]. In many cases, ageing people experience
how their social life is reduced as years pass. As a result, there is a large percent-
age of elderly people who live alone and use to spend their day-to-day with no
companion. In this scenario, the identification of the situation is critical in order
to provide a response. However, detecting loneliness can be difficult if there are
not effective mechanisms to identify it [3].

Studies like [8] manifest how the traditional methods for identifying and
recruiting ageing people at risk of isolation are hard to interpret. Furthermore,
works like [9] also manifest how the lack of evidences question many experiments.
As a response for some of these considerations, technology can become a suitable
allied for loneliness detection.

Internet and social networks are a relevant domain to analyse loneliness. The
work in [10] shows how approaches focused on communication technologies result
to be positive on social support, social connectedness and social isolation. Works
like [11] show how the use of technological devices and the inclusion of Inter-
net in the routines of the elderly people become favourable for their well-being.
In some cases, the interactions through social networks and the use of digital
platforms can contribute to mitigate the feeling of loneliness. Thus, the com-
munication between ageing people even though geographical or health obstacles
become a strong incentive. However, these solutions raise two considerations: i)
the lack of Internet in many isolated rural areas make these applications hard
or impossible to use; and ii) the approaches are not centred on identifying lone-
liness since they are focused on providing mitigation and a response to it. In
this way, our proposal adopts a different position in the loneliness topic and
aims to detect solitude in rural areas. In fact, we propose a system based on
Bluetooth and local communication for loneliness detection in rural areas with
no Internet infrastructure. For this, physical encounters and movements in the
village are used to perform communications. Next section details the insights of
the proposal.

3 Detecting Loneliness with a Distributed IoT
Architecture

In order to monitor and detect loneliness patterns, our approach is based on
the collaboration between Internet of Things (IoT) devices and wearables, while
exploiting social behaviour. The proposal is aligned with the works introduced
in [12,13] and it is designed to be applied in specific rural areas such as small
villages. In many of these contexts, Internet connection is not available or it
is restricted to particular points. Considering the limitations of connectivity,
the proposed solution makes use of Bluetooth to perform data transmissions
in a local environment. Then, three main entities collaborate in the solution:
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Fig. 1. Elements and relations in the proposed architecture.

ageing people, volunteer neighbours of the village, and the destination Bluetooth
beacon.

1.

Ageing people are equipped with smart bracelets which register all encoun-
ters they have with other ageing people and neighbours. Thus, the bracelets
are able to constantly scan the context and detect other surrounding devices.
The gathered information will be transmitted to a Bluetooth beacon which
aims to build a contact graph of the inhabitants to detect potential candidates
of suffering loneliness.

Volunteer neighbours are inhabitants of the same village who are recog-
nised by the smartwatches. Thus, it is possible to identify encounters of the
elderly with the rest of the population.

The destination node represents the entity which receives the information
about the encounters and companion patterns of the elderly. The destina-
tion node, which is connected to the Internet, is able to transmit the data
remotely or to process it locally. Finally, a graph of the encounters is obtained,
providing a set of potential candidates of suffering loneliness.

As Fig. 1 represents, the system draws on an architecture based on the col-

laboration between three different devices: smartwatches, smartphone and Blue-
tooth beacon. In the case of the smartwatches, they make use of Wear OS [14] to
execute Tracer App, a Kotlin [15] application which scan the context using BLE
to detect and to registry surrounding devices. For this, the smartwatch requires
the user ID of the entities and monitors the contact time. This way, the device
stores internally the registered encounter, keeping the time it occurs and the
user ID associated to the recognised device.
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The smartphones are useful to identify those encounters which involve people
who are not seniors. Thus, volunteers in the place collaborate in the architecture
with the application Tracer App. This solution makes use of BLE to provide a
service to listen petitions of the associated user ID. Thus, when a smartwatch
requires this data, the smartphone provides it.

Finally, the Bluetooth beacons are in charge of obtaining the encounter data
from the smartwatches. Hence, a graph of contacts can be stored, enabling the
management and check of the registered information. For this, an interface pro-
vided with Python and Angular [15] is implemented.

The full architecture is focused on the collaboration of heterogeneous devices
to perform context-aware communications. Therefore, the autonomy and inde-
pendent behaviour of the components is critical to the solution operative. Con-
sidering this, the energy consumption becomes a substantial factor to study the
technical viability of the work. Then, next section provides a detailed analysis of
the power consumption of the architecture, studying estimations and extracting
conclusions from these values.

4 Power Consumption Evaluation

The proposed architecture relies on the performance and autonomy of the devices
to implements the encounters detection and the contacts graph. This way, the
limitations at energy and power capabilities become critical factors for the poten-
tial implementation of the solution. As a response for this, this section details
a theoretical power consumption model, analysing the potential threshold for
the devices involved. Thus, it is possible to assess the technical viability of the
work. This section introduces two parts: the energy consumption model and the
estimation of energetic cost in hypothetical scenarios.

4.1 Energy Consumption Model

The devices in the architecture draw on BLE to perform the communications
and data transmission. This way, depending of the operation executed, the power
requirements vary. Following the states shown in Fig. 2a and the metrics defined
in work [16], the stages involved in the BLE communication can be simplified into
six: sleeping, waking-up, scanning, receiving and sending. These phases count
with an estimated cost in battery which can be extracted from the work [16].
Next, these stages are explained:

1. Sleeping. This is the first state of the BLE communication. It refers to the
period that the device is not available to perform operations such as scanning,
receiving or sending. This interval is useful to save battery and to reduce the
impact of BLE on the device operative. The energetic cost of sleeping, S, is
insignificant, then it is estimated with S, = 0.001 mA.

2. Waking-up. This stage is the previous step to scan the context. This way, this
phase prepares the resources required to perform the scanning operation. The
energetic cost associated to waking-up, Wu,, is Wu, = 6.0 mA.
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3. Scanning (Pre-Rx-Tx). This step turns on in preparation to receive and to
send data with BLE. For this, the device scans the context, becoming available
for the other devices and recognising surrounding elements. The consumption
of this operation, Prt., is Prt. = 7.4 mA.

4. Receiving (Rx). The device listens for incoming packets from surrounding
devices. This stage is fundamental to answer petitions and provide response.
The energetic cost associated to receiving, Rz., is Rr. = 17.5 mA.

5. Sending (Tx). This stage involves the transmission of data to another device.
The cost of sending information, Tz, is Tz, = 17.5 mA.

After the operations of sending or receiving, the device performs an inter-
mediate task before sleeping in which a pre-processing is done. Considering the
main objective of the study is assessing the viability of the proposed architec-
ture, these stages are assumed as not critical and they are not considered in the
analysis. This way, the average cost for each task is provided on Table 1, which
also provides the average time of the actions: average time to sleep, Av,; average
time to wake-up, Av,,; average time to scanning, Avy,,; average time to receive,
Av,y; and average time to send, Avik. Considering the metrics associated to
each task of the BLE operative, the estimation of energetic requirements of the
devices in the architecture can be calculated. For this, the power consumption
varies between a set of potential variables. These conditions involve the opera-
tions that the device performs and the defined connection interval, I. Also, the
battery capacity is a significant factor, B.

Table 1. Operational cost with BLE

Operation | Cost (mA) | Average time (ps)
Sleeping | 0.001 Connection interval (I)
Waking-up | 6.00 400

Pre-Rx-Tx | 7.4 160

Rx 17.5 190

Tx 17.5 115

The operations that devices performs are defined on Figs. 2a, 2b, 2c. Each of
these tasks involve a concrete set of operations with BLE. For example, when a
device does not recognise any surrounding element, Rx and Tx are not required,
so consumption decrease. Considering this, the Eq. 1 defines the energy required
for a single interval (E;), i.e. an unique iteration with BLE,

_ (Se x Avs) + (Wue x Ave) + (Prte X Avprt) + (1 X Rze X Avp) + (5 X Txe X Ave)
A'Us + A'Ue + AUprt + A'Ur + A'Ue
(1)

where r refers to the number of received messages and s refers to the number
of sent messages. Considering the value in E;, the absolute duration of a battery

E;
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Fig. 2. BLE states of the different devices.

can be calculated. For this, the connection interval, I, has to be defined. This
variable specifies the sleeping time of the device. This way, if I = 1000 ms,
the device will wake-up, scan and communicate every 1000 ms. Hence, this is a
critical factor to calculate the average consumption in a device, E,. Equation 2
shows how this average is calculated, dividing the cost of an interval F; between
the length of an interval T'.

Ey=— (2)

As a result, the average current consumption is obtained. Thus, the length of
the battery of the device, B can be calculated. For this, Eq. 3 reflects the length
in hours of the battery,

L
B=— 3
7 3)
where L is the capacity of the battery in mAh and E, is the average con-
sumption of BLE. As a result, B reflects the duration in hours of the battery
that runs the BLE communication continuously. However, these numbers may
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not be applied to all devices in the proposed architecture since they perform
different tasks in the scenario.

The devices in the architecture share three main context: 1) the device scans
but none contact is detected; 2) the device scans, finds a contact and receives
data; and 3) the device scans, finds a contact and provides data. Additionally,
in the case of the smartwatch, scenario 3) and 4) may happen simultaneously.
Considering this, the power requirements are not the same for every device.
Then, it is necessary to detail the consumption for each one, so next subsections
provide this summary about the corresponding estimation (Fig. 2).

Smartwatch. These devices follow the states defined in Fig. 2a. Then, the
three explained contexts may occur. However, in the case of the smartwatches,
contexts 2) and 3) can happen at the same time. Thus, the required energy
is potentially the highest in the scenario. As a result, the current requirement
becomes a relevant issue for these devices because of the battery limitations.
Currently, the average battery capacity for smartwatches, By, is about Bgy, =
400 mAh [14]. Smartphone. The smartphones follows the states defined in
Fig. 2b in the architecture. This way, the communication operations it performs
are mainly scanning and transmitting the stored User ID. This way, the energy
required is limited. Also, the average battery capacity for a smartphone, By, is
By, = 5000 mAh [14]. Bluetooth Beacon. This element performs the reception
of information from smartwatches (Fig. 2c). Bluetooth Beacons are fed with
energy by a solar panel. Thus, a battery of B, = 2300 mAh is considered to
provide power to the device [17].

Considering this, it is possible to perform estimations about the energy
requirements and the power consumption, following an equation which relates
the varibles. As a result, the equations provides potential calculation of the
energy model. In the next subsection, an energeti