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ABSTRACT Network Traffic Classification (NTC) serves as a crucial element in network management, and
the rapid progress in machine learning has inspired the utilization of learning methods to discern network
traffic. The inherent characteristics of network traffics result in uneven class distributions when datasets are
shaped, creating a phenomenon known as class imbalance. This phenomenon has garnered growing attention
across various research fields. Despite encountering performance setbacks attributed to class imbalance, this
challenge remains inadequately examined in the realm of network traffic classification. This paper introduces
the Adaptive Weight Ensemble-of-Ensemble Learning (AWEE) method as an innovative solution to this
challenge. The AWEE integrates multiple ensemble layers with a dynamic weight adjustment mechanism,
showcasing the collaborative intelligence of diverse modeling strategies. Using a sliding window-based
validation approach, the model enhances adaptability and robustness to address concept drift in dynamic
data streams. Experimental studies on benchmark datasets demonstrate the superior performance of AWEE
(achieving an outstanding accuracy rate of over 98%), highlighting its effectiveness in handling class
imbalance challenges across diverse network traffic scenarios. AWEE, outperforms competitive methods,
including algorithmic-level, cost-sensitive, and data-level techniques, showcasing its robustness and superior
performance in addressing class imbalance challenges across a wide range of network traffic scenarios.

INDEX TERMS Applications of artificial intelligence, class imbalance, ensemble learning, implemented
artificial intelligence, network traffic classification.

I. INTRODUCTION
In an era characterized by the exponential growth of digital
interconnectedness, the sheer volume of network traffic has
reached unprecedented levels. The classification of network
traffic is a key element in the protection and optimization
of digital communication [1]. Traffic classification is the
fundamental process of categorizing data packets or flows in a
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network according to specific attributes or behavior. It serves
as the digital sentry, tirelessly monitoring the vast data
streams that flow through the information superhighways
of the modern world. Performing a proper classification of
network traffic is not a mere academic exercise; It is the front
line of defense against cyber threats, the backbone of network
performance optimization, and the compass that guides data-
driven decision-making [2].
Considering the importance and impact of traffic clas-

sification in different fields, it is evident that network
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administrators rely on this classification to ensure that data
packets are routed efficiently and securely. Security experts
depend on it to detect and mitigate emerging threats, identify
vulnerabilities, and respond to incidents in real time [3].
Moreover, data scientists harness the insights gleaned from
network traffic classification to extract valuable intelligence,
support predictive modeling, and enhance the overall quality
of service [4]. Despite these recognized benefits, network
traffic classification is far from straightforward. The world
of network traffic is not a balanced, evenly distributed
ecosystem. Instead, it is riddled with disparities and
imbalances that challenge the effectiveness of classification
algorithms [5]—a challenge commonly known as class
imbalance.
Class imbalance [6] refers to the often-unavoidable skew

in the distribution of different classes within network traffic
data. This phenomenon poses significant challenges to
network traffic classifiers [7]. For instance, certain classes,
such as normal or benign traffic, frequently dominate the
majority of data samples, while others, such as malicious
traffic or rare application types, occupy only a fraction of the
data landscape [8]. When machine learning algorithms are
trained on such imbalanced data, they often become biased
toward the majority class, leading to suboptimal accuracy and
increased vulnerability to threats from the minority class [9],
[10]. The inability to accurately classify malicious traffic,
which often represents the minority class, can result in severe
security risks.

To address these challenges, various strategies have been
proposed. Some methods rely on over- or under-sampling
techniques to rebalance the class distribution [11], [12], but
these approaches can introduce bias or disrupt the underlying
data distribution, potentially producing skewed results. Other
techniques employ specialized machine learning algorithms
or cost-sensitive learning approaches to assign higher impor-
tance to minority classes [13], [14]. While these methods
have shown promise in specific scenarios, they often lack
the adaptability to accommodate the dynamic and evolving
nature of network traffic patterns.

The need for a robust and adaptive approach to handle class
imbalance is paramount. In this paper, we propose a novel
algorithmic-level method, the Adaptive Weight Ensemble-
of-Ensemble Learning (AWEE) Method, to address class
imbalance in network traffic classification. This innovative
method leverages the power of ensemble learning to create a
dynamic and adaptivemodel, capable of addressing both class
imbalance and concept drift in the ever-evolving landscape
of network traffic. The AWEE approach integrates multiple
ensemble layers with a dynamic weight adjustment mecha-
nism to adaptively respond to changes in data distribution.

A. CONTRIBUTIONS AND SCOPE OF THE STUDY
This paper makes the following contributions:

• Novel ensemble learning approach: We propose the
AWEE method, which dynamically adjusts the weights

of ensemble models to address class imbalance and
adapt to evolving network traffic patterns.

• Enhanced adaptability and robustness: Using a
sliding window-based validation technique, the AWEE
model demonstrates robustness in handling concept drift
and dynamic data streams.

• Extensive experimental validation: The effectiveness
of the AWEEmethod is validated using three benchmark
datasets (Cambridge, UNSW-2018 IoT Botnet, and
CSE-CIC-IDS2018), achieving outstanding accuracy of
over 98% across diverse network traffic scenarios.

• Generalizable framework for imbalanced datasets:
The proposed methodology introduces a generalized
framework that can be applied to other domains facing
similar challenges, such as fraud detection and medical
diagnostics.

The scope of this study is as follows:

• Problem focus: The study focuses on addressing the
issue of class imbalance in network traffic classification
using a novel ensemble-based approach.

• Datasets: The research employs three publicly avail-
able benchmark datasets (Cambridge, UNSW-2018
IoT Botnet, and CSE-CIC-IDS2018) to evaluate the
performance and robustness of the proposed method.

• Application domain: While developed in the context
of network traffic classification, the principles of the
AWEE method are extendable to other domains with
class imbalance challenges.

The proposed approach not only enhances accuracy but
also provides a framework for addressing dynamic and
evolving network environments. This paper is structured as
follows: Section II provides background on traffic classifica-
tion and ensemble learning. Section III presents the literature
review, highlighting existing methods and their limitations.
Section IV describes the proposed AWEE methodology and
its implementation. Section V details the experimental setup,
datasets, and results analysis. Finally, Section VI concludes
the paper and discusses future directions.

II. BACKGROUND
This section provides an overview of traffic classification and
ensemble learning, the foundational concepts for this study.

A. TRAFFIC CLASSIFICATION
Traffic classification is essential to optimize network
management, improve security, and maintain quality of
service (QoS). It enables efficient resource allocation, real-
time threat detection, and enforcement of network policies
across various domains, such as enterprise networks, service
providers, and government systems [1], [15], [16].

Port-based classification is one of the simplest methods
to categorize traffic based on port numbers. Although it
was effective in earlier networking environments, it strug-
gles to accommodate modern applications that often share
ports or use dynamic port allocation, diminishing its
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reliability [17]. Deep Packet Inspection (DPI) provides more
precise traffic identification by examining packet content.
However, this method faces increasing challenges due to
the prevalence of encrypted traffic, which obscures packet
contents. Furthermore, DPI raises privacy concerns, as it
involves inspecting the content of communications [18].
Flow-based classification takes a different approach by
analyzing flow patterns, such as IP addresses, ports, and
protocols, to infer high-level traffic behaviors. This technique
is computationally efficient and effective for recognizing
broad traffic categories, making it a popular choice for
many network management scenarios [19]. Finally, machine
learning-based classification uses algorithms to adaptively
identify complex and evolving traffic patterns. By training on
diverse datasets, these models can recognize emerging traffic
behaviors, making them particularly suitable for dynamic and
rapidly changing network environments [20].
Despite advancements, traffic classification faces chal-

lenges such as class imbalance, encryption, rapid protocol
evolution, and traffic variability [21], [22]. Addressing these
issues is critical for maintaining accuracy and adaptability.

B. ENSEMBLE LEARNING
Ensemble learning enhances predictive performance by
combining multiple models, leveraging the ‘‘wisdom of
crowds’’ to reduce bias and variance [3]. In network traffic
classification, it addresses class imbalance and improves
model robustness [23].

Two key ensemble learning methods are particularly
notable: Bagging (Bootstrap Aggregating) is designed to
reduce variance by training models on bootstrapped subsets
of the data and aggregating their predictions. This approach
is exemplified by algorithms like Random Forest, which
combines the outputs of multiple decision trees to improve
accuracy and stability [24]. Boosting, on the other hand,
reduces both bias and variance by iteratively focusing on mis-
classified samples. It constructs a sequence of weak learners,
each improving upon the errors of its predecessor. Popular
techniques in this category include AdaBoost and Gradient
Boosting, which are widely used for their effectiveness in
handling complex datasets [25].

Ensemblemethods are highly versatile, capable of integrat-
ing diverse classifiers to tackle the challenges of imbalanced
network traffic data. By mitigating overfitting and enhancing
generalization, they are particularly well-suited to addressing
the complexities of real-world applications. In our proposed
approach, ensemble methods form the backbone of the
solution, dynamically combining the strengths of multiple
models to effectively manage class imbalance and improve
overall performance.

III. LITERATURE REVIEW
Class imbalance in network traffic classification is a sig-
nificant challenge, as machine learning algorithms often
favor majority classes, leading to the misclassification of

minority classes [26], [27]. This bias is exacerbated by
the sheer volume of benign traffic, which overshadows
critical but infrequent classes like malicious traffic [28].
Misclassification of malicious traffic can result in severe
security risks, including data breaches and diminished trust
in network systems [8].

A. ALGORITHMIC-LEVEL TECHNIQUES
Algorithmic-level techniques address class imbalance by
modifying the learning process to emphasize minority
classes. These include ensemble learning and hybrid meth-
ods, which combinemultiplemodels for better robustness and
generalization.

Several studies highlight the effectiveness of ensemble
methods. Thakkar and Lohiya [29] proposed a bagging-based
approach using Deep Neural Networks (DNNs) as base
estimators, incorporating class weights to create balanced
subsets. Bi et al. [7] introduced SVUX, which combines
Sparse Autoencoders and unbalanced XGBoost optimized
with evolutionary algorithms to enhance minority class
detection. Jiang et al. [30] developed a dynamic ensemble
with LightGBM, incorporating Borderline-SMOTE for syn-
thetic sample generation and dynamic weighting to improve
anomaly detection in IoT data streams.

Hybrid methods have also been explored to mitigate
the challenges of imbalance. Ren et al. [31] proposed
DUEN, integrating dynamic undersampling with Boosting to
emphasize boundary samples, while Hartono and Syah [32]
combined membership-based and density-based oversam-
pling for improved minority class representation in noisy
datasets. These methods demonstrate notable success, but
often involve significant computational overhead.

B. COST-SENSITIVE TECHNIQUES
Cost-sensitive techniques address class imbalance by assign-
ing different penalties for misclassifications based on
class importance. This approach is especially valuable
in contexts like network security, where misclassifying
minority classes such as malicious traffic can lead to severe
consequences [33].

Telikani et al. [14] developed a cost-sensitive machine
learning model integrating multitask learning and stacked
autoencoders for feature extraction. By incorporating a
cost-sensitive hinge loss function, the model prioritized
low-frequency intrusions, significantly improving detection
accuracy. Similarly, Telikani et al. [13] extended this work by
introducing a Cost-sensitive Stacked Autoencoder (CSSAE)
that dynamically adjusts costs during the training process,
improving performance on unbalanced datasets. Building on
these ideas, they later proposed a cost-sensitive deep learning
approach that integrates a dynamically generated cost matrix
into the cross-entropy loss function, further refining detection
rates for minority classes [13].

Hu et al. [34] proposed GAT-COBO, a cost-sensitive
graph neural network that combines Graph Attention
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Networks (GAT) with a boosting framework. This method
dynamically adjusted misclassification penalties for minor-
ity classes, addressing the over-smoothing problem in
GNNs and improving fraud detection in highly imbalanced
datasets. Gupta et al. [35] introduced a layered architecture,
CSE-IDS, combining cost-sensitive deep learning and ensem-
ble techniques to detect anomalies in network traffic. This
approach reduced false alarms while achieving high detection
accuracy for minority classes.

These methods illustrate the adaptability of cost-sensitive
techniques in prioritizing critical minority classes in network
traffic classification, although they often require fine-tuning
of cost matrices for optimal performance.

C. DATA-LEVEL TECHNIQUES
Data-level techniques directly manipulate datasets to balance
class distributions through methods such as oversampling,
undersampling, or hybrid approaches [36]. By creating more
equitable datasets, these techniques provide a level playing
field for machine learning models.

Oversampling methods, such as GMF-SMOTE [37],
enhance the traditional SMOTE approach by using Gaussian
Mixture models to filter noisy and boundary samples,
improving the quality of synthesized minority samples.
Yang et al. [38] introduced SPE-ACGAN, which combines
auxiliary classifier GANs for oversampling and Self-Paced
Ensemble (SPE) for undersampling. This method demon-
strated significant improvements in the detection of unbal-
anced network traffic in datasets such as CICIDS-2017 and
CICIDS-2018. Hybrid approaches such as RFSE-GRU [39]
integrate SMOTE-based oversampling with Edited Nearest
Neighbor (ENN) undersampling, achieving superior accuracy
and balance for encrypted traffic classification in large
datasets.

Undersampling techniques, while reducing the size of the
majority class, often risk losing valuable data. Techniques
such as Random Sampling and Cluster Centroids [40]
selectively remove redundant majority samples to maintain
dataset integrity while enhancing minority class representa-
tion. Silva et al. [41] evaluated the performance of several
undersampling strategies and found that distance-based
methods, such as Cluster Centroids, effectively addressed
class imbalance in intrusion detection systems.

Hybrid methods that combine oversampling and under-
sampling are particularly effective. For example,
Qin et al. [42] proposed SD Sampling, which focuses
on difficult-to-classify samples while mitigating SMOTE’s
tendency to overgeneralize. This approach, integrated
with hierarchical ensemble models like XGBoost and
Random Forest, demonstrated significant improvements in
classification accuracy and generalization.

These data-level techniques are invaluable in pre-
processing imbalanced datasets, allowing a more accurate
and reliable classification. However, they may introduce

additional computational overhead, especially in large-scale
datasets.

D. SUMMARY
While algorithmic, cost-sensitive, and data-level techniques
have shown promise in addressing class imbalance, they are
often associated with specific challenges. Algorithmic-level
techniques, such as ensemble learning approaches, improve
model robustness but often come with increased computa-
tional complexity. Cost-sensitive methods are effective in
prioritizing minority classes, but require careful fine-tuning
of cost matrices, which may not adapt well to dynamic traffic
patterns. Data-level techniques, including oversampling and
undersampling, balance datasets effectively but can introduce
noise or remove valuable information, potentially leading to
suboptimal performance.

The need for robust and adaptive solutions is evident,
particularly in scenarios where network traffic patterns
are dynamic and evolving. The proposed AWEE method
addresses these limitations by leveraging ensemble learning
with a dynamic weight adjustment mechanism, enabling the
model to adapt to both class imbalance and concept drift in
network traffic data.

To explicitly differentiate our work from previous studies,
a detailed comparison table (Table 1) has been provided.
This table highlights the key theoretical and technical
contributions of previous studies, their methodologies, and
the challenges they address, contrasted with the innovations
introduced by the AWEE method. The table provides a clear
depiction of how the AWEE method overcomes limitations
such as lack of adaptability, computational inefficiency, and
suboptimal handling of class imbalance in previous works.

IV. PROPOSED METHODOLOGY
A. OVERVIEW OF THE AWEE METHODOLOGY
This study presents an innovative method, called AWEE,
to address the challenge of class imbalance in network traffic
classification. Figure 1 illustrates the innovative process
of the AWEE method, in which the model undergoes
continuous training with dynamic weight adjustments based
on real-time validation. Unlike traditional approaches, this
flowchart emphasizes the adaptive nature of ourmodel, which
incorporates multiple ensemble layers that are continuously
updated to optimize performance against class imbalance
and concept drift in network traffic data. This approach
is a significant departure from conventional static training
models, providing a demonstration of the novel contributions
of our method. The method consists of five phases. In the
first step, that is, pre-processing, an appropriate input for
the machine learning models (base classifiers) is provided
by removing irrelevant information, data normalization, and
feature selection. Then, the pre-processed data are partitioned
into three distinct sub-datasets: one for training, another for
validation, and a third for testing. In the second step, known
as sub-ensemble development, individual base classifiers
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TABLE 1. Comparison of key aspects of existing techniques with AWEE.

FIGURE 1. Framework of our proposed ensemble-of-ensembles architecture.

are combined to create two distinct sub-ensemble models.
In the third stage, referred to as ensemble-of-ensemble
creation, an ensemble of ensemble models is constructed by
aggregating predictions from the sub-ensemblemodels. In the
forth step, i.e., performance evaluation, the performance
of the ensemble-of-ensemble model is assessed to detect
any potential drop in performance compared to previous
episodes. Finally, in the fifth step, called ‘update weights,’
the performance of individual classifiers is taken into account

for updating their respective weights. In the following,
we meticulously explore each step.

Algorithm 1 provides a detailed pseudo-code of the pro-
posed AWEE method, outlining the sequential steps involved
in implementing the model. This algorithm encapsulates the
entire process, from data preprocessing and sub-ensemble
development to the dynamic updating of classifier weights,
offering a clear and structured representation of themethodol-
ogy. In the following sections, we meticulously explore each
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Algorithm 1 Adaptive Weight Ensemble-of-Ensemble
Learning (AWEE)
1: Input:Training dataD, Validation dataV , Initial weights
W , Number of ensembles N , Learning rate lr , Discount
factor df

2: Output: Trained ensemble model
3: Step 1: Data Preprocessing
4: Clean and normalize the data D
5: Perform feature selection on D
6: Step 2: Sub-ensemble Development
7: for each ensemble i in N do
8: Train base classifiers on D
9: Combine base classifiers into sub-ensembles
10: end for
11: Step 3: Ensemble-of-Ensemble Creation
12: Aggregate predictions from sub-ensembles to create the

final ensemble model
13: Step 4: Performance Evaluation
14: Evaluate the performance of the ensemble model on V
15: if Performance drop detected then
16: Update weightsW based on validation accuracy
17: end if
18: Step 5: Weights Update
19: for each classifier j in ensemble do
20: UpdateweightWj usingWj = Wj+lr×(Pa−Ca)×df
21: Normalize weightsW
22: end for
23: Return the final trained model

step to further elaborate on the underlying mechanisms and
the rationale behind the design choices.

B. KEY PHASES OF AWEE
In this subsection, we describe the five key phases of the
AWEE methodology, each of which may consist of multiple
steps. These phases are data preprocessing, sub-ensemble
development, ensemble-of-ensembles creation, performance
drop check, and individual weight updating, which together
form the foundation of the proposed approach.

1) PHASE 1: DATA PREPARATION AND PRE-PROCESSING
In this study, three imbalanced network traffic datasets,
i.e., Cambridge [43], UNSW-2018 IoT Botnet [44], and
CSE-CIC-IDS2018 [45], are used to train and evaluate
the developed model for imbalance class network traffic
classification. We selected these three datasets because
they are publicly available datasets and have a substantial
history of being widely used as benchmarks in the field of
network traffic monitoring and analysis. Table 2 presents the
statistics for each of these datasets. The Cambridge dataset
consists of 352,059 samples with nine categories of traffic,
including ‘‘ATTACK,’’ ‘‘DATABASE,’’ ‘‘FTP-CONTROL,’’
‘‘FTP-DATA,’’ ‘‘FTP-PASV,’’ ‘‘MAIL,’’ ‘‘P2P,’’ ‘‘SER-
VICES,’’ and ‘‘WWW.’’ The UNSW-2018 IoT Botnet dataset

TABLE 2. Statistics of the datasets used in this study.

comprises 1.7 million traffic records. While certain common
attack classes such as ‘‘DoS,’’ ‘‘DDoS,’’ and ‘‘Reconnais-
sance Attack (RT)’’ are well-represented with a substantial
number of instances, there are also rare attack types like
‘‘Theft’’ that have significantly fewer samples. Furthermore,
the CSE-CIC-IDS2018 dataset consists of 10 sub-datasets,
from which we have specifically chosen 120,000 instances
to create a balanced dataset. The new dataset includes five
different types of traffic which are: ‘‘BENIGN’’, ‘‘DoS Gold-
enEye’’, ‘‘DoS Slowloris’’, ‘‘FTP-BruteForce’’, and ‘‘SSH-
Bruteforce’’. In general, the Cambridge dataset exhibits a
more pronounced data imbalance, with an imbalance ratio of
approximately 153.1 In this context, the CSE-CIC-IDS2018
dataset shows an imbalance ratio of approximately 153, while
this figure is 21.2 for the UNSW-2018 IoT Botnet dataset.

In order to conduct our analysis and train our machine
learningmodels, we first need to load the dataset intomemory
and preprocess it to ensure its suitability for further tasks.
Tables 2 and 3 provide information on the size of datasets
and selected features, respectively. One of the foundations
of our method is effective data pre-processing. To ensure
the integrity and reliability of our data, we embark on
an extensive data cleaning process. Raw network traffic
datasets, originating from diverse sources, often contain
inconsistencies, outliers, and incomplete records [46]. Our
data cleaning procedures involve identifying and rectifying
these issues, thus ensuring the highest data quality for our
classification task.

1The imbalance ratio is computed as follows: it is the result of dividing
the number of samples in the class with the most instances by the number of
samples in the class with the fewest instances [9].
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TABLE 3. Features used in this study.

The handling of missing values is a critical aspect of
our data cleaning process. Network traffic data frequently
features missing or erroneous entries, potentially leading
to noise and inaccuracies in the analysis. We adopt a
comprehensive strategy to address this challenge, systemat-
ically identifying and handling missing values. Any missing
values are replaced with appropriate defaults or imputed
using established statistical strategies (such as mean, median,
or most frequent values) to maintain the overall dataset’s
integrity. Moreover, the data-preprocessing step involves data
normalization using the StandardScaler to ensure uniform
feature scaling. Normalization is particularly crucial in the
context of machine learning training when the features
of a dataset exhibit varying scales. Furthermore, feature
selection based on Pearson’s correlation coefficient test is
performed to extract a subset of relevant features, a key
strategy to streamline the classification process and reduce
computational complexity (see Table 3).

2) PHASE 2: SUB-ENSEMBLE DEVELOPMENT
In this subsection, we introduce the concept of sub-
ensembles, a fundamental element of our proposed approach.
Sub-ensembles are designed to enhance the predictive capa-
bilities and robustness of our ensemble model by harnessing a
diverse array of base classifiers. This subsection outlines the
structure, training process, and integration of sub-ensembles
within the overarching ensemble framework. Sub-ensembles,
as the name suggests, are groups of classifiers that collec-
tively contribute to the final prediction. The sub-ensembles
are constructed with the deliberate selection of diverse
base classifiers, each chosen for its unique characteristics
and strengths. The decision to split the base classifiers
into two individual ensembles, rather than incorporating all
six base classifiers into a single-layer ensemble, is driven

by the need to optimize diversity and robustness of the
model. By organizing the base learners into two distinct
ensembles, each ensemble can focus on different aspects of
the classification task, allowing for specialized learning that
captures a broader range of data characteristics. This division
helps to reduce both bias and variance in the final model,
as each ensemble can adapt to specific challenges presented
by the data, such as different patterns of class imbalance. Our
methodology features two primary sub-ensembles. Using two
subsets provides a balance between diversity and complexity,
ensuring that the ensemble benefits from different modeling
approaches while avoiding the increased complexity and
potential overfitting that could arise from using more than
two subsets. Moreover, initial experiments with different
numbers of subsets (e.g., three) informed our decision to use
two, based on the observed trade-offs in performance and
computational efficiency. The first sub-ensemble, denoted as
ensemble_models_1, consists of a carefully curated selection
of base classifiers, including:

• Stochastic Gradient Descent (SGD): The SGD classifier
stands out as a versatile and efficient linear model,
specifically tailored for the demands of large-scale
machine learning tasks characterized by extensive and
dynamically evolving datasets. Its adaptability makes
it a robust choice, particularly well-suited for sce-
narios where data patterns shift over time. One of
its key strengths lies in its application of the log
loss function, a mechanism that proves particularly
effective in addressing binary classification challenges.
This function enables the model to make incremental
adjustments during training, ensuring its responsiveness
to the nuanced changes in the dataset [47]. In other
words, in the context of our specific problem of
imbalanced class classification, the selection of SGD
classifier is strategic. Imbalanced datasets often pose
challenges where the distribution of classes is skewed,
leading to potential bias in model training. SGD, with
its adaptability and efficiency, offers advantages in
such scenarios. The incremental adjustments facilitated
by its log loss function are particularly beneficial for
addressing imbalanced classes. By continuously refin-
ing its understanding through iterations, SGD can focus
on the minority class, making nuanced adjustments
that enhance its ability to discern patterns within the
imbalanced data landscape.

• Decision trees: Incorporation of decision trees into
our ensemble model (ensemble_models_1) serves as a
pivotal choice. Decision trees are recognized for their
inherent capability to discern and represent intricate
relationships within the data, making them well-suited
for capturing the complexity often associated with
imbalanced datasets. In our ensemble configuration, the
decision tree classifier is deliberately fine-tuned with
a maximum depth set at 20 and a minimum number
of samples required to split a node set to two. This
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meticulous configuration acts as a strategic measure to
strike a delicate balance. The imposition of a maximum
depth mitigates the risk of overfitting, preventing the
model from becoming overly complex and overly
tailored to the training data, thereby promoting better
generalization to unseen instances. Simultaneously,
by setting constraints on node splitting, we empower
the model to craft nuanced decision boundaries without
succumbing to the pitfalls of excessive intricacy. This
tailored calibration aligns seamlessly with our overar-
ching goal of constructing a robust ensemble model
capable of effectively addressing the challenges posed
by class imbalance in the domain of network traffic
classification.

• Random forest: As a robust solutionwithin our ensemble
methodology, the random forest classifier emerges as a
collective force, uniting a total of 100 decision trees.
This ensemble strategy proves powerful in aggregating
predictions from individual trees, mitigating the risk
of overfitting, and amplifying the model’s ability to
generalize effectively. By combining the outputs of
multiple decision trees, the random forest inherently
introduces diversity into the learning process, ensuring
a well-rounded model. This diversity not only bolsters
the model’s resistance to overfitting but also contributes
to its enhanced adaptability in capturing intricate
patterns within the data. As an integral component of
ensemble_models_1, the random forest classifier plays
a pivotal role in fortifying the overall robustness of our
approach, a crucial aspect in addressing the inherent
challenges associated with class imbalance in network
traffic classification.

The second sub-ensemble, referred to as ensem-
ble_models_2, is designed to complement the first
sub-ensemble and diversify the base classifiers further:

• Extra trees: In the intricate landscape of network traffic
classification, the inclusion of the extra trees classifier
as a fundamental component of ensemble_models_2
demonstrates a thoughtful consideration of the chal-
lenges posed by class imbalance. Functioning as an
ensemble of exceptionally randomized decision trees,
the extra trees classifier, with its 100 estimators,
introduces a remarkable level of variability into the
learning process. This deliberate injection of ran-
domness during tree construction sets it apart from
traditional decision trees and enriches the diversity
within ensemble_models_2. The abundance of trees
in the ensemble, combined with this extra layer
of randomness, empowers the sub-ensemble with a
heightened capacity to effectively capture a broad
spectrum of data patterns. This unique characteristic
becomes instrumental in enhancing the adaptability and
comprehensiveness of ensemble_models_2, addressing
the intricate challenges associated with class imbalance
in network traffic classification. By embracing this

distinctive approach, the extra trees classifier serves
as a valuable asset in our ensemble methodology,
strategically contributing to the robustness required
for navigating the complexities of imbalanced class
scenarios in network traffic classification.

• Random Forest: Similar to ensemble_models_1, the ran-
dom forest classifier is included in ensemble_models_2
to promote synergy and cross-sub-ensemble compar-
isons.With 100 decision trees, it continues to play a vital
role in improving the overall predictive performance of
the methodology.

• Gradient Boosting: As a pivotal component within
ensemble_models_2, the gradient boosting classifier
stands out as a boosting ensemble method renowned
for its proficiency in amalgamating the strengths of
multiple models. Operating across 100 boosting stages,
its primary focus lies in rectifying errors made by pre-
ceding stages, thereby incrementally refining the overall
model’s performance. Distinguished by a sequential
learning approach and a boosting mechanism, gradient
boosting adds significant value to ensemble_models_2.
Its iterative strategy, where each stage corrects the
deficiencies of its predecessors, contributes to the
continual improvement of the model’s predictive capa-
bilities. This adaptive learning process, coupled with the
boosting mechanism, positions gradient boosting as a
valuable asset in our ensemble methodology, effectively
addressing the intricate challenges associated with class
imbalance in network traffic classification.

Note that these classification algorithms were not chosen
arbitrarily; their selection was informed by a combination of
literature review and preliminary experiments. For instance,
we conducted initial tests comparing the performance of var-
ious classifiers on imbalanced network traffic datasets. The
results showed that ensemble methods, particularly Random
Forests and Gradient Boosting, consistently outperformed
individual classifiers in terms of both accuracy and stability.
This empirical evidence strongly supports our decision to
employ an ensemble-of-ensembles approach, as it allows
for the aggregation of strengths across different classifiers,
enhancing overall model performance.

a: STEP 1 OF PHASE 2: WEIGHTS INITIALIZATION FOR
SUB-ENSEMBLES
The initialization of classifier weights is a foundational
step in building and fine-tuning the sub-ensembles, ensuring
balanced contributions from all classifiers at the start of the
training process. This step is pivotal to the functionality and
success of AWEE, as it establishes a baseline for dynamic
weight adjustments in later phases. In other words, the train-
ing process initiates the learning of each base classifier within
the sub-ensembles. These classifiers are the fundamental
units responsible for making individual predictions. The
choice of classifiers within each sub-ensemble is deliberate
and strategic, designed to harness a diverse set of modeling
techniques and strengths. These classifiers vary in their
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ability to capture different aspects of the data and adapt to
different data dynamics. For instance, SGD classifier excels
in handling large-scale, dynamically changing data through
incremental learning. On the other hand, decision trees and
random forests are adept at capturing complex, non-linear
relationships within the data. The gradient boosting classifier
specializes in boosting the performance of existing models by
correcting their errors.

A portion of the training data is set aside for vali-
dation. In this case, 30% of the data is allocated for
validation. For each classifier in ensemble_models_2 and
ensemble_models_1, the training process begins. After each
classifier has trained, their predictions in the validation set
are made and the validation accuracy of these predictions
is computed using the accuracy score. To determine the
initial weights for each classifier, the validation scores are
taken into account, as shown in Fig.1. In other words,
The idea is to assign higher weights to classifiers that
perform better in the validation set. The validation scores
(validation accuracy) for the classifiers are normalized.
This normalization is performed by dividing each score
by the sum of all scores in the validation scores (see
Eq. 1). The resulting values represent the proportion of each
classifier’s contribution to the sub-ensemble. Note that this
weight assignment process ensures that no single model
dominates the ensemble, promoting balance and preventing
the ensemble from over-relying on any single classifier.

N_wi =
Val_scorei∑n
j=1 Val_scorej

(1)

where N_wi refers to the normalized weight for classifier i,
Val_scorei is the validation score for classifier i, and∑n

j=1 Val_scorej represents the sum of validation scores for
all classifiers in the given sub-ensemble.

b: STEP 2 OF PHASE 2: SUB-ENSEMBLES CREATION
The creation of sub-ensembles involves combining the
predictions of individual classifiers, which have been trained
and initialized with weights, to make collective decisions.
In this process, the predictive capabilities of individual
classifiers are harmoniously integrated. This sub-ensemble
creation functions as a bridge between the individually
trained classifiers and the ensemble-of-ensembles.

The VotingClassifier from the scikit-learn library is used
for sub-ensemble formation. Here, the ensemble strategy is
set to ‘soft’ voting. The ‘soft’ voting mechanism considers
not only the decisions of classifiers but also the associated
probabilities of predictions. This ensures that the confidence
levels of the classifiers are appropriately weighted in the
decision-making process. In other words, within each sub-
ensemble, the weighted voting mechanism comes into play
whenmaking predictions.When a prediction is required, each
base classifier within the sub-ensemble provides its predic-
tion along with its confidence (as reflected by its weight).
These predictions are combined and the final decision is
determined by weighting the average of these predictions.

By combining predictions from multiple models through a
weighted voting system, the sub-ensemble can collectively
make more accurate predictions for the minority class.
Moreover, the sub-ensembles, by aggregating predictions
from multiple models, are less susceptible to the impact of
outliers and noisy instances. Outliers may have a stronger
influence on a single model, but their impact tends to be
diluted when combined with predictions from other models
in an ensemble. In addition, if one model exhibits a bias
towards the majority class, other models may compensate
by providing more accurate predictions for the minority
class. Ensemble_models_1 and ensemble_models_2 operate
in parallel, leveraging the diverse modeling approaches
captured by their constituent classifiers. They take into
account the weighted input from each classifier to arrive at
a collective decision.

It is noteworthy that the final predictions of each
sub-ensemble serve as inputs to the ensemble-of-ensembles
(see Fig. 1, trained sub-ensembles). This overarching ensem-
ble takes into consideration the collective wisdom of the
sub-ensembles, possibly alongside additional ensembles, to
provide a comprehensive and robust prediction for
the dataset.

3) PHASE 3: ENSEMBLE-OF-ENSEMBLES
The ensemble-of-ensembles is architected to assimilate the
collective insights of the sub-ensembles. Each sub-ensemble
contributes its weighted decisions, integrating the knowledge
distilled from individual base classifiers. The ultimate aim
is to harness the synergy of these sub-ensembles to make
informed predictions. The core decision-making mechanism
in the ensemble-of-ensembles is ‘hard’ voting. This method
aggregates the predictions from the sub-ensembles, with
each sub-ensemble represented as an entity within the
ensemble structure. When a prediction is required, each
sub-ensemble provides its decision, which is predominantly
based on the combined wisdom of its constituent classifiers.
The ‘hard’ voting mechanism mandates a majority rule,
wherein the most frequently predicted class is chosen as the
final prediction. This straightforward yet effective approach
leverages the strength of diverse sub-ensembles to make a
robust and reliable decision. The Eq. 2 explains the ‘hard’
voting mechanism.

The ensemble-of-ensembles exemplifies a collaborative
approach to decision-making. It builds upon the comple-
mentary nature of sub-ensembles. While ensemble_models_1
and ensemble_models_2 are designed to capture distinct
aspects of the data, the ensemble-of-ensembles aggregates
these insights, creating a harmonious fusion of modeling
strategies. This collaborative intelligence is a testament to the
adaptability and robustness of our methodology. It allows the
ensemble of ensembles to excel in scenarios where individual
sub-ensembles may exhibit varying degrees of accuracy.

FinalDecision = argmax
class

∑
sub−ensemble

W × Prdp (2)
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where FinalDecision represents the ultimate output of
ensemble-of-ensembles, argmaxclass denotes the class for
which the sum is highest,

∑
sub-ensemble is summation over

all sub-ensembles, W represents the weight assigned to each
sub-ensemble, and Prdp is the probability assigned to a
particular class.

4) PHASE 4: CHECK THE PERFORMANCE DROP
The robustness and adaptability of our methodology is further
enhanced through a dynamic training process within the
ensemble-of-ensembles. This phase introduces a training
loop (using the training data), which continually refines
the predictive capabilities of the ensemble by leveraging
new data and adjusting the sub-ensembles’ weights. The
training loop operates over a predefined number of episodes.
Each episode represents a distinct cycle of training in which
the ensemble adapts to the dynamic of evolving data. This
iterative approach ensures that the ensemble remains up-to-
date and capable of accommodating potential concept drift in
the dataset. Concept drift, a common occurrence in dynamic
data streams, refers to the phenomenon where the statistical
properties of the data change over time. These changes can
result from various factors, such as evolving user behavior,
environmental shifts, or technical alterations. In the context of
our methodology, concept drift could manifest itself as shifts
in the underlying data patterns, which can potentially affect
the performance of the ensemble.

The training process incorporates a sliding window-based
validation approach. In each episode, the validation window
is updated to capture a fresh subset of the dataset. The size
of this window is determined by window_size, and it ensures
that the ensemble’s performance is continually evaluated on a
representative portion of the data. This window-based adap-
tive validation is instrumental in detecting and responding
to changes in data patterns. In fact, the training process
is tuned to the presence of drift in the concept, where
data patterns change over time. If a significant performance
drop is detected during training, the methodology can
respond effectively. This detection mechanism is activated
when the difference in validation accuracy between episodes
exceeds a predefined threshold, termed drift_threshold.
This threshold is a user-defined parameter that quantifies
the allowable difference in validation accuracy between
consecutive episodes during the training process. When the
difference in validation accuracy exceeds this threshold, it is
indicative of a significant performance drop, signaling a
change in the data distribution. In such cases, the training
process can be stopped or adapted to address evolving data
patterns.

5) PHASE 5: INDIVIDUAL CLASSIFIERS UPDATING WEIGHTS
The dynamic adaptation of weights assigned to individual
classifiers within the sub-ensembles is an important aspect
of the AWEE. This process, executed within each training
episode, plays a vital role in fine-tuning the ensemble’s
decision-making capabilities. The adjustment of weights is

fundamentally performance-driven. It recognizes that not all
classifiers contribute equally to the ensemble’s accuracy.
Some classifiers may excel in certain scenarios, while others
may lag behind. The goal of weight adjustment is to reflect the
relative contributions of individual classifiers based on their
performance in the validation window. The process begins
by evaluating the performance of each individual classifier
in the validation window. This evaluation is based on their
ability to make accurate predictions. The accuracy of each
classifier is assessed by comparing its predictions with the
ground truth labels. The accuracy score, computed using the
accuracy score function, quantifies the classifier’s success in
correctly classifying instances within the validation window.

Weight adjustment is executed by updating the weights
assigned to each classifier within the sub-ensemble. This
update is proportional to the classifier’s individual accuracy.
The weights are modified using the following formula:

Uw = Ow + lr ∗ (Pa − Ca) ∗ Df (3)

where Uw is updated weight, Ow denotes old weight, lr is
learning rate, Pa denotes previous accuracy, and Ca and Df
are current accuracy and discount factor, respectively. The
learning rate(lr) is a user-defined parameter that controls
the rate at which weights are adjusted. It influences the
sensitivity of the weight update to performance changes.
In other words, the learning rate governs the speed at which
weight updates occur. Specifically, it dictates how much of
the weight adjustment formula’s computed change should be
applied in each update. A higher learning rate results in more
substantial weight adjustments with each iteration, while a
lower learning rate leads to more gradual adjustments.

On the other hand, the discount factor (Df ) is a param-
eter integral to the weight adjustment process within our
methodology. It controls the magnitude of weight updates
for individual classifiers. This parameter introduces a level
of adaptability to the weight adjustment process and its
influence is significant in maintaining the robustness and
stability of the ensemble. The discount factor functions as
a modulator for weight updates. It determines how much
importance should be placed on the difference between the
previous accuracy of a classifier and its current accuracy.
In essence, the discount factor gauges the impact of
performance fluctuations on weight adjustments. A higher
discount factor implies a more pronounced response to
performance changes, whereas a lower discount factor results
in more conservative updates.

To ensure that the weights remain valid and proportional,
a normalization step follows the weight adjustment process.
The normalization scales the weights so that they sum
to 1, representing a distribution of influence. This normal-
ization prevents any single classifier from dominating the
decision-making process and fosters a balanced contribution
from all classifiers within the sub-ensemble.

The weight adjustment mechanism acknowledges the
evolving nature of data patterns and the changing perfor-
mance of individual classifiers. It allows the ensemble to
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adapt to shifting dynamics and maximize the impact of
high-performing classifiers while mitigating the influence
of underperforming ones. This adaptability ensures that the
ensemble remains resilient and responsive to the complexities
of real-world data.

V. EXPERIMENTAL RESULTS
In this section, we assess the effectiveness of the pro-
posed ensemble method through a comprehensive set of
experiments conducted on three distinct imbalance datasets.
Subsequently, we provide a thorough discussion of the results
obtained.

A. EVALUATION METRICS
To evaluate the effectiveness of the proposed method in
handling imbalanced datasets, we utilize a range of perfor-
mance metrics. These metrics encompass accuracy, F1-score,
precision, recall, and G-Mean. Indeed, due to the potential
for accuracy to provide misleading insights in imbalanced
datasets, various alternative metrics are employed to assess
the performance of the AWEE in such scenarios. To compute
these metrics, we rely on four crucial terms: TP (True
Positive), FP (False Positive), TN (True Negative), and FN
(False Negative). We assume that the reader is already
familiar with these four terms.
Accuracy represents the fraction of accurately classified

cases (TP and TN) relative to the total number of cases.

Accuracy =
TP+ TN

TP+ FP+ FN + TN
(4)

F1-score is the harmonic mean of precision and recall.
When its value is high and approaches that of accuracy,
it signifies a superior classification performance.

F-measure =
2 ∗ Precision ∗ Recall
Precision + Recall

(5)

where:

Precision =
TP

TP + FP
(6)

Recall =
TP

TP + FN
(7)

Finally, the G-Mean, or geometric mean, is a performance
metric used in classification tasks, particularly in situations
where there is a class imbalance. The G-Mean is designed
to give a balanced measure of a model’s performance across
both the majority and minority classes. It combines the TP
rate (sensitivity or recall) and the TN rate (specificity) into a
single metric. The formula for the G-Mean is:

G-Mean =
√
Sensitivity × Specificity (8)

B. EXPERIMENT SETUP AND HYPERPARAMETERS
SELECTION
In this section, we detail the experimental setup for our
method. Given the inherent class imbalance in network
traffic data, we addressed this challenge employing our

proposed AWEE method, which adaptively assigns weights
to different components of the ensemble to mitigate the
effect of imbalance. The ensemble-of-ensembles approach
is the main focus of our investigation, which comprises
multiple ensemble layers designed to collectively improve
classification accuracy. To ensure the replicability of our
results, all experiments were repeated multiple times, and we
reported the average performance metrics. The experiments
were conducted using four core AMD Ryzen 7 5800H
CPU@3.20GHz processor, and 16.00 GB of RAM. The
experiments were carried out using the Python programming
language, using libraries such as scikit-learn and XGBoost.

The hyperparameter selection process, often referred to
as parameter tuning, is a pivotal stage in building machine
learning-based network traffic classifiers and significantly
influences the classification results. In Table 4, a compre-
hensive list of hyperparameter descriptions and their corre-
sponding values is provided for each model, encompassing
all hyperparameters used in our experiments. The selection of
hyperparameters for the AWEEmethod was performed using
a trial-and-error approach, where different combinations of
hyperparameter values were iteratively tested to identify
the configuration that yielded the best performance on our
validation data. The test set was strictly reserved for final
model evaluation andwas not used during the hyperparameter
tuning process, ensuring that the model’s performance
metrics are unbiased and reflect its generalization capability.

Although more systematic approaches like grid search or
random search are often employed, the trial-and-error method
was chosen due to specific constraints of our experimental
setup and the inherent complexity of the model. These
constraints included the computational resources available
and the high dimensionality of the parameter space, which
made exhaustive search methods impractical. Despite these
challenges, the selected hyperparameters were rigorously
validated, and the final model was tested only after the tuning
phase, demonstrating its robustness across various network
traffic scenarios.

TABLE 4. Hyperparameters values of the different classifiers.

C. RESULTS AND ANALYSIS
In this section, we delve into a comprehensive examination
of the performance of the AWEE method in the context
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of our study. This section aims to provide insights into
the effectiveness of the AWEE for the task at hand, along
with comparisons against baseline methods and competing
approaches. Morespecifically, in this study, we selected a
range of general machine learning techniques as baseline
methods for comparison. The rationale behind this choice is
rooted in the broad applicability and established performance
of these techniques across various domains, including NTC.
While these methods are not exclusively designed for NTC,
they are widely used as benchmarks in the machine learning
community. This allows us to establish a solid baseline
and assess the relative performance of our proposed AWEE
method. The choice to use these conventional methods was
also influenced by their ability to handle class imbalance.
Although not network traffic-specific, MOTEs, although not
network traffic-specific, are recognized for their effectiveness
in rebalancing datasets and have been widely adopted in
numerous studies dealing with imbalanced data. Through
these analyzes, our objective is to offer a comprehensive
understanding of the performance of the AWEE method, its
comparative effectiveness against baseline methods, and its
competitive position within the broader landscape of existing
approaches.

It is worth noting that while the primary focus of our study
is improving classification accuracy in the presence of class
imbalance, it is essential to acknowledge the computational
cost associated with the Given that AWEE incorporates
multiple layers of ensemble learning and dynamic weight
adjustments, there is an inherently higher computational
demand compared to more straightforward models. In other
words, the increased computational complexity arises from
several factors, including the need to train and validate
multiple base classifiers within each sub-ensemble, the
iterative nature of the weight adjustment process, and the
ensemble-of-ensembles architecture itself. These compo-
nents collectively contribute to a more resource-intensive
training process, which can result in longer training times and
higher computational requirements. However, it is crucial to
note that the computational overhead is an expected trade-off
for achieving the enhanced performance and robustness
demonstrated by the AWEE method. The computational cost
is justified by the significant improvements in accuracy,
precision, recall, and overall model stability, particularly in
handling highly imbalanced datasets. Moreover, the design
of AWEE, with its adaptive learning mechanism, ensures
that the method remains efficient in online or partial online
scenarios, where real-time updates and adaptability are
critical.

1) PERFORMANCE ANALYSIS OF THE AWEE
This subsection presents an accuracy comparison of our
proposed method, demonstrating its performance across
three distinct datasets. Table 5 displays the classifica-
tion performance of the proposed ensemble-of-ensemble
approach as evaluated in the test data. The proposed AWEE

method demonstrates strong performance in the Cambridge
dataset. The achieved accuracy of 98.9% with a minimal
variation of ±0.0032 indicates a high level of correctness
in classifying instances. Precision and recall, both reported
at 98.9% with small variations (±0.0031 and ±0.0032,
respectively), highlight the model’s ability to maintain a
balance between correctly identifying positive instances
and minimizing false positives. The F1-score, at 98.8%
with a small variation of ±0.0032, reinforces the model’s
effectiveness in handling imbalanced datasets. Moreover,
the AWEE method exhibits outstanding performance in the
UNSW-2018 dataset, showcasing a remarkable accuracy of
99.9% with an extremely small variation. Precision, recall,
and F1-score, all reported at 99.9% with the same minimal
variation, emphasize the model’s consistent and exceptional
classification capabilities. Finally, on the CSE-CIC-IDS2018
dataset, the AWEE method performs impressively, achieving
an accuracy of 98.9% with a small variation of ±0.0032. The
precision and recall values, both reported at 98.9%, highlight
the balanced approach of the model in correctly classifying
positive instances while minimizing false positives. Although
the precision variation is slightly larger at ±0.0034, the
overall performance suggests that the AWEE method effec-
tively handles the characteristics of the CSE-CIC-IDS2018
dataset.

In addition, Figure 2 illustrates the confusion matrices
of our AWEE method for imbalance traffic classification
in the benchmark datasets, respectively. In Figure 2, the
class imbalance is evident in the datasets. For example,
consider the UNSW-2018 dataset, in which the third class
(class ‘‘DDoS’’), has fewer instances compared to classes
‘‘DoS’’ and ‘‘RT’’. For the other datasets, similar patterns are
observed in terms of class imbalance, reflecting challenges
similar to those seen in the UNSW-2018 dataset. In each case,
the minority class tends to have fewer instances compared
to the majority classes, potentially impacting the model’s
ability to generalize effectively to the less-represented class.
The results for the imbalance classification demonstrate
the model’s effectiveness in identifying instances of the
minority class, with a reasonable number of false positives
and false negatives. In the UNSW-2018 dataset, for example,
the minority class exhibits 5 false positives and 5 false
negatives. However, in the CSE-CIC-IDS2018 dataset, the
model has some difficulty in correctly classifying instances
of the minority class, resulting in a moderate number
of false negatives. Regarding the Cambridge dataset, the
diagonal elements represent the true positives for each class,
indicating that the model is generally effective in classifying
instances across all classes, including minority classes. More
specifically, the model exhibits a reasonable performance
on minority classes, as indicated by the high true positive
values for class ‘‘ATTACK’’, class ‘‘DATABASE’’, and class
‘‘SERVICES’’. The model’s ability to correctly classify
instances in these minority classes suggests that it is not
biased toward the majority classes and can generalize well
across different classes.
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TABLE 5. Performance of the AWEE on the benchmark datasets.

FIGURE 2. Confusion matrix of the AWEE for traffic classification on the benchmark datasets.

TABLE 6. Comparison of the AWEE on the baseline methods on the Cambridge dataset.

TABLE 7. Comparison of the AWEE on the baseline methods on the UNSW18 dataset.

TABLE 8. Comparison of the AWEE on the baseline methods on the CSE-CIC-IDS2018 dataset.

D. PERFORMANCE COMPARISON WITH BASELINE
METHODS
In this sub-section, we present a comprehensive evalu-
ation of AWEE by comparing its performance against
established baseline methods. The selection of baseline
methods encompasses decision trees, Naive Bayes, Gradient

Boosting, AdaBoost, and Bagging, each chosen for its
relevance in addressing class imbalance in network traffic
classification. Through a rigorous comparison, our aim is to
assess the effectiveness of the AWEE in achieving superior
classification accuracy and robustness in the face of class
imbalance challenges.
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Table 6 represents the performance results on the
Cambridge dataset, in which the AWEE exhibits superior
performance, with an accuracy of 98.9 ±0.0032, precision
of 98.9 ±0.0031, recall of 98.9 ±0.0032, and F1-score
of 98.8 ±0.0032. Compared to baseline methods, such as
Decision Trees, Naive Bayes, Gradient Boosting, AdaBoost,
and Bagging, AWEE consistently outperforms them across
all metrics. Notably, Decision Trees and Naive Bayes
show lower accuracy, precision, recall, and F1-score, while
Gradient Boosting and Bagging exhibit weaknesses in certain
aspects. AWEE stands out as a robust solution for handling
class imbalance challenges in network traffic classification
in the Cambridge dataset.

Furthermore, Table 7 shows the remarkable performance
of AWEE in the UNSW18 dataset, achieving an exceptional
accuracy, precision, recall, and F1-score of 99.9 ±3.6e-6.
In comparison, the baseline methods present varied results.
Decision Trees and Gradient Boosting perform competitively
with the AWEE, while Naive Bayes and AdaBoost lag
behind in accuracy, precision, recall, and F1-score. Bagging
also performs well, aligning closely with the AWEE. The
results emphasize AWEE’s capability to excel in network
traffic classification tasks, particularly in scenarios with
varying degrees of class imbalance, in this case a dataset
with low imbalance-degree. Moreover, the analysis report
in Table 8 reveals the effectiveness of AWEE in the
CSE-CICIDS2018 dataset. With an accuracy of
98.9 ± 0.0032, precision of 98.9 ± 0.0034, recall of
98.9 ±0.0019, and F1-score of 98.8 ± 0.0032, the AWEE
consistently outperforms the baseline methods. Decision
Trees, Naive Bayes, Gradient Boosting, AdaBoost, and
Bagging, while exhibiting reasonable performance, fall short
of AWEE’s metrics.

Table 9 presents a class-wise performance comparison
based on the Cambridge dataset. It can be demonstrated
that the AWEE consistently exhibits strong performance
across multiple class types, striking a balance between
precision and recall. It outperforms other models in terms of
F1-score in several instances. All models, except Naive Bayes
and AdaBoost, perform reasonable for ‘‘DATABASE’’,
‘‘WWW’’, ‘‘SERVICES’’, ‘‘FTP-CONTROL’’, ‘‘P2P’’, and
‘‘FTP-PASV’’ classes, with AWEE achieving high preci-
sion, recall, and F1-score. The AWEE model demonstrates
well-balanced performance for the ‘MAIL’ class, outperform-
ing other classifiers in all performance measures. It is worth
noting that Decision Trees show superior performance in
terms of both precision (0.97) and recall (0.99) compared to
other classifiers for the ‘DATABASE’ class. Additionally, this
classifier demonstrates enhanced recall (0.95) for the ‘FTP-
PASV’ class when compared to its counterparts. Totally,
the AWEE demonstrates robust performance across diverse
class types, especially theminority classes (e.g., ‘‘ATTACK’’,
‘‘P2P’’, and ‘‘SERVICES’’), reinforcing its adaptability to
handle challenges associated with class imbalance.

The results for the UNSW18 dataset, as presented in
Table 10, demonstrate strong performance across all classes

by the classifiers. The UNSW18 dataset, being less imbal-
anced, does not exhibit challenges often associated with
imbalanced datasets. Indeed, the number of instances for the
minority class, i.e., ‘‘RT’’, in the UNSW-2018 IoT Botnet
dataset is relatively substantial compared to other datasets
with imbalanced classes. With 44,009 instances, it provides a
reasonable amount of data fromwhich the classifier can learn,
despite being a minority class. Another plausible explanation
could be that our feature representations are exceptionally
discriminative for the UNSW18 dataset, thereby enabling
robust segregation of minority class instances from the
rest of the classes. Models, including AWEE, showcase
high performance across various classes without notable
unbalanced data-related biases.

Table 11 presents a comparative analysis of evaluation
results for imbalance traffic classification on the CSE-
CIC-IDS2018 dataset. Most models, including the AWEE,
Decision trees, and Bagging, perform well for ‘‘DoS
Slowloris’’, achieving high precision, recall, and F1-score.
Other models, including Naive Bayes, AdaBoost, and Boost-
ing, struggle with this class. The AWEE achieves perfect and
stable performance for ‘‘DoS GoldenEye’’. Other models,
particularlyNaive Bayes, demonstrate challenges in precision
and F1-score. In the ‘FTP-BruteForce’ class, both the AWEE
and Bagging outperform other models, achieving perfect
precision, recall, and F1-score (1.00). In particular, other
classifiers exhibit less consistent performance. The analysis
highlights the robust performance of the AWEE in various
classes in the CSE-CIC-IDS2018 dataset. Decision Trees and
Bagging also show consistent strength, except for the ‘‘SSH-
Bruteforce’’ class, while other models exhibit variations in
performance across different classes.

A general comment for all results up to now is that the
imbalance in class distribution can heavily influence model
training and performance. In this case, the significant major-
ity of samples in one class, for example ‘‘BENIGN’’ in the
CSE-CIC-IDS2018 dataset, class may dominate the learning
process, making it challenging for models to learn pat-
terns from minority classes (e.g., ‘‘SSH-Bruteforce’’ class).
Moreover, different classification algorithms have varying
capabilities to handle class imbalance. Some methods, such
as Naive Bayes, may inherently struggle with imbalanced
datasets, leading to poorer performance for minority classes.
At the same time, the AWEEmethod incorporates techniques
such as ensemble learning and adaptive weight to address
class imbalance, enabling it to better learn fromminority class
instances.

E. COMPARISON WITH COMPETING METHODS
As previously highlighted, studies focused on addressing the
class imbalance issue in the literature can be broadly classi-
fied into three distinct groups: algorithmic-level approaches,
cost-sensitive methodologies, and data-level techniques.
In this section, a series of experiments has been undertaken
to assess the performance of AWEE compared to various
competitive methods. The selection of these methods is based
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TABLE 9. Performance comparison of the models on the Cambridge dataset (P = Precision, R = Recall, and F1. = F1-score).

TABLE 10. Performance comparison of the models on the UNSW18 dataset (P = Precision, R = Recall, and F1. = F1-score).

TABLE 11. Performance comparison of the models on the CSE-CIC-IDS2018 dataset (P = Precision, R = Recall, and F1. = F1-score).

on their distinct approaches to addressing the challenge of
class imbalance.

1) ALGORITHMIC-LEVEL TECHNIQUES
Algorithmic-level approaches represent a category of
methods designed to tackle class imbalance by modifying
the learning algorithm itself. In this study, we include
two prominent algorithmic-level techniques: Random
Under-Sampling Boosting Classifier (RUSBoostClassifier)
[48] and EasyEnsemble [49]. These methods operate
by altering the training process to better accommodate
imbalanced class distributions. The RUSBoostClassifier
integrates under-sampling of the majority class within
each boosting iteration, dynamically adjusting the sample
weights to give more emphasis to the minority class.
On the other hand, EasyEnsemble adopts an ensemble
learning strategy, creating multiple balanced subsets through
random under-sampling and training individual classifiers on
each subset. In this section, we provide a comprehensive
evaluation of the performance of these algorithmic-level
approaches and compare them with our proposed AWEE
method to address the challenges posed by class imbalance in
the context of network traffic classification. The performance
results on the Cambridge dataset are visually presented in
Figure 3a. In particular, AWEE consistently outperforms both
RUSBoost and EasyEnsemble on all metrics evaluated. This
observation underscores the superior efficacy of the AWEE
in addressing the challenges associated with class imbalance

within the Cambridge dataset. Detailed analysis reveals that
RUSBoost exhibits the least favorable performance among
the three methodologies, particularly in terms of accuracy
and precision. However, EasyEnsemble demonstrates better
performance than RUSBoost but falls short of AWEE
on multiple metrics, including accuracy, precision, and
F1-score. The reason behind this is that EasyEnsemble
employs a simple ensemble learning technique in which
multiple classifiers are trained in different subsets of the
data, with each subset containing a balanced distribution of
minority class samples achieved through random undersam-
pling. In contrast, AWEE utilizes an ensemble-of-ensembles
architecture, coupled with dynamic weight adjustment and
sliding window-based validation. This architecture enables
the AWEE to adapt to evolving data dynamics and maintain
high accuracy by dynamically adjusting the weights assigned
to base learners and validating the model performance using
a sliding window approach. Figures 3b and 3c show the
performance results on the UNSW18 and CSE-CIC-IDS2018
datasets, respectively. AWEE outperforms both RUSBoost
and EasyEnsemble across all metrics in the datasets.

EasyEnsemble exhibits the lowest performance among the
three methods. RUSBoost performs better than EasyEnsem-
ble but falls short of the AWEE in terms of accuracy,
precision, recall, and F1-score. This analysis suggests
that the AWEE is a highly effective method of address-
ing class imbalance in the context of network traffic
classification.
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FIGURE 3. Comparison of the AWEE with the algorithmic methods on the benchmark datasets.

TABLE 12. Performance comparison of the competing methods on the Cambridge dataset (P = Precision, R = Recall, F1. = F1-score, and G. = G-Mean).

TABLE 13. Performance comparison of the competing methods on the UNSW18 dataset (P = Precision, R = Recall, F1. = F1-score, and G. = G-Mean).

TABLE 14. Performance comparison of the competing methods on the CSE-CIC-IDS2018 dataset (P = Precision, R = Recall, F1. = F1-score, G = G-Mean).

Furthermore, to improve the evaluation of our method,
a detailed analysis of performance per class is presented in
Tables 12, 13, and 14. From the observations in Table 12,
it is evident that our model consistently demonstrates high
performance across all classes, as evidenced by the high
precision, recall, and F1-scores. In contrast, RUSBoost
faces challenges in effectively addressing class imbalance,
resulting in disparate performance levels across different
classes. While RUSBoost excels in certain classes (e.g., FTP-
DATA), it encounters difficulties in others (e.g., ATTACK and
FTP-CON). Furthermore, EasyEnsemble exhibits suboptimal
performance in all classes, and several metrics report zero
scores. This suggests a significant struggle in correctly

classifying instances across various classes, highlighting
limitations in its ability to handle class imbalance effectively.

Table 13 shows the results for the UNSW18 dataset.
The AWEE demonstrates excellent performance across all
classes, achieving perfect precision, recall, and F1-scores for
each class label. In contrast, RUSBoost displays relatively
lower performance compared to the AWEE, especially in
the RT and DoS classes. EasyEnsemble performs well in
the RT and DDoS classes, but exhibits lower precision
and F1-scores in the DoS class. Concerning the CSE-CIC-
IDS2018 dataset, the AWEE demonstrates consistent and
strong performance across various attack types, with perfect
scores in several classes. RUSBoost performs well in some
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FIGURE 4. Comparison of the AWEE with the cost-sensitive methods on the benchmark datasets.

classes but struggles in others, particularly with lower recall
in certain attack types. Meanwhile, EasyEnsemble shows
competitive performance but has limitations in certain attack
categories, such as SSH-Bruteforce.

2) COST-SENSITIVE TECHNIQUES
In the pursuit of addressing the challenge of class imbalance,
a specialized category of methodologies, known as cost-
sensitive techniques, emerges as a promising avenue. Cost-
sensitive techniques focus on adjusting the misclassification
costs associated with different classes. This section delves
into a comparative analysis between the proposed AWEE
method and two notable cost-sensitive techniques, includ-
ing cost-sensitive LogisticRegression and BalancedRandom-
ForestClassifier (BRF). Cost-sensitive LogisticRegression
augments traditional logistic regression by introducing a cost-
sensitive mechanism. By assigning varying misclassification
costs to different classes, this approach provides a tailored
solution to imbalanced class distributions. On the other hand,
BRF extends the popular random forest algorithm to accom-
modate imbalanced datasets. By adjusting class weights
during training, this technique ensures equal consideration
for minority and majority classes, fostering a more balanced
learning process.

Figure 4 illustrates the average performance of both the
cost-sensitive approaches and AWEE on the benchmark
datasets. Specifically, Figure 4a shows the performance of
the proposed method along with the selected cost-sensitive
approaches in the Cambridge dataset. As can be seen, AWEE
outperforms both cost-sensitive LogisticRegression and BRF
in accuracy (98.9%), precision (98.9%), recall (98.9%), and
F1 score (98.9%). The cost-sensitive LogisticRegression
demonstrates high precision at 94.36%, surpassing that
of BRF (87.3%). However, this improvement comes at
the expense of a lower recall rate, which is 71.73%.
Considering BRF, this cost-sensitive classifier achieves a
balance between precision and recall, but with slightly
lower overall performance compared to LogisticRegression.
Concerning the UNSW18 dataset (see Figure 4b), AWEE
continues to exhibit its dominance by consistently delivering
superior performance and stability. Although Cost-sensitive

Logistic Regression and BRF yield acceptable results,
they show variability. Additionally, BRF consistently falls
behind both AWEE and Logistic Regression across all
metrics. The outcomes on the CSE-CIC-IDS2018 dataset
indicate that both the AWEE and LogisticRegression deliver
exceptional performance, with LogisticRegression holding
a slight advantage in performance measures (A, P, R, and
F1 = 99.9%). While BRF performs well (A = 90%, P =

96.4%, R = 90.2%, F1 = 92.6%), it exhibits lower accuracy
compared to the AWEE and LogisticRegression.

All in all, the superior performance of the AWEE method
compared to cost-sensitive techniques can be justified by
several factors. More specifically, AWEE leverages an
ensemble-of-ensembles architecture, which inherently pro-
motes model diversity and robustness. Unlike cost-sensitive
LogisticRegression, which adjusts misclassification costs
to handle class imbalance, and BRF, which adjusts class
weights during training, AWEE combines multiple base
learners trained on different subsets of the data using various
algorithms and hyperparameters. This diverse ensemble
enables AWEE to capture a broader range of patterns in
the data, improving its ability to generalize well to unseen
samples and improving its overall performance.

In a manner analogous to the preceding experiment,
to augment the evaluation of our approach, we provide
a comprehensive analysis of the performance for each
class. Table 15 demonstrates the results for the Cambridge
dataset. As can be seen, AWEE achieves consistently high
precision, recall, and F1-score across most classes, such as
‘‘ATTACK’’, ‘‘DATABASE’’, ‘‘FTP-CON.’’, and ‘‘WWW’’.
Cost-sensitive LogisticRegression shows good precision for
certain classes, including ‘‘FTP-DATA’’, ‘‘FTP-PASV’’, and
‘‘MAIL’’. Generally, this classifier provides stable results,
as evidenced by moderate standard deviations. In contrast,
BRF demonstrates diminished precision and F1-scores for
certain classes, such as ‘‘P2P,’’ ‘‘ATTACK,’’ ‘‘DATABASE,’’
and ‘‘FTP-CON,’’ when juxtaposed with AWEE.

AWEE remains the top-performing method in the
UNSW18 dataset (see Table 16), showcasing perfect
scores and exceptional stability. While both Cost-sensitive
LogisticRegression and BRF offer competitive results,
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TABLE 15. Performance comparison of the cost-sensitive methods on the Cambridge dataset (P= Precision, R= Recall, F1.= F1-score, and G.= G-Mean).

TABLE 16. Performance comparison of the cost-sensitive methods on the UNSW18 dataset (P = Precision, R = Recall, F1. = F1-score, and G. = G = Mean).

TABLE 17. Performance comparison of the cost-sensitive methods on the CSE-CIC-IDS2018 dataset (P = Precision, R = Recall, F1. = F1-score,
and G. = G-Mean).

they lag behind the AWEE. Moreover, BRF is compara-
ble to cost-sensitive LogisticRegression but slightly less
precise.

Last but not least, AWEE and Cost-sensitive Logisti-
cRegression achieve perfect precision, recall, and F1-score
on the CSE-CIC-IDS2018 dataset (see Table 17). To be
more specific, the cost-sensitive LogisticRegression attains
the highest recall and F1-score for the ‘‘DoS GoldenEye’’
and ‘‘DoS Slowloris’’ classes. Conversely, BRF encounters
difficulties in attaining perfect precision, particularly in the
case of ‘‘SSH-Bruteforce.’’

3) DATA-LEVEL TECHNIQUES
In this subsection, we explore two prominent data-level
techniques: Synthetic Minority Over-sampling Technique
(SMOTE) [50] and Adaptive Synthetic Sampling Approach
for Imbalanced Learning (ADASYN) [51]. These techniques
aim to alleviate the challenge of class imbalance by generat-
ing synthetic instances for theminority class, fostering amore
balanced and representative training dataset. To thoroughly
assess the effectiveness of these data-level techniques,
we incorporate them into three distinct classifiers: Naive
Bayes, Logistic Regression, and Quadratic Discriminant
Analysis. This integration results in six classifiers, denoted as

follows: SMOTE Byesian (SB), SMOTE Logistic Regression
(SLR), SMOTE Quadratic Discriminant Analysis (SQDA),
ADASYN Byesian (AB), ADASYN Logistic Regression
(ALR) and ADASYN Quadratic Discriminant Analysis
(AQDA). The subsequent experiments provide a nuanced
understanding of the interaction between data-level modifi-
cations and classifier performance, offering valuable insights
into effective strategies for handling class imbalance. The
proposed AWEE method is also included in this comparative
analysis to discern its efficacy in relation to these established
approaches.

Figure 5 illustrates the performance comparison between
the data-level techniques and the AWEE. As for Figure 5a
where the classifiers are validated in the Cambridge dataset,
the AWEE and SLR classifiers exhibit high accuracy,
surpassing 90%, where the SB, ALR, and AQDA classi-
fiers show moderate accuracy, ranging between 65% and
80%. In addition, the SQDA and AB classifiers display
comparatively lower accuracy, around 40% to 60%. AWEE,
SLR, SQDA and ALR classifiers achieve high precision
values, indicating a low false positive rate. The AB and
AQDA classifiers exhibit the lowest performance among the
six classifiers evaluated on the Cambridge dataset. These
classifiers demonstrate lower accuracy, precision, recall, and
F1-score compared to the other methods.

26188 VOLUME 13, 2025



M. Abbasi et al.: Class Imbalance in NTC: An Adaptive Weight Ensemble-of-Ensemble Learning Method

FIGURE 5. Comparison of the AWEE with the data-level methods on the benchmark datasets.

Similarly to the trend observed in the Cambridge dataset,
the AWEE exhibits outstanding performance in all metrics
in the UNSW18 dataset. Accuracy, precision, recall, and F1-
score reaching almost 100%. The SB and SQDA classifiers
show relatively lower performance compared to the AWEE.
Although precision is moderate, recall and F1-score are
noticeably lower, indicating potential challenges in capturing
positive instances and achieving a balance between precision
and recall. SLR exhibits good accuracy, precision, recall,
and F1-score. The results suggest that combining SMOTE
with Logistic Regression yields a well-balanced performance
on the dataset. The AB classifier demonstrates moderate
performance in all metrics, while in contrast, ALR achieves
good accuracy, precision, recall, and F1-score, showcasing
a balanced performance on the dataset. Finally, AQDA
demonstrates moderate precision, but recall and F1-score
are lower. This suggests that there may be difficulties
in effectively capturing positive instances and achieving a
balanced trade-off between precision and recall.

The analysis of classifier performance on the CSE-CIC-
IDS2018 dataset reveals that the SLR exhibits excellent
performance, with accuracy, precision, recall, and F1 score
all approaching 100%. Furthermore, the SQDA classifier
demonstrates exceptional performance across all metrics,
similar to the AWEE. AQDA demonstrates high performance
across all metrics, similar to ALR, with accuracy, precision,
recall, and F1-score that exceed 96%. The SB classifier
shows good performance. Although recall and F1-score are
slightly lower, overall, SB performs well in capturing positive
instances and achieving a balance between precision and
recall. Lastly, it is worth noting that AB shows the lowest
performance, mirroring its performance on other datasets.

In validation of the aforementioned outcomes, both
SMOTE and ADASYN aim to address the challenge of class
imbalance by generating synthetic instances for the minority
class, thus creating a more balanced and representative
training dataset. This augmentation helps classifiers trained
on such datasets to better learn the underlying patterns
and improve their performance on minority class instances.
However, the success of these techniques depends on
their ability to generate synthetic samples that accurately

represent the minority class distribution without introducing
excessive noise or bias. When comparing the performance
of classifiers incorporating SMOTE and ADASYN with
the AWEE method, the propoted model diversity in AWEE
method enhances its ability to generalize well to unseen
samples and improves its overall performance compared to
classifiers trained solely on augmented data.

VI. CHALLENGES, LIMITATIONS, AND FUTURE WORK
The development and application of the AWEEmethod posed
several challenges, highlighting opportunities for further
refinement and exploration. The AWEE method addresses
complex issues in network traffic classification, but the
process presented several challenges. First, the datasets used
in this study exhibited significant class imbalance, requiring
robust mechanisms to ensure that minority classes were
adequately represented during training and classification.
Second, the dynamic nature of network traffic, including
concept drift and evolving data patterns, necessitated the
development of an adaptive weight adjustment mechanism to
maintain model accuracy over time. Finally, the ensemble-of-
ensembles architecture introduced substantial computational
overhead, particularly due to iterative weight adjustments
and sliding window-based validation, which demanded
significant resources during training and evaluation.

Despite its demonstrated effectiveness, the AWEE method
has certain limitations that must be acknowledged. The com-
putational demands of the ensemble-of-ensembles frame-
work may limit its scalability, particularly in scenarios
involving extremely large datasets or strict real-time con-
straints. Furthermore, while the method was tested on three
benchmark datasets, its generalizability to other domains,
such as healthcare or financial fraud detection, remains
unverified [52]. Furthermore, the effectiveness of the AWEE
method is heavily based on careful hyperparameter tuning,
which can be time-consuming and may require substantial
domain expertise.

Building on the challenges and limitations encountered,
several avenues for future research are proposed to extend
the applicability and impact of the AWEE method. First,
optimizing the AWEE framework for real-time applications
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by developing lightweight ensemble models or distributed
training techniques could enhance its scalability and effi-
ciency. Second, expanding the evaluation of AWEE to
other domains, such as cybersecurity, medical diagnostics,
and financial fraud detection, would provide valuable
insights into its robustness and adaptability. Third, inte-
grating AWEE with deep learning models could improve
feature extraction and classification accuracy, particularly
in scenarios with complex or high-dimensional datasets.
Finally, automating hyperparameter optimization using sys-
tematic techniques, such as Bayesian optimization or genetic
algorithms, could reduce manual intervention, streamline
the training process, and further improve the method’s
practicality.

VII. CONCLUSION
In this paper, the AWEE method has been proposed
as a robust and effective solution for addressing the
class imbalance issue in network traffic classification.
The architecture of the ensemble of ensembles, coupled
with dynamic weight adjustment and sliding window-
based validation, allows AWEE to adapt to evolving data
dynamics and maintain high precision. Experimental results
on benchmark datasets illustrate the consistent superior-
ity of AWEE over baseline methods, including Decision
Trees, Naive Bayes, Gradient Boosting, AdaBoost, and
Bagging. The comparison with algorithmic-level techniques
further emphasizes the efficacy of AWEE, outperform-
ing RUSBoost and EasyEnsemble across various metrics
and datasets. The comprehensive evaluation demonstrates
AWEE’s adaptability, resilience, and superior performance,
positioning it as a valuable tool for network traffic classifi-
cation in real-world scenarios characterized by imbalanced
data.
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