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Abstract: Probabilistic Boolean Networks can capture the dynamics of complex biological systems as
well as other non-biological systems, such as manufacturing systems and smart grids. In this proof-
of-concept manuscript, we propose a Probabilistic Boolean Network architecture with a learning
process that significantly improves the prediction of the occurrence of faults and failures in smart-grid
systems. This idea was tested in a Probabilistic Boolean Network model of the WSCC nine-bus
system that incorporates Intelligent Power Routers on every bus. The model learned the equality
and negation functions in the different experiments performed. We take advantage of the complex
properties of Probabilistic Boolean Networks to use them as a positive feedback adaptive learning
tool and to illustrate that these networks could have a more general use than previously thought.
This multi-layered PBN architecture provides a significant improvement in terms of performance
for fault detection, within a positive-feedback network structure that is more tolerant of noise than
other techniques.

Keywords: fault detection and isolation; machine learning algorithms; probabilistic Boolean networks;
probabilistic Boolean network modeling; smart grids; complex network modeling

1. Introduction

Probabilistic Boolean Networks (PBNs) [1] have been employed in the scientific lit-
erature not only for modeling gene regulatory networks (GRNs), but also for engineered
systems such as smart power networks and manufacturing systems. PBNs are stochastic
versions of Kauffman’s Boolean Network (BN) model [2,3], in which a GRN is modeled
using a graph in which every gene is represented by a binary node that can assume the
expressed or unexpressed state. There is also a Boolean function (called a predictor) that
specifies the value of each node based on its current state. PBNs are not as deterministic as
their BN counterparts. For every node in the network, there are one or more predictors, and
each has a probability of occurrence, essentially resulting in a tree of BNs that are selected
based on probability.

Controlling these networks has become an important field of research in systems
biology, since therapy (radiation, gene therapy, chemotherapy) may be thought of as an
intervention that controls the evolution of a GRN [4,5]. BNs and PBNs have certain states,
either a single state (fixed point) or set of states (cyclic) that repeat, towards which the
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network tends to evolve. These states are called attractors, and they represent the network’s
behavior in the steady state. These attractors can be seen as a form of knowledge stored
within the network. Previous work has demonstrated that these states can be equated in a
manufacturing system to the states that a machine may be in, either its normal operating
mode or the different types of faults or failures it may experience, making these states
equivalent to an intervention in the form of predictive or preventive maintenance [6–8].

Machine learning has been used to control PBN models and direct their “learning”
using deep reinforcement learning [5]. In [9,10], the capacity of PBNs to perform basic
reinforcement learning was studied. In this paper and based on the learning processes
inherent to neural networks, we propose an architecture variant for PBNs to learn with the
aim of preserving a state without external control, which constitutes the first contribution
of this paper. The proposed architecture is parametrized, enabling the adjustment of these
parameters to obtain better network performance results, which is the second contribution
of this work. The presented results demonstrate the effectiveness of the proposed method
and open new possibilities, as there is no precedent of a similar method.

Regarding maintenance and the detection of faults in smart grids, the literature high-
lights several contemporary challenges. One of these challenges is the real-time identifi-
cation of issues in smart grids. Examples include detecting anomalies in real time [11],
predicting hardware failures in sequential data environments in real time [12], and detect-
ing faults in noisy environments in real time [13]. Another challenge lies in autonomous
detection of anomalies in smart grids. This task has become increasingly difficult due to
complex grid conditions (e.g., unpredictable renewable energy sources), massive amounts
of heterogeneous data to process, and unusual and rare faults that are hard to detect [14].
A third challenge comes from the limited scalability of communication architectures, which
makes it challenging to handle the large volume of data coming from multiple sensors [15].
This is due to the growing complexity of smart grids, which is exacerbated by various envi-
ronmental factors [16]. Other challenges include the detection of cyber-security intrusions
and the integration of legacy monitoring infrastructure in the smart environment [15]. To-
gether, these challenges constitute an area of active research where multi-faceted solutions
have been proposed.

Most of the proposed solutions to improve fault detection and location in smart grids
are impedance-based, analytical (e.g., correlation, likelihood, Markov analysis, etc.), or
learning-based [15]. Among these, learning-based solutions that are commonly known as
Machine Learning (ML) algorithms have grown in popularity in the context of smart grid
applications. For instance, ML algorithms such as Isolation Forest, one-class support vector
machines (SVMs), artificial neural networks, and random forests have been successfully
applied and compared in the context of anomaly detection [11]. Similarly, long short-term
memory (LSTM) networks (a type of ANN) have been applied for real-time fault prediction
in sequential data environments [12]. For a comprehensive summary of ML techniques
used in smart grid operations, the reader is referred to [17]. Apart from ML techniques,
analytical methods constitute the second most popular set of methods for fault detection
and location.

Despite the extensive coverage of analytical and ML techniques for anomaly detection
and fault prediction and detection, the application of PBNs in this context has been limited.
This study bridges this gap by pioneering the use of PBNs in combination with ML to
model the complex dynamics of smart grids. In doing so, this study shows how PBNs can
support decisions about maintenance of smart grids, hence extending the toolkit available
for practitioners in the field. More broadly, this study contributes to the family of mixed
approaches involving both analytical and learning-based methods, a strategy described in
the literature that appears to provide better results [15].

2. Materials and Methods

In this section, we discuss the relevant techniques used in this study and introduce
the proposed method and the experiments performed to measure its performance.



Energies 2024, 17, 6399 3 of 21

2.1. Probabilistic Boolean Networks

PBNs are state-transition dynamical system models used extensively in gene regu-
latory network modeling. Proposed by Shmulevich and Dougherty [1], they are a non-
deterministic extension of Kauffman’s Boolean Network (BN) model. Figure 1a presents an
example of a PBN, and Figure 1b presents a constituent Boolean Network of a PBN, where
the dark circles represent attractors (states that repeat).
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Figure 1. (a) A Probabilistic Boolean Network. (b) Transition diagram of a constituent BN of a
Probabilistic Boolean Network.

PBNs are computational models used to represent and analyze the dynamics of
complex systems. It is a discrete-time dynamical system characterized by a set of Boolean
variables and their probabilistic transitions.

Let V = {x1, x2, . . . , xN} be a set of Boolean variables, where each xi can take values of
1 or 0 (ON and OFF). A Probabilistic Boolean Network is defined as a graph G(V, F), where V
represents the set of nodes and F represents a list of predictor function sets F = (F1, . . . , Fn );
Fi =

{
f (i)1 , f (i)2, , . . . , f (i)l(i)

}
, l(i) is the number of predictors, f (i)l(i) : {0, 1}v → {0, 1} , and

v is the number of input nodes for each xi. A context of realization of a PBN at any
point in time is defined by a set of predictor functions that are applied. With D possible
contexts, there exist D vector functions f1, . . . , fN , and every fj =

(
f (i)1 , . . . , f (i)l(i)

)
, where

1 ≤ j ≤ N, and 1 ≤ ji ≤ l(i), f (i)ji
∈ Fi. A context of the PBN is a mapping of the node
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values into the new node values, fj : {0, 1} → {0, 1}, and they represent the constituent
Boolean Network that governs during a particular time. For each node, there is a probability
of selection of a specific predictor and a probability of selecting a specific context or
constituent BN, with c(i)j = Pr

{
F(i) = f (i)j

}
. If Fi represents a specific context, the total

number of contexts in a PBN (or the number of constituent BNs) is the product of all the
predictors for each node. In a two-node PBN with two predictors per node, D, the total
number of contexts would therefore be four. The probability of selecting a particular context
would then be the product of the selection probabilities for each context. For a complete
definition of a Probabilistic Boolean Network, please refer to [1,18].

2.2. Machine Learning

Machine learning (ML) [19] is a field within the artificial intelligence umbrella that
is centered on the development of algorithms and systems that can learn or improve
their performance as a function of the information they consume. The data are analyzed
and patterns are classified, with the knowledge obtained used for the improvement of
an assigned task. Depending on the situation, ML algorithms can function with more
or less human intervention. There are four main types of ML strategies: supervised [20],
unsupervised [21], semi-supervised [22], and reinforcement learning [23].

In supervised learning, the computer has a labeled dataset that allows it to learn a
human task. This is the simplest ML grouping because it tries to mimic human learning.
With unsupervised learning, the data are not labeled, and these algorithms try to extract
information out of the dataset or previously unidentified patterns. There are many means
through which this can be achieved, including clustering, where a computer finds similar
data points in a set and groups them (creating clusters). In density estimation, the computer
discovers “knowledge” when it tries to find how the dataset is distributed. In anomaly
detection, the computer identifies data points within this dataset that are significantly
different from the rest. In dimensionality reduction algorithm analysis, a computer analyzes
a dataset and summarizes the data so they can be used to make predictions or trends. In
semi-supervised learning, a computer has a partially labeled dataset and performs its task
by using the labeled data to understand the parameters and interpret unlabeled data. With
reinforcement learning, a computer observes its environment and uses that data to identify
the “ideal” behavior that will minimize risk or maximize reward. This iterative process
requires a reinforcement signal to help identify the best course of action.

In this study, the discussion is centered around the use of positive (feed-forward)
feedback (where the information regarding the outcome of an action previously performed
is used to increase or decrease the probability of the same action being performed or
not if the same conditions hold in the future) for the direction of the learning process,
as algorithms that use such strategies, such as the genetic algorithm [24] and ant colony
optimization [25] are more similar to the PBN model. The most recognizable method to
perform machine learning is the use of artificial neural networks (ANNs) [26], which can use
both negative and positive feedback, as in the case of feed-forward networks (convolutional
neural networks are an example) [27]. Within the field of machine learning, ANNs are
a group of ML models that were conceived using the principles that govern biological
neural networks and neuronal organization [28]. They are at the center of the deep learning
algorithms [29]. Simplifying the connectivity of a real brain (which is recurrent, i.e., with
feedback), an ANN is formed by interconnected layers of neurons, grouped in levels
(layers); a layer is a set of neurons with inputs that come from the previous layer (from
the input data in the case of the first layer) and whose outputs are identical to the input of
another layer. The first layer receives the input data that feeds the ANN, and the layers
between input and output (without any feedback). The hidden layers are named this way
because the input and output values are unknown. ANNs used for deep learning [29]
contain many hidden layers. ANNs are constructed with interconnected layers of nodes
that contain an input layer (which receives the initial data or features that are fed unto
the network, and where each input has an associated numerical value or feature), one or
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more hidden layers (the layers that perform computations on the input data and extract
higher-level features from it via mathematical transformations), and an output layer (which
produces the network’s predictions or outputs that are based on the input data and the
learned weights).

Schematically, an artificial neuron (a node of the network) has weighted inputs and
biases. The weights that are associated with each input determine the strength of the
connections between neurons, and during the learning process, the weights are adjusted to
optimize the performance of the network. The bias term allows additional fine tuning of
the activation function, a threshold (the neuron applies an activation function to the sum of
the weighted inputs that produce the output and introduces non-linearities to the network,
permitting the modelling of complex relationships between input and output), and an
output, which could be connected to another neuron. The sum of their inputs multiplied by
their associated weights determines the “neural impulse” that is received. The activation
function returns a value that is sent as the output. Computation flows forward through the
network in a process called forward propagation, in which the outputs of the neurons in a
layer serve as the inputs to the neurons of the next, until the output layer is reached, which
produces the final predictions. Activation functions can be linear or non-linear.

Figure 2 illustrates a neuron and shows the inputs x1 to xn, the bias a, and the activation
function f applied to the weighted sum of inputs.
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Training an ANN consists of adjusting each of the weights of the inputs such that
the values in the output layer are close to the known data. These networks are trained by
algorithms such as backpropagation, which involves comparing the predicted outputs of
the network with the desired outputs and calculating an error measure as the difference
between the predicted and target values. The error is propagated backwards through the
network, adjusting the weights and biases using optimization algorithms such as gradient
descent. The iterative nature of the process minimizes the error, helping the network to
learn and make more accurate predictions [30].

2.3. Intelligent Power Routers

With this research, we apply a new modeling architecture for smart grids, using
a device called an Intelligent Power Router. The IPR [31] was developed as a simple
device (with four main components) that can manage power intelligently in a complex
environment. It is an architecture for distributed control and decentralized coordination.
This device allows systems for electrical power generation, transmission, and distribution
to be more resilient, by allowing the grid to respond to emergencies, attacks, or demand by
effectively handling the available resources. A complete description of the device and its
components, along with its reliability calculations, is available in [31] and an application
with PBNs is presented in [9,10]. The IPR is composed of a data router, software that defines
the behavior of each device and its response to demand, emergencies, etc., and a set of
switches that connect the device to different points of the power network; it has been used
to model manufacturing systems and smart-grids [6–10].
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2.4. The Proposed Architecture: Probabilistic Boolean Network Learning

In this study, we employed a system modeled as a PBN: a model of the Western System
Coordinating Council (WSCC) nine-bus system that employs the Intelligent Power Router
(IPR). The WSCC nine-bus model is a test case used to represent an equivalent small system
comprising nine buses, six transmission lines, three generators, and three loads, which
is simple to control. It was designed for the study of power systems control, stability,
and load flow analysis. It includes three two-winding power transformers and has been
used in both steady-state and dynamic stability studies, serving as a good reference for
various simulations in educational and research contexts. It is commonly used in research
for studying fault analysis, load flow solutions, and system dynamics, as it provides a
balanced level of difficulty without being excessively large. This model was built into the
PRISM model checker [32], using PRISM’s 4.7 programming language. The advantage of
using this model checker and its language was that we were able to perform experiments
and simulate events in a single environment. PRISM has been used for programming and
analyzing the formal correctness of several PBN models [6–10,33].

For the selection probabilities of the predictors of the model, an unbiased approach
was used as a starting point (note that this is unrelated to the concept of bias in ANNs),
where the probabilities were all balanced, each predictor receiving equal probability with
respect to the other (each node had a 0.5 probability of producing a ‘0’ or ‘1’). The values of
the probabilities for each predictor were set at the start of the execution, and at that time,
the input values for the first level were chosen (as per the patterns previously mentioned).
In this method, the output values of each layer are based on the input values selected
and the values resulting from the application of the predictor functions. The values of the
output layer’s input correspond to the output of the inner layer just before. At such a point,
the value of the output of each node in the output layer is compared with the value from
the input pattern that the user would like the network to learn (the value for the node
that the user wants). If that value is correct, the probability of the selected predictor for
that node is strengthened (increased), and the value of the predictor(s) that produce an
incorrect result are lessened by a small factor delta that is constant and set at the beginning
of the execution. For the internal layers, there are no values that can be used to compare
each layer’s output, and an immediate assessment of the correctness of the output of each
internal layer cannot be performed. For this reason, a correction factor is introduced at the
output of all layers. We cannot compare these values, but we can perform a computation
to measure the correctness of each of the output node values. The correction factor is a
linear function that has a value of 1 if all node values are correct, −1 if all node values are
incorrect, and 0 if the number of correct values is equal to the number of wrong values. The
delta factor is then multiplied by this correction factor, which is added to the probability of
the output of every node.

Figure 3 describes the process of modeling a system as a Probabilistic Boolean Network,
which was employed previously in [6–10,34].
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2.5. Description of the Method

The proposed architecture is a PBN as defined by Shmulevich and Dougherty in [1],
where each node represents an Intelligent Power Router used in every bus of the WSCC
nine-bus test system, but with a multi-layered feed-forward structure where each layer is a
PBN. Each node has a set of predictor functions that determine the next state of the node,
based on the influence of the network’s previous state. All connections are fixed and based
on the physical structure of each of the networks presented; they are intentionally connected
as they follow each of their specific connection structures. This structural modification
was carried out in PRISM, representing a feed-forward PBN that differed from the model
presented in [9,10]. The network was composed of four layers: an input layer, two middle
layers, and an output layer. Figure 4 illustrates the architecture of the solution.
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Before the input level, the values of the probabilities for the predictors are set by the
user. The initial values of the nodes are also defined by the user. The first layer is the input
level. The output of each layer becomes the input of the next layer, until the output layer is
reached. The values of the nodes after the input layer are determined using the values of
the previous layer’s output as an input. In this state, the value of the node is compared
with the desired state’s value for the node after applying the predictor functions. If the
result is correct, the probability of that predictor function is increased by adjusting the
parameters employed to increase or decrease the probability of occurrence of the predictors
based on their suitability to support the network’s learning of the desired state.

2.6. Description of the Experiments

To verify the system’s performance, a performance index (PI) was established. The PI
was defined as follows:

PI(t) =
∑t

τ=t−n+1 nocb(τ)
n

(1)

where nocb is the number of correct bits after each iteration τ, and n ≤ Min{n, τ}, where τ
is the number of iterations with the same input pattern, and n is a user defined constant.
This gives a measure of the algorithm’s performance and allows the user to track whether
the system is learning. PI(t) gives the average number of correct bits that have appeared
in the last n iterations, where n is the smallest value between a user-defined constant and



Energies 2024, 17, 6399 8 of 21

the iterations that have been performed with the same input pattern. Two n values were
selected: n = 100 and n = 200. In addition, a satisfaction index (SI) was introduced, where
an input pattern is sustained until the performance index is equal to this satisfaction index.
A complete set of inputs is sought (cycling through each possible combination of inputs).
A complete set is the set of all possible inputs of the network, which in this case contains
29 different patterns of input. Once a complete set has been achieved, the value of the SI is
adjusted to a higher level of satisfaction. The SI represents the PI that the user is satisfied
with. The values used for SI are between 0.55 to 0.85. The number of iterations required to
achieve a complete set of inputs in the network is not constant. Testing with the equality
function is equivalent to performing an intervention in the system immediately after a fault
or failure is detected (based on the condition of the asset, as in predictive maintenance).

These networks use positive feedback instead of backpropagation. The transition
probabilities are adjusted through the PI, SI, and correction factor to select the constituent
BN that holds the attractor state that contains the network pattern to be learned. Here the
parameter delta is introduced as a constant parameter at the start of the execution, as a
correction factor that allows the probability of occurrence to be increased or decreased for
each predictor. The delta factor chosen was delta = 0.01, and the correction factor introduced
in the inner and output layers was given a value as described in the previous section.

Simulations were performed using the PRISM model checker following the method
described in Figure 2 but programmed as a positive-feedback PBN set up with an input
layer, two middle layers, and an output layer, as per Figure 3. In the PRISM simulations
presented, the algorithm considered the number of steps performed and calculated the
number of iterations taken to produce a certain satisfaction level and to calculate the
number of complete input sets.

The PRISM IPR model is a PBN that follows a structure similar to the structure
from [10], modeled as a set of nodes that represent the device’s components and the
predictor functions that provide a description of the physical and logical relationships they
have, with a set of sets of Boolean predictor functions that determine the next state of each
node through the relationships each component have with the components connected to it,
and their state in the current time step. PBNs satisfy the Markov property. PRISM modules
contain variables representing the system and its components and statements in the PRISM
language that express the logical relationships between the elements of the system (the
predictors). With labeled transitions, the modules can synchronize and connect the output
of each layer as an input to the next. The probability of occurrence of each predictor is
affected in two ways; for what we call a biased PBN, one of the node predictors (in the
case of this model, every node has two predictors; refer to [10] for specific details) of the
IPR’s PBN with a higher probability of occurrence (0.1) is favored, and for an unbiased
PBN, each predictor has the same probability of occurrence as the others (0.5).

The PI is used to monitor the behavior of the proposed architecture, and it calculates
the average number of correct input values during the last n iterations, where n is the
smallest constant value between a user-defined value and the number of iterations that
have been performed with the same pattern in the input nodes of the network. In these
experiments, the SI was the performance level of the architecture that we were satisfied
with. An input pattern remains fixed until the PI reaches a specific SI and a complete set of
inputs is found, after which the SI is set to a higher value.

3. Results and Discussion

The results of the experiments designed to measure the performance of the proposed
architecture and a comparison between the previous PBN modeling and the proposed
method are presented in this section.

In Table 1, the results of the experiments performed in PRISM to assess the model’s
learning capacity are presented. An initial SI was set at 0.55 and incremented after a
complete set of inputs until the target SI was reached. The value of n = 100 and δ = 0.01.
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Table 1. Performance of the algorithm learning the equality function using a satisfaction index
(unbiased PBN, δ = 0.01, n = 100).

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NIs NCSs NIs NCSs NIs NCSs NIs NCSs

0.65 90 80 -- -- -- -- -- --
0.75 97 98 22 11 -- -- -- --
0.85 198 469 77 133 54 41 -- --
0.95 270 675 92 693 144 180 4 12

The predictor probability was not biased, and all predictors had the same probability
of occurrence. In the following tables, NIs stands for number of iterations, representing
the quantity of iterations required to reach a certain SI, and NCSs stands for number of
complete sets, i.e., the number of complete sets that were needed to reach that SI. The
experiments started with an SI of 0.55 and increased to an SI of 0.85 by intervals of 0.1. The
results for the negation function are similarly presented in Table 2.

Table 2. Performance of the algorithm learning the negation function using a SI (unbiased PBN,
δ = 0.01, n = 100).

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 25 10 -- -- -- -- -- --
0.75 120 239 20 6 -- -- -- --
0.85 147 331 22 10 121 122 -- --
0.95 313 542 25 18 140 147 164 155

In the experiments reported in the preceding tables, the initial SI was incremented
until the final SI of 0.85 was reached. In the NI columns, the tables document the numbers
of iterations required to attain specific SI levels, and in the NCS columns, they show the
numbers of complete sets of inputs required to obtain those SI values. As an example, in
Table 1, starting from an SI of 0.55 and incrementing the SI by 0.10 after n = 100, the network
reached SI = 0.85 after 270 iterations, and after that number of iterations, 675 complete sets
of inputs were found.

The next set of experiments did not adjust the other parameters (delta, n) but changed
the selection probabilities of the predictors. The results of these experiments are presented
in Tables 3–6. The networks were biased, favoring one of the two predictors for node by 0.1.

Table 3. Performance of the Algorithm learning the equality function using a Satisfaction Index for a
biased PBN on component reliabilities, δ = 0.01, n = 100, with biased predictors (first bias).

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 13 4 -- -- -- -- -- --
0.75 22 20 31 6 -- -- -- --
0.85 34 55 35 17 18 11 -- --
0.95 222 1233 69 278 20 88 40 30
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Table 4. Performance of the Algorithm learning the equality function using a Satisfaction Index for a
biased PBN on component reliabilities, δ = 0.01, n = 100, with biased predictors (second bias).

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 96 64 -- -- -- -- -- --
0.75 108 101 175 78 -- -- -- --
0.85 223 611 626 516 115 35 -- --
0.95 139 276 368 511 135 76 216 260

Table 5. Performance of the Algorithm learning the negation function using a Satisfaction Index for a
biased PBN on component reliabilities, δ = 0.01, n = 100, with biased predictors (first bias).

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 96 59 -- -- -- -- -- --
0.75 108 88 175 76 -- -- -- --
0.85 223 261 626 509 115 30 -- --
0.95 632 1277 627 511 135 75 216 186

Table 6. Performance of the Algorithm learning the negation function using a Satisfaction Index for a
biased PBN on component reliabilities, δ = 0.01, n = 100, with biased predictors (second bias).

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 49 9 -- -- -- -- -- --
0.75 134 211 118 103 -- -- -- --
0.85 224 496 172 206 125 3 -- --
0.95 228 1027 976 226 271 506 153 86

In the case of the equality function, for the first bias, the network required fewer
iterations to reach the desired SI in the SI = 0.5 column but produced fewer complete sets.
For the SI = 0.65 column, we cannot reach a definitive conclusion, because for the SI range
0.65–0.95 there were fewer iterations in two results, but also fewer complete sets, while
for the 0.65–0.75 range, the unbiased network required fewer iterations but also produced
fewer complete sets. In these cases, there seems to be an indication that the selection of
the probabilities affected the transitions, but we cannot reach a conclusion in terms of
performance. For the second bias, the network seems to have been unable to learn the
equality function at a final SI of 0.95 in the first three cases but learned in the range 0.85–0.95.
For the negation function, the network learned in all ranges and with both biases, requiring
more iterations in almost every instance but producing more complete sets, except for the
range 0.85–0.95 with the second bias.

In the next set of experiments, the effect of varying the parameters n and δ was
evaluated. Tables 7 and 8 present the performance after changing the n parameter for the
unbiased case, where n = 200.
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Table 7. Performance of the algorithm learning the equality function using a Satisfaction Index for an
unbiased PBN, δ = 0.01, n = 200.

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 14 10 -- -- -- -- -- --
0.75 42 77 19 4 -- -- -- --
0.85 84 266 56 86 51 23 -- --
0.95 109 756 189 705 342 517 56 90

Table 8. Performance of the algorithm learning the negation function using a Satisfaction Index for
an unbiased PBN, δ = 0.01, n = 200.

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 33 16 -- -- -- -- -- --
0.75 37 31 79 33 -- -- -- --
0.85 64 116 85 45 38 12 -- --
0.95 180 934 271 498 70 448 124 87

In these experiments, for almost all ranges, the network required fewer iterations and
also produced fewer complete sets, except for the final SI = 0.95. For the negation function,
the results were different. For the initial SI of 0.55, fewer iterations were required, with one
exception (final SI = 0.65), but the NCSs varied. For the initial SI 0.65, the network with
n = 100 required fewer iterations, but the network with n = 200 produced more complete
sets. The exact opposite results were obtained for the initial SI = 0.75; where fewer iterations
were observed in the n = 200 network, but the NCS results were different; final SI = 0.85
had a higher NCS value than final SI = 0.95. Both networks learned both functions in the
cases presented. The performance for the unbiased case with a delta parameter of 0.001
and n = 100 is presented in Tables 9 and 10. The performance of the algorithm learning
the equality function using a satisfaction index for an unbiased PBN, δ = 0.001, n = 200
is presented in Table 11, while the performance of the algorithm learning the negation
function using a satisfaction index for an unbiased PBN, δ = 0.001, n = 200 is presented in
Table 12.

With these parameters, the networks required fewer iterations in most cases but also
produced fewer complete sets, for both functions. The results of the experiments for the
biased case with parameters of δ = 0.0001, n = 100 are presented below on Tables 13 and 14.

Table 9. Performance of the Algorithm learning the equality function using a SI for an unbiased PBN,
δ = 0.001, n = 100.

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 21 2 -- -- -- -- -- --
0.75 65 119 8 1 -- -- -- --
0.85 87 263 20 23 43 27 -- --
0.95 88 479 92 332 102 50 152 67
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Table 10. Performance of the Algorithm learning the negation function using a Satisfaction Index for
an unbiased PBN, δ = 0.001, n = 100.

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 11 8 -- -- -- -- -- --
0.75 50 62 28 30 -- -- -- --
0.85 63 129 40 46 82 44 -- --
0.95 314 840 748 1331 88 131 168 130

Table 11. Performance of the algorithm learning the equality function using a Satisfaction Index for
an unbiased PBN, δ = 0.001, n = 200.

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 8 5 -- -- -- -- -- --
0.75 26 41 12 12 -- -- -- --
0.85 33 49 57 99 22 16 -- --
0.95 131 866 62 141 28 309 427 185

Table 12. Performance of the algorithm learning the negation function using a Satisfaction Index for
an unbiased PBN, δ = 0.001, n = 200.

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 62 54 -- -- -- -- -- --
0.75 70 70 27 15 -- -- -- --
0.85 73 91 76 113 42 46 -- --
0.95 222 1043 86 138 87 126 83 107

Table 13. Performance of the algorithm learning the equality function using a Satisfaction Index for
an unbiased PBN, δ = 0.0001, n = 100.

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 9 12 -- -- -- -- -- --
0.75 10 11 68 34 -- -- -- --
0.85 59 112 85 100 107 55 -- --
0.95 91 1220 472 1119 139 152 53 44

In general, for both functions, adjusting the delta parameter to 0.0001 resulted in fewer
iterations and produced fewer complete sets, with exceptions mainly in the final SI = 0.95.

For a more visual-friendly representation of the information in these tables, we in-
clude the following figures (Figure 5A–B1). For each of the tables presented (in order of
appearance), there is a figure that presents the NIs and NCSs needed for a specific final SI.
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Table 14. Performance of the algorithm learning the negation function using a Satisfaction Index for
an unbiased PBN, δ = 0.0001, n = 100.

Final SI

Initial Satisfaction Index (SI)

SI = 0.55 SI = 0.65 SI = 0.75 SI = 0.85

NI NCS NI NCS NI NCS NI NCS

0.65 28 11 -- -- -- -- -- --
0.75 44 63 20 12 -- -- -- --
0.85 136 293 41 51 12 4 -- --
0.95 398 1491 87 170 43 114 33 67
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To ensure our assumptions were correct, an experiment to determine the maximum
probability of occurrence of a fault was conducted using PRISM. A comparison was carried
out between a PBN model of the WSCC 9 bus system without learning, which this group
has used for other research in the past [10], and the model proposed in this study. If
the Learning PBN model was indeed performing correctly, the maximum probability of
a fault/failure occurring in the system as presented could be equivalent to performing
predictive maintenance (PdM) in the system (thereby lowering the probability of occurrence
of a fault/failure), compared with when the proposed system was learning the equality
function (which in this setting implies that all of the system’s components are in their
normal operational mode).

Figure 6 presents the results of an experiment in PRISM to determine the maximum
probability of occurrence of a failure of the PBN modeled system without learning.
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For these experiments, time is expressed in hours. In the graphs, the y-axis repre-
sents the maximum probability of occurrence of a fault or failure of the modeled system.
The experiments simulated the system running for one year (8760 h) to illustrate how
the probability of failure increased without intervention in the system, in the form of
maintenance. Maintenance can be reactive, proactive/calendarized (preventive), or pre-
dictive, intervening only when the system components require maintenance based on
their condition, instead of relying on a calendar-based approach. In [8], maintenance was
equated to the perturbation of a system, specifically to the mechanism of intervention in
PBNs [35,36]. Preventive maintenance (PM) is a calendarized intervention that prevents
the normal degradation of the reliability of a system. When examining the experiments
performed, we observed that preventive maintenance delayed (but did not prevent) the
failure of the system. Intervention in the form of PM or corrective maintenance involves
perturbing the system after a certain (calendarized) period, through which the probability
of a component’s failure is altered. On the other hand, predictive maintenance (PdM)
involves intervening in the system only when it is necessary or when the condition of the
modeled component requires it. The aim is to intervene not based on a calendarized set of
maintenance activities but only when the condition of the system requires it. The aim of
PdM is to maintain a system’s constant normal operating state by predicting the faults and
failures of an asset, based on a set of parameters; once predicted, those responsible for the
system’s wellbeing can take the necessary steps to prevent these failures. The architecture
proposed in this study can adjust the predictor functions of the PBN and determine the
optimal set of predictors to allow the system operators to model the system accurately and
use predictive analysis to study its evolution, guiding it and preventing failure. Prevention
of such failures has several benefits, including reduced maintenance costs, fewer failures, re-
duced downtime, increased machine lifetime, and better safety, among others. This method
can also be used to study the repercussions of certain unhealthy states. Furthermore, the
user is able to see the repercussions and effects on the system of certain states that are
part of the basin of attraction of a failure, such as system states where certain parts are
operational but others with less priority remain at fault.

In Figure 6, the maximum probability of occurrence of a fault/failure is at its maximum
at 638 h, with the probability reaching 100% at that time.
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Figure 7 illustrates the maximum probability of occurrence of a fault/failure in the
Learning PBN model.
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In this experiment, the maximum probability of occurrence of a fault or failure was
found to be 20%, occurring three times in a year of operation, the first being after 5060 h. In
our previous experiments, we evaluated the performance of the learning method regarding
the equality and negation functions and learning to maintain an “all OK” state (normal
operation), equivalent to intervening in the system whenever a fault or failure was detected,
in order to maintain the normal operational mode of the system. It was evident that
the Learning PBN significantly lowered the maximum probability of faults and failures
occurring in a year of operation, from 100% after a year of operation to a maximum of 20%
after a year.

4. Conclusions and Future Work

The novel architecture presented in this study is a significant improvement from the
previous uses of PBNs in engineering modeling. In previous studies, PBNs were used
for modeling; the proposed model can now learn without external control, to maintain
a certain set of inputs. This expands the capacity to consistently increase the model’s
performance for its intended purpose, improving the predictive capacity of existing PBN
models by adjusting the predictors throughout the learning model. However, in contrast
to other learning techniques used in this area, the learning task in a PBN is not to change
weights through backpropagation but to adjust the probabilities of the predictors affect-
ing the network’s transitions. Some possible advantages to the use of PBNs as learning
tools are that positive feedback, like in the case of PBNs, may result in faster learning in
some cases, and implementation in hardware, such as an ASIC, might be possible using
PBNs. Negative feedback systems are sensitive to their training data, require more training
information, and are less tolerant of noise and irregularity [37]. These initial experiments
show that the network does learn the equality function, but also present new questions
and opportunities for research. More work needs to be carried out in the selection of the
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probabilities and in studying the effects of the selection of the parameters δ and n. There
is also a lot of work to be conducted in studying how the structure of the network, syn-
chronicity, heterogeneity [38,39], and other factors affect this learning as well as attractor
selection. Also, considering that the control mechanisms employed produced differences
in performance, this initial study represents a first step in continued exploration. Currently,
one of the main limitations we have is the development environment of the architecture.
PRISM permits many interesting analyses, but models made using PRISM are not very
scalable. We are currently in the process of determining which other programming en-
vironment may give us similar tools to those we have available in PRISM, but with the
capacity to process more nodes. For this to become a more practical implementation, it
would have to be able to address processing complexity and many nodes. PRISM has its
own shortcomings in terms of parallel processing and memory management, but it is not
meant to be the platform for a finished product. Also, since this approach is model-based,
it has the same limitations as any other model-based fault detection technique.

Although we do not propose that PBNs are equivalent to ANNs, we do believe that
these results merit further studies into PBNs and their learning capabilities, perhaps to
derive an equivalency between them. The goal of this research is to present examples of
practical PBN-modeled systems that demonstrate learning, so that we can understand them
further and derive more theoretical conclusions, with the future aim of using PBNs as a
learning tool and having an alternative for machine learning applications.

As part of possible future work, we can employ PBN models in the study of engineer-
ing systems under maintenance, specifically those under predictive maintenance. Models
of these systems that incorporate learning can be used to improve maintenance strategies,
allowing a reduction in the probability of faults and failures occurring in a system. The
models can help to optimize maintenance schedules, condition monitoring of system el-
ements, and the use of resources, possibly lowering the cost of system operation. Better
models can be constructed through this method, as the architecture can start with unbiased
predictors and optimize the evolution of the network by learning to change the probability
of occurrence of the different predictors to sustain a learned state. The models that result
from this exercise will be significantly improved by this architecture.
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itations as any other model-based fault detection technique. 

Although we do not propose that PBNs are equivalent to ANNs, we do believe that 
these results merit further studies into PBNs and their learning capabilities, perhaps to
derive an equivalency between them. The goal of this research is to present examples of 
practical PBN-modeled systems that demonstrate learning, so that we can understand
them further and derive more theoretical conclusions, with the future aim of using PBNs 
as a learning tool and having an alternative for machine learning applications.

As part of possible future work, we can employ PBN models in the study of engi-
neering systems under maintenance, specifically those under predictive maintenance. 
Models of these systems that incorporate learning can be used to improve maintenance
strategies, allowing a reduction in the probability of faults and failures occurring in a sys-
tem. The models can help to optimize maintenance schedules, condition monitoring of 
system elements, and the use of resources, possibly lowering the cost of system operation. 
Better models can be constructed through this method, as the architecture can start with 
unbiased predictors and optimize the evolution of the network by learning to change the 
probability of occurrence of the different predictors to sustain a learned state. The models 
that result from this exercise will be significantly improved by this architecture.
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