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A B S T R A C T

The recent viral outbreaks have had a significant impact on interpersonal relationships, particularly in enclosed
spaces. Detecting and preventing the transmission of diseases such as COVID-19 has become a top priority.
These diseases are typically identifiable through the symptoms they cause in humans. However, the collection
of personal and health data for use in Artificial Intelligence models can give rise to ethical, security, and
privacy issues. Therefore, it is necessary to have architectures that maintain the principles of Trustworthy
Artificial Intelligence by design. This work proposes a decentralised architecture based on Federated Learning
for symptomatic disease detection using the edge computing paradigm, storing the information in the device
that collected it, and the foundations of Trustworthy Artificial Intelligence. The architecture is designed to be
robust, secure, transparent, and responsible while maintaining data privacy. The proposed approach can be
used with medical information capture systems with different user profiles.
1. Introduction

Pandemics are one of the biggest problems of the globalised world,
as demonstrated by the spread of the SARS-CoV-2 virus, which caused
the global coronavirus pandemic [1]. In just four months since the first
case, the disease has been reported in 181 countries and infected more
than one million people [2]. Coronavirus disease was the leading cause
of death worldwide in December 2020, surpassing other causes such as
heart attacks and cancer [3].

New technologies have facilitated the collection and handling of
patient data, making it much more efficient to determine the number
of infections and to collect other valid data for statistics and for
building mathematical models to predict their evolution [4]. However,
improvements can be made in the management and collection of data
for other pandemic situations [5].

Data capture is becoming more and more widespread thanks to the
growing use of IoT devices in different sectors [6,7] and finding its way
more and more towards the Smart City concept [8,9]. However, it is
increasingly difficult to share this data due to privacy restrictions on
personal data and even more so on health data. It is essential that there
is a relationship of trust with the entity that stores the data [10].

Until now, artificial intelligence models have been trained using
large datasets from different sources that have been merged into one
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to facilitate the training of these models. However, such practices have
begun to be questioned due to the ethical and security implications they
raise [11].

This type of questioning is even more pronounced when it comes
to medical data, which, due to its implications, is specifically protected
by the European Parliament’s Directive (EU) 2016/680 [12]. How to
share medical data and how technology can help in this process has
been widely discussed [13]

De-identification is one of the processes that have been used so far
to make data sharing safer and more reliable for the owners of the data.
This process consists of removing personal data associated with other
data that can be used for studies and/or statistics. [14].

In recent years, in response to the problem of pooling and massively
sharing data to train Artificial Intelligence models, a number of tech-
niques have emerged that allow these models to be trained in a more
reliable, secure, responsible and even sustainable way [15].

There are two trends when it comes to the generation of artificial
intelligence models, one is to maintain the security of the datasets while
preserving the privacy of the entity generating them; in response to
this, Federated Learning has emerged [16], which allows the train-
ing of models in a distributed way from the aggregation of locally
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Fig. 1. Trustworthy Artificial Intelligence and Federated Learning appearances in healthcare papers.
Source: Data retrieved from Scopus®(January 28th, 2023).
trained pieces of the model. The other need observed in this field is to
achieve reliable and explicable models [17], capable of maintaining a
sufficiently stable ethical framework so that the incorporation of these
models in different sectors and aspects of everyday life is centered on
people.

The areas where the need to develop artificial intelligence models
has grown the most are those where decision-making is more critical,
such as in autonomous driving [18], or where data is more private, such
as in the field of health [19]. In the latter, the number of scientific
publications using AI has grown from just 500 in the early 2000s to
almost 4000 in 2019 [20].

This new dimension of AI, federated learning and model trustwor-
thiness is gaining traction (see Fig. 1) in healthcare. To maintain this
ethical framework for healthcare data, it is necessary to provide archi-
tectures and models that uphold this principle of trustworthiness and
security. This article proposes an architecture designed for distributed
training of models based on data collected by biometric access control
devices [21].

The rest of the article is structured as follows: Section 2, which in-
cludes related work and relates federated learning and Trustworthy AI
to the healthcare sector. Section 3 presents the architecture presented
in this article and explains its components. Finally, Section 4 discusses
the conclusions and future research directions.

2. Related works

This section highlights work related to the current work that has
contributed to the creation of data sharing and model training archi-
tectures for health-related settings.

The first studies that have been used to understand the status of
federated learning in the health sector have been the systematic reviews
proposed by Antunes et al. [22] and the one proposed by Nguyen
et al. [23]. The first is based on an understanding of the current use of
federated learning for Electronic Health Records (EHR) management
and proposes a knowledge-based architecture. The second makes a
more global review of the applications that FL is having in the world of
health. Both help to put the spotlight on studies that present federated
learning architectures and models.

Among the studies reviewed, some focus on the management of
EHRs, such as the one carried out by Liu et al. [24] to improve the
classification of these medical records through deep learning models us-
ing federated architectures, where the nodes are the hospital complexes
that generate data.
2

Other architectures, such as the one proposed by Passerat-Palmbach
et al. [25], use other technologies, such as blockchain, to ensure privacy
in the model aggregation processes and security in user authentication.

In addition to architectures, frameworks stand out, which are the
majority of the works reviewed. The first of these frameworks is along
the same lines as Passerat-Palmbach’s architecture. The work by Singh
et al. [26] exposes the need to preserve the privacy of each node and
uses blockchain and cloud computing for the aggregation of the parts
of the partial models.

Among the frameworks reviewed is that of Tedeschini et al. [27],
which analyses different federated learning methods using the Message
Queuing Telemetry Transport (MQTT) protocol for data transfer. The
paper by Yuan et al. [28] extends this type of learning to all types
of IoT devices in healthcare. The work by Silva et al. [29] exposes a
framework as an interface for visualising data about what is happening
in the network of federated nodes. All three papers pay little attention
to privacy and process security.

Finally, it is also worth highlighting the work of Raza et al. [30],
which, although based more on transfer learning, achieves very good
results and directs its future lines of work towards federated learning
(see Table 1).

Whether they are frameworks or federated architectures, they tend
to model the healthcare sector as a set of data-generating nodes (hos-
pitals, IoT devices), which provides privacy by construction of the ar-
chitecture. However, the other aspects that make models, architectures
and frameworks trustworthy (robustness, generalisability, explainabil-
ity, transparency, reproducibility, fairness) are rather secondary, al-
ways giving priority to the efficiency of the models, architectures and
frameworks.

Upon review of the works, it is clear that both architectures and
frameworks have deficiencies, particularly in latencies (such as the use
of blockchain networks or edge computing), security, and reliability.
Therefore, this article focuses on designing a federated architecture
based on reliability.

3. Architecture proposal

This section presents the proposed architecture, which is based on
the foundations of federated learning, which distributes the computa-
tion in the learning tasks, and is based on the pillars of trustworthy
AI to obtain a legal, ethical and robust architecture. This experimental
architecture is called FBAC (Federated Biometric Access Control).

The architecture comprises nodes, which are medical devices capa-
ble of collecting information from various sensors, processing it, and
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Table 1
Related works reviewed that use FL in healthcare.

Related works Topic Key contributions Limitations

[24] FL-based architecture for EHR management Enhances FL architectures through deep
learning

Few details on evaluation process

[25] Distributed Federated Learning architecture
with blockchain

Secure data privacy-preserving
aggregation protocol

There is no information on the
performance of the blockchain network
or the latencies it may cause

[26] Federated Learning architecture with
blockchain

Blockchain and Federated
Learning-enabled Secure Architecture for
Privacy-Preserving in Smart Healthcare

Cloud computing may include
unacceptable latencies

[27] Real-time distributed framework based on
MQTT

Analysis of different FL methods and
framework for distributed networks

Does not provide information on the
trustworthiness of the architecture

[28] Advanced federated learning framework Advanced federated learning framework The IoT devices privacy has not been a
priority

[29] Open-source federated learning frontend
framework

DFramework is stable in communication,
while being robust

Data on the trustworthiness of training
should be provided

[30] FL Framework in for ECG-based healthcare
using explainable artificial intelligence

Framework outperforms other classifiers,
offers explainability and efficiency

The architecture is not based on
federated learning as such but uses a
centralised database
d
d
o
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storing it locally. The name server node acts as a registry, noting which
node has which information and the transfers of this information. Fig. 2
illustrates the architecture’s structure. The process is as follows:

• Step 1. A node, 𝐍, requests data from the name server for known
users who have passed through it to retrain its local model. 𝐍 also
informs the name server of any new information it has.

• Step 2. The name node informs 𝐍 which node(s) have information
about the user(s) it is inquiring about.

• Step 3 and 4. These steps establish communication between nodes
that need to share information. Two types of information can be
shared:

– Encrypted and de-identified user data, which is used to train
models locally.

– Hyperparameters of the models, which are used to adjust
locally trained models either from specific users or as a
method of readjusting the generic model.

We now turn to comment the foundations on which the architecture
s based and how it implements each of them to become a reliable alter-
ative to other federated architectures already existing in the literature.
hese foundations have been extracted from the article by Li et al. [31]
nd the European Commission’s Ethical Guidelines for Trustworthy
I [32] guide:

• Robustness. It is considered as the ability of the system to
avoid erroneous data, which directly affects performance. In the
proposed architecture, the occurrence of erroneous data has been
made more difficult in several ways. Firstly, the data obtained
by each of the sensors are not considered definitive until the
sensor measurement reaches a percentage of accuracy of 80%, in
addition to this the sensor performs several measurements within
the time window and compares them to avoid extreme values
or peaks that do not correspond to reality. Another element is
the face recognition that has been realised with convolutional
networks and prevents any prediction or training process from
being carried out without having recognised a face. In addition
to this active protection, there is also a reactive protection that
checks the historical data series for numerical anomalies. If a data
set is marked as suspicious, it does not become part of the training
sets, in order to avoid algorithmic distortions.

• Generalisation. It represents the ability to distil knowledge from
limited training data to make accurate predictions about unseen
data. In this case, the model trains on a dataset as large as the
number of users in the system, but only has three types of data
and low variance, which makes the generalisation process and
3

even the knowledge transfer process very easy.
• Transparency. It considers AI as a computer system and aims to
disseminate information about its entire life cycle. It is guaranteed
by design in this architecture. First by the type of computing
chosen for the devices, which only compute at the edge, therefore,
user information is only shared among the network of devices and
is never transferred to the cloud. The data of each user is stored
only for the purpose of improving the overall system algorithm
and each user’s own algorithm.

• Reproducibility. Computational procedures to verify AI research.
Although this factor could be seen more clearly in tests with real
data sets, it is true that the components of the architecture and
its operation have been explained during this work, which allows
its operation to be reproduced in order to verify its reliability.

• Fairness. An algorithm is fair if its results are independent of a
certain set of variables that we consider sensitive and unrelated
to it. In this case the sensitive data can be the face, personal data
and medical data captured from each user. In this case, fairness is
guaranteed, since the algorithm only trains with the de-identified
data, i.e. they are independent at the training level of the person
from whom they were captured.

• Privacy Protection. Privacy protection mainly refers to the pro-
tection against unauthorised use of data that can directly or
indirectly identify a person or household. In addition to the de-
identification processes discussed above, the data is encrypted
in the database of each device and thus travels between nodes,
only being decrypted at the destination, preventing the data from
being leaked to third parties outside the architecture.

The architecture is composed of several elements that perform the
ata capture, the distribution of data in a structured way among the
ifferent nodes and the local training processes that take place in each
f the nodes in order to aggregate them in the global models.

.1. Node

Each of the devices has a series of sensors capable of collecting
nformation from the user before he/she enters an enclosed public
pace. Firstly, it has two tablets at different heights, which improves
ccessibility, and which are responsible for identifying, by means of
heir cameras, when a user is in front of the device.

After this, the measurement process begins, which is carried out by
eans of a sensor that measures pulse oximetry and another that mea-

ures temperature. The information collected by these sensors is stored
ocally in each device, waiting to start a new phase of information
xchange with the central Name Server.
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Fig. 2. FBAC (Federated Biometric Access Control) Architecture deployed in this work.
These nodes are located in public places and allow or deny access
to the user depending on the captured vital signs, in the case of
symptomatic detection of a possible disease, entry will be denied, if
the captured vital signs are normal, entry is allowed.

3.2. Name server

This node has the function of coordinating which data should be
transferred between which nodes. It has two separate registers, one
which stores the information that each node has in its local database,
divided into information from identified and unidentified users; the
other register stores the models that each node has in its local cache
(see 3).

The information collected from each user, whether known or un-
known, is used to train the global model of the system by means of
4

local partial training. The parameters of each of these local models are
shared with the rest of the nodes in the architecture in update rounds
decided by the nodes themselves when they consider that they have
important updates with respect to the previously trained versions.

In the case of a known user who regularly uses the devices to
access public places, his or her information is stored until there is a
sufficient dataset to create a personalised model for him or her. If other
devices in the network have information about the same user, the node
with more data will be asked by the node with less data to speed up
communication and use this data to train the personalised model.

3.3. Architecture components communication

Assuming that the architecture is composed of a set of 𝐹 = {1,… , 𝑁}
nodes, where each device is 𝑑 ∈ 𝐹 . Each device collects data about its
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Fig. 3. Composition of the nodes structuring the proposed architecture.
users with the aim of making customised models locally, but with data
received from the rest of the nodes and all of them have in common
the generic model that can be parameterised by the vector 𝜃 ∈ R𝑑x1.
The objective pursued by all nodes in the network is the minimisation
of Eq. (1)

𝑃 (0) ∶ 𝑀𝑖𝑛𝑖𝑚𝑖𝑧𝑒
𝜃

𝐹 (𝜃)
𝛥
= 1

𝑁
∑

𝑑∈𝐹
𝑓𝑖(𝜃) (1)

Furthermore, Eq. (1) reflects an important aspect of machine learn-
ing: the smoothness of a loss function. This metric indicates the rate
at which the function changes in response to changes in its inputs.
A smooth loss function has derivatives (gradients) that change grad-
ually, which helps to stabilise the learning process by facilitating its
minimisation.

In federated architectures, minimising this function is particularly
important because communication between nodes is limited for perfor-
mance reasons, which can slow down model convergence. Smoothness
ensures that small differences in data between nodes do not result
in large variations in computed gradients. This is crucial when nodes
update their models locally and then share them with other nodes.

Using components such as nodes and a name server, it is possible to
eliminate the need for a central hub node where the generic model of
the entire system is trained. By employing the type of communication
described, the computation capacity of the nodes is utilised to train
both the local and generic models, with the name server serving
as a registry of transactions and information locations. If the name
node goes down, a recovery mechanism can be established because
all nodes know what they store and with whom they have shared the
information. No changes in content have been made.

Knowing already the robustness and reliability of the architecture,
the two use cases about the communication that can occur when new
users are detected on the platform, whether it is a known or unknown
user, are presented in Fig. 4 and Fig. 5.

3.4. Numerical analysis of FBAC architecture

As the final point in presenting the architecture, we will perform
a small theoretical analysis using a fictitious scenario with four nodes,
5

𝐹 = {𝑁1, 𝑁2,
𝑁3, 𝑁4}, and a name server, 𝑁𝑆, deployed as shown in Fig. 2. Assuming
an idle state of the system, there is a node, 𝑁1, that wants to send the
information it has received about the users during the day, and a node,
𝑁2, that wants to retrieve user information that has passed through 𝑁1.

In the system, 𝑥 represents all the information about a user 𝑈 . Let
us consider the time it would take for 𝑥 to travel to 𝑁2. Technical
term abbreviations are explained when first used. Two variables are set
for this purpose: 𝑇𝑠𝑒𝑛𝑑 , which is the time it takes to send information
between two nodes, and 𝑇𝑁𝑆 , which is the time it takes to communicate
with the name server, being always 𝑇𝑠𝑒𝑛𝑑 ≫ 𝑇𝑁𝑆 since in the first
one we send data and in the second one there is only a question-
answer process. Eq. (2) shows the total time 𝑇 required for sending
this information.

𝑇 = 2𝑇𝑁𝑆 + 𝑇𝑠𝑒𝑛𝑑 (2)

If a central node 𝑇𝑠𝑒𝑛𝑑 were used instead of a name server, it would
be multiplied by the number of nodes that need to share information
simultaneously. This makes the approach much more appealing in this
scenario.

Another important metric is resilience which indicates the proba-
bility of maintaining connectivity in the face of failures and could be
modeled as failed nodes versus total nodes, but will be done as seen
in Eq. (3), since the failure of a node is not relevant as long as it has
shared its information with another node.

𝑅 = 1 −
𝐿𝑜𝑠𝑡 𝐼𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛
𝑇 𝑜𝑡𝑎𝑙 𝐼𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛

(3)

The information of an authenticated user in the system would
only be lost if they pass through a certain number of nodes, which
crash and lose their information. The probability of a user passing
through a single future failed node decreases as the number of nodes
increases. Therefore, resilience and scalability are interconnected in
this architectural approach.

4. Conclusions

Although the architecture presented in this work has not been tested
in an experimental scenario, it is possible to draw several conclusions
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Fig. 4. Architecture communicative processes when an Unknown user is detected.
Fig. 5. Architecture communicative processes when an Known user is detected.
related to its construction and applicability in scenarios such as the
medical field, where reliable data capture and AI models are required.
The Section 3 presents evidence of the architecture’s robustness.

In data capture, an accuracy threshold is implemented in the sen-
sor reading and time windows are used to avoid spikes in the mea-
surements. Additionally, the historical series are reviewed to identify
anomalies that may affect training. We work with a reduced dataset,
both in variance and in number. The potential issue of generalisation
is not a problem for AI models, as they tend to generalise better due
to the lower complexity and variability in the data. The use of edge
computing ensures that user data remains within a controlled network
of devices, improving the confidentiality and transparency of data
handling. Additionally, the storage of data for algorithm improvement
respects user privacy.

The detailed description of the FBAC architecture components and
their operation provides a solid basis for replication and reliability
verification. The strategy of training with de-identified data is key
6

to ensuring fairness in the algorithms. By eliminating sensitive and
personal variables in the training process, the risk of unfair bias is
reduced and algorithmic fairness is promoted. Additionally, the use
of de-identified data promotes privacy protection. The storage and
sharing of information between nodes reduces the risk of data leaks and
unauthorised use, in line with data protection and privacy regulations.
In healthcare, privacy is critical and must be kept that way.

For all the characteristics mentioned in this section, FBAC is consid-
ered a robust architecture by construction. It promotes generalisation,
data transparency for users, reproducibility, fairness during training
processes, and privacy protection during data persistence and transport.
Regarding future work, it is presented as follows:

• A validation process of the proposed architecture is necessary to
ensure its operational processes and efficiency, which is consid-
ered as a future line of work. For this process, each device will be
configured as a network node and the network will be provided
with a central name server.
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• Explainability is another of the pending points of this architecture
and it is necessary to develop algorithms that, in addition to
symptomatically detecting diseases, provide an explanation that
can be used by medical personnel to understand the decisions of
the model.
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