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ABSTRACT We consider the problem of adapting a Post-Quantum cryptosystem to be used in resource-
constrained devices, such as those typically used in Device-to-Device and Internet of Things systems.
In particular, we propose leveraging the characteristics of wireless communications channels to minimize
the complexity of implementation of a Post-Quantum public key encryption scheme, without diminishing its
security. To that end, we focus on the adaptation of a well-known cryptosystem, namely CRYSTALS-Kyber,
so as to enable its direct integration into the lowest layer of the communication stack, the physical layer,
defining two new transport schemes for CRY STALS-Kyber to be used in Device-to-Device communications,
both of which are modeled under a wireless channel subject to Additive White Gaussian Noise, using
a 4 Quadrature Amplitude Modulation constellation and a BCH-code to communicate CRYSTALS-Kyber’s
polynomial coefficients. Simulation results demonstrate the viability of the adapted Kyber algorithm due to
its low key error probability, while maintaining the security reductions of the original Kyber by considering
the error distribution imposed by the channel on the cipher.

INDEX TERMS CRYSTALS-Kyber, physical layer security, post-quantum cryptography, wireless
communications.

I. INTRODUCTION

Today’s communication networks are characterized by an
exponentially increasing number of wirelessly connected
devices, which are expected to grow to up to 5 billion devices
by the year 2025 [1], and which will be dominated by
the deployment of Next-Generation (NG)-Internet of Things
(IoT). A very important characteristic of this new devel-
opment in wireless communications, is that the introduced
devices will have a very diverse set of capabilities, ranging
from computational, to power storage, to radio resources.
This poses new challenges to security, authentication and
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data privacy, which need to be provided for these massive
networks of heterogeneous devices [2], [3].

Concomitant with this trend, advances towards the
widespread adoption of quantum computers are constantly
being made [4], [5], [6], [7]. The use of Post-Quantum
(PQ) Public Key Encryption (PKE) algorithms, and more
generally post-quantum cryptography, is part of the strategy
to build barriers against the threats of cryptanalytic attacks
implemented on quantum computers [8]. In August 2024 the
FIPS 203 was published by National Institute of Standards
and Technology (NIST), establishing the first PQ Key Encap-
sulation Mechanism (KEM) standard, known as Module-
Lattice-based Key Encapsulation Mechanism (ML-KEM)
[9], which is based on the practically integral adaptation
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of CRYSTALS-Kyber [10], [11]. Kyber’s status as standard
and sets of parameters make it optimal, between the NIST
lattice-based PQC KEM proposals, for our adaptation to the
physical layer.

Despite the individual security guarantees provided by
each individual component in a system, it is well-known [12],
[13], [14] that their defenses can be compromised by
targeting their weakest link. In the context of wireless
networks, these typically are IoT devices with low power and
computational capabilities which communicate in a Device-
to-Device (D2D) fashion, which present strong challenge for
the implementation of conventional PQ encryption schemes,
due to their resource constraints and strong reliance on
features from upper layers of communication [15]. In light
of this, Physical Layer Security (PLS) is a technology that
can help alleviating the computational requirements at upper
layers of communications [16], [17], [18], [19].

In the context of this paper, PLS is referred to as the body
of practical mechanisms which leverage the characteristics of
wireless communications media to increase a system’s secu-
rity. This focus is distinct from the pioneering work of Wyner
[20], where the concept of perfect information-theoretical
secrecy is introduced. Instead, we address the integration of
cryptography with features of PLS and propose, in particular,
a mechanism to incorporate the well-known cryptographic
Kyber KEM into a wireless communication system. Similar
efforts to implement PQ security directly at the physical layer
of communication systems have recently been published [21],
[22]. However, these State-of-the-Art (SotA) approaches are
not suitable for resource-constrained devices, as they require
massive Multiple-Input Multiple-Output (MIMO) capabili-
ties, and modulation schemes with large constellation sizes.

Kyber is a public key PQ algorithm, based on lattice
problems that are currently considered hard, even against
quantum attacks [23]. The design of Kyber constitutes a
KEM, which is a public key algorithm specifically intended
to perform key exchanges [24], and an underlying PKE
that creates instances of the Modular Learning With Errors
(MLWE) problem as both public keys and ciphertexts.
Kyber encryption necessitates an error distribution to create
instances of the MLWE problem. Consequently, a novel
implementation of Kyber is proposed, incorporating an error
by utilizing an Additive White Gaussian Noise (AWGN)
channel and a 4 Quadrature Amplitude Modulation (4QAM)
constellation [11].

The contributions of the article can be summarized as
follows:

o A physical layer transport scheme for the polynomial
coefficients of the CRYSTAL-Kyber cryptosystem is
presented and modeled for a wireless channel subjected
to AWGN, using a 4QAM constellation for symbol
encoding and Bose-Chaudhuri-Hocquenghem (BCH)
code for error correction.

o Two adaptations of Kyber to the defined physical
layer transport scheme are introduced as Wireless
Kyber (WKyber) V1 and V2. The first, WKyber V1,
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constitutes a PKE and a KEM, which reduces the
reliance on the original scheme’s Binomial Distribution
Random Number Generator (RNG) which is used for
error sampling. The second, WKyber V2, is a PKE
scheme which further reduces the reliance on the
aforementioned RNG reliance by eliminating its use
in other parts of the cryptosystem. This is in contrast
to the standard Kyber definition, which necessitates
error-free information transport which usually can only
be achieved by implementing the upper layers of a
communication system.

o An analysis of the security of WKyber, in particular
how the modifications affect the security of the original
cryptosystem and how the security of WKyber can
be estimated as a function of the parameters of the
channel. This is achieved by considering the error
distribution imposed by the transport scheme to the
cipher’s polynomial coefficients.

The remainder of this work is structured as follows.

The main properties, characteristics and definitions of
the original CRYSTALS-Kyber system are described in
Section II. The physical layer transport scheme, channel
model and encoding are described in Section III, together
with the error probabilities for the transmitted polynomial
coefficients. The proposal of the two versions of WKyber,
along with the analysis of its security reductions, is presented
in Section IV. This section also comprises an analysis
and comparison of the proposed Kyber modification under
different physical layer parameters. Additionally, the section
provides an analysis of the implementation viability of
the aforementioned modification. Finally, in Section V the
conclusions are presented.
Notation: Column vectors and matrices are respectively
denoted by lower- and upper-case bold face letters. The
transpose operation is indicated by the superscript T. The
operator <— X denotes sampling from a distribution X', while,
for any set C, <—g C denotes a uniformly random selection
from C. The inner product between two vectors is denoted
by (x,y). The [-] operator denotes the rounding to the closest
integer operation.

Il. THE CRYSTALS-KYBER CRYPTOSYSTEM
CRYSTALS-Kyber is a latticed-based PQ cryptosystem
proposed as the standard ML-KEM by NIST in the summer
of 2024 [9]. Kyber consists of two algorithms 1) Kyber
PKE, the Public Key Encryption algorithm, which provides
the security, and 2) Kyber KEM, the Key Encapsulation
Mechanism that defines the execution of the given PKE
to exchange keys between users. The security features,
key, ciphertext generation and plaintext recovery, of these
algorithms all rely fundamentally on the Learning With
Errors (LWE) problem [25], [26]. The rest of this section
focuses on introducing these fundamental notions.

Let L be a lattice, then the LWE problem can be stated as
follows: given pairs (a;, b;), such that a; <—g L and b; =
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(s, a;) + e;, where ¢; <— X is an error, the goal is to find the
secret vector s € L. If no algebraic structure is considered on
the lattice, then L = Zg. The objective of the problem is to
determine the vector s from several samples as follows

ay €Z;, by =(s,a)+e, (1a)
a)eZy, by=(s,az)+e, (1b)
ai € ZZ, by = (s,a;) + ex. (1c)

In the case of Kyber the modular version of LWE is
considered, i.e. the chosen lattice is also a module for a
polynomial ring. Therefore, if R, := Z4[x]/(x" + 1) is the
finite ring of the polynomials of degree less than n with
coefficients in Z, the lattice considered in Kyber is R’; =

(Zglx1/ (" + 1))k. The parameters g, n, and k define the
lattice, R’;, where g denotes the modulus of the coefficients,
n is the degree of the polynomials of the ring R, and k is the
range of R][; as a module. Finally, parameters 7 and 7, define
the range of the error distributions X} = B,, and &> = B,,
respectively, where the binomial distribution B,, is centered
at 0 and has range [—n;, n;], i € {1, 2}.

The Kyber cryptosystem defines two functions [10]
that compress and decompress its inputs component-by-
component, given respectively by

od
Compress, (x, d) = ’7— ~xJ (mod*27),  (2a)
q

2d

These two functions apply a quantification of the poly-
nomial coefficients belonging to the [0, ¢ — 1] interval and
approximate them to the closest value of the [0, 2¢] interval.
Applying the Compress(-) creates an instance of the Modular
Learning With Rounding (MLWR) problem, which is a
variant of MLWE where the small error terms are already
determined rather than sampled, and this error is avoided by
rounding from one modulus to a smaller one. It is specified
in [10] that the error introduced by the compress function is
not considered in the security analysis.

The structure of Kyber PKE is as follows:

1) The private and public keys are defined as sk := s
and pk := (A, b) respectively; where A € R’;Xk is a
pseudorandom matrix and b := As + e; withe, s € R’;,
ande,s < AX].

2) A binary message m < {0, 1}" is selected, and errors
are sampled such that s’ <— X} and €/, ¢ < X,, where
s e € R’; and ¢’ € R,.

3) The ciphertext c is defined as

Decompress,(x, d) S ’7 d ~xJ. (2b)

¢ := (Compress,(u, d,), Compress, (v, d,)),  (3)

withu = ATs' + ¢, v = bTs' + ¢’ + /i, and i =
Decompressq(m, 1).
4) The decryption of the message is then given by

v — sTu — st/ + e// + — STATS/ _ sTe/
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=els'+5sAY + '+ m—sTATY — sTe
=m+e's —sle +¢'. 4)

5) The original binary message can then be recovered:
m = Compress, (i + els' —ste +¢’,1). (5

In the absence of the secret s, any party trying to access the
message m must solve the LWE instance that presents any
ciphertext or public key. The level of security provided by
this problem depends on the set of parameters g, n, k, 1, and
12, which have previously been introduced in the description
of the structure of the LWE-based PKE system.

TABLE 1. Sets of parameters for Kyber.

Parameters | NIST-level | ¢ n |k|ni|n2|(du,dy)
Kyber512 I 3329]2562| 3 | 2 | (10,4)
Kyber/68 3 (33292563 2 | 2| (10,4)
Kyber1024 5 3329256 4] 2 | 2 | (11,5)

In its final release, three sets of parameters were defined
for Kyber and can be found in Table 1. Kyber512, 768 and
1024 target security levels 1, 3, and 5 established by NIST.
These security levels were defined as follows: Any attack
that breaks a security definition, must require computational
resources comparable to or greater than those required for
a search on a blockcipher of Advanced Encryption Standard
(AES) with either 128-, 192-, or 256-bit keys respectively (i.e.
AES128, AES192 or AES256). In this work we focus in the
parameter set for Kyber768, that corresponds to the security
level 3.

Kyber is a cryptosystem with Indistinguishability under
Chosen Ciphertext Attacks (IND-CCA) semantic security.
In particular, Kyber PKE reaches Indistinguishability under
Chosen Plaintext Attacks (IND-CPA) security, while Kyber
KEM reduces the IND-CCA security to the IND-CPA of
Kyber PKE. IND-CPA security is defined as the probability
of success of an attacker that has to choose between two
messages given the ciphertext of one of them, chosen
randomly. If the adversary has access to a decryption oracle,
then it is considered IND-CCA security [27].

Ill. WIRELESS CHANNEL PHYSICAL LAYER

A. SYSTEM MODEL

The public communication medium is modeled as a mem-
oryless wireless communication channel with AWGN and
no fading. The communication takes place between two
independent devices, the complex baseband received signal
is then described as [28]

y=s+n, (6)

where s € C is the complex transmitted symbol, n € C ~
N(0, o) is the circularly symmetric Gaussian noise added by
the wireless channel, and y € C is the received symbol.

The assumption of a Gaussian channel is made here
only to simplify the error calculations used for security,
without fundamentally compromising the security guarantees
of the scheme, which hold also under fading channel
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models. In particular, fading channels with perfect channel
estimation at the receiver only affect the bit error rates in
proportion to the fading rate, with a further degradation
occurring under imperfect channel knowledge. In either of
these cases, the higher Bit Error Rate (BER) needs merely
be compensated, either by requiring a higher SNR, or by
introducing diversity [29] or coding techniques for fading
channels [30], so as to keep the key-agreement rates.

For the sake of illustration, the transmission of 4QAM
symbols is considered, each representing a 2-bit word in a
4 symbol alphabet, with in-phase and quadrature components
given by

A; = £Ep, (7a)
Ay =£VEp, (7b)

where Ej, is the energy per bit and each of the 4 transmitted
symbols is described as

sn=AT+A,Q, Vnel0,1,2,3} (7¢)

It is also assumed that a Gray code is employed over the
constellation, such that the Hamming distance between any
two adjacent symbols is minimal and equal to one. Under this
modulation scheme, a data block is mapped into a string of
symbols to be transmitted over the wireless communication
channel.

Finally, the received baseband symbols, s, are decoded
back into data by observing in which one of the four quadrants
they lie. Using this decoding scheme, the BER approximation
for a Gray-coded 4QAM constellation transmitted over an
AWGN channel [28] is given by the bit error probability

E
Py~ Q(,/zﬁ”), ®)

where Ep,/Ny is the ratio of energy per bit to the noise
power spectra density given in linear form, and Q(x) is the
Q-function given by [31]

l‘2

Ox) = \/%/xoo exp ( - E)dt. )

The behavior of the error probability! is described by
Eq. (9), where x is a Signal to Noise Ratio (SNR), which in
turn can be also represented in terms of energy-per-bit over
noise (Ep/Ny) via the relation

SNR = 101og,((Ep/No). (10)

B. WKyber TRANSPORT PROTOCOL

The objective of the physical layer employed in this scheme
is to bring the exchanges required to run CRYSTALS-Kyber
down to the signal level of information exchange, without
the use of upper layer protocols. For the sake of clarity,
we describe in the sequel how the information is transported
down to the symbol level during an exchange. It is important

I This formulation is only valid at high signal to noise ratios.
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to note that under the assumption of AWGN, the error
probability of each transmitted symbol/bit is independent
and identically distributed, which allows us to more easily
calculate the error distribution for the encoded transmitted
words.

From the beginning, it was clear that naively encoding
the coefficients of the polynomials as single symbols is not
viable, as the constellation size required is that of ¢ =
3329 elements. It is known [28] that the bit error probability
for an MPSK (M-ary Phase Shift Keying) constellation is

2 Ep b
Py, =~ [2—log, M sin (— ) ), 11
b logzMQ( No 082 sin (M)) (in

where M is the number of elements in the constellation.

In other words, prohibitively large transmit signal powers
would be necessary to achieve the low error rates required to
make this transmission scheme viable.

Error distribution comparison
04 , ,

‘ : ‘ ‘
_ _ [C__14QAM SNR=-13dB

1~ _7_'Centered Binom. dist. n=2

0.35

0.25 - - - 4

Error value [e]
FIGURE 1. 2 Bit error probability for —13 dB SNR.

b

Probability of Error P,,(e)

0.05

Codeword Decoding Error Proability
100

T

n=31, k=11, t=5

— — —n=15, k=11, t=1
n=10, uncoded

101

Error probability P,

Numerical Underflow Zone \

10-16 I I L
-5 0 5 10 15

SNR [dB]
FIGURE 2. Codeword error decoding probability against SNR.

In order to circumvent this challenge, the symbol constel-
lation presented in Section III-A was used. However, this now

66717



IEEE Access

M. A. G. de la Torre et al.: Post-Quantum Wireless-Based Key Encapsulation Mechanism

requires to encode the polynomial coefficients in Z33,9 into a
string of 2-bit symbols before transmission, thus fitting into
a 6-symbol/12-bit word. In the original Kyber scheme, the
u and v values are mapped from Z, to Zys values, followed
by a bit packing step which moved the coefficients into d bit
words. However, we instead skip the compression step for all
coefficients and separate each 12 bit word into the 10 most
significant bits, and the 2 least significant bits

w = b11b1obobgb7bebsbabs3by b1 by . (12)
——
w10 w2

This packing is specially problematic as all symbols
experience the same bit error probability regardless of their
significance within the word, resulting on equal likelihoods
for a coefficient to have a shift of £2048 units as that of
=+1 unit in value.

To protect against this scenario, the upper word wjq is
encoded using a BCH code, and the lower word w» is then
mapped into a single 4QAM symbol. For now, assuming a
sufficiently high protection to the most significant bits of the
coefficient from the BCH code, the worst case scenario for
the difference in magnitude between transmitted and received
coefficients is equal to 3. These transitions are represented by

(11), — (00),, with e = —3, (13)
and
(00); — (11)2, with e = 3. (14)

Taking into account all potential error transitions in the last
two bits wp, the error distribution on each of the [0, 3328]
information chunks representing each of the polynomial coef-
ficients in Z33p9 is independent and identically distributed
and is approximately given by

0, if le| > 4
1, .
—P;, ifle] =3
Py, (e) = § 7P - (1 —Pp), ifle] =2 (15)
—Pp-(1—Pp)+ P2, ifle] =1
—(1 = Pp)?%, ife =0
4( b) ife

where P}, is calculated as a function of the SNR as in Eq. (8).

This distribution is compared against the Kyber768’s error
distribution in Figure 1. In order to ensure the correctness
of the approximation in Eq. (15), the probability of error
of the upper 10-bits, w1, must be sufficiently small, which
can be achieved using a binary BCH code to encode the
10 most relevant bits (wyg). BCH codes [32], [33] are a
class of cyclic error-correcting codes which are constructed
using polynomials over a Galois field [34] with the following
parameters’ for the binary case

Block length: n=2" —1,

Parity check bits n—k < mt,
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Minimum distance: d;,, > 2t + 1,

where m is the degree of the generator polynomial, k is the
number of information bits to encode, ¢ is the error correction
capability of the code, and d,;, is the minimum distance
between any two codewords.

A validly constructed BCH code will always be able to
correct any pattern of ¢ or fewer errors in a block of n digits
[34], as well as coming in a wide range of values for n and k.
The aforementioned versatility in these well-known codes is
why a BCH code of length n = 31 bits, error correction
capability of r = 5 bits over a message of at most k = 11 bits
has been chosen to protect the upper 10 bits, wig, of the
polynomial coefficient during transmission.

One could have potentially used a longer code to further
minimize the error probability; however, this was not deemed
necessary for an initial analysis due to the already minimal
codeword decoding error probability shown in Figure 2.

The probability that a transmitted codeword cannot be
decoded can be easily calculated starting from the fact that
the probability of error of each individual bit is known,
independent and identically distributed. Therefore, each
number of errors is characterized by a binomial distribution
per its definition, and the probability of seeing between 0 and
t errors is described by the Cumulative Distribution Function
(CDF) F(k; n, p) of a binomial distribution given by

Fkyn,p)=5hL_p(n—k,k+1), (16a)
I(a. by = &5 (16b)
A= TR by

B(x; a, b) =/ 111 = P~ ar, (16¢)

0

where, for our case, we want the complement of this CDF,
finally yielding the probability to fail to recover a coded word

Pee=1—Ii_p,(n— 1,1+ 1), (17)

where P, is the bit error probability of the underlying
transmission scheme.

IV. WIRELESS KYBER
This section presents Wireless Kyber (WKyber), our work’s
primary contribution, which adapts CRYSTALS-Kyber’s
algorithms and message exchange protocols to maximize
the usage of a wireless channel’s physical layer security
properties. Depending on the degree of embedding of
WKyber into the physical layer of communications it can
be separated into two different schemes, or ‘““Versions™.
Their high-level differences are summarized in Table 2
and are differentiated by how many of Kyber’s LWE error
instances are replaced by the AWGN introduced by the
wireless propagation media during the encryption procedure,
i.e. Kyber PKE.

In addition to the novel source of errors for the LWE
problem, changes to the compression scheme, ciphertext and

2 A BCH code will exist for any case where m > 3, t < 2m=1 and m,t €
Z.
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public key (in the case of WKyber V2) definitions were also
required. Furthermore, it is crucial to ensure that the proposed
scheme is secure, and for this reason a security and error
probability analysis has been conducted.

A. WKyber PKE

In this subsection two proposals to adapt Kyber PKE for
the wireless channel are introduced as WKyber V1 and V2.
They are key exchange algorithms capable of leveraging the
properties of the AWGN channel, designed to be analogous
to the original Kyber PKE system, to ensure that the Fujisaki-
Okamoto (FO) transformation [27] can still be applied to the
first version. This results in an adapted yet recognizable KEM
scheme, where the distinction between two versions of the
precursor PKE depends on the depth of integration of the the
public key into the physical layer of communication.

TABLE 2. Proposed versions of WKyber.

[ Version | Channel use | Scheme [ Security |
V1 ciphertext PKE and KEM | IND-CCA
V2 ciphertext and public key PKE IND-CPA

TABLE 3. WKyber PKE V1: KeyGen, Encryption, and Decryption.

‘ WKyber PKE V1 |

KeyGeneration()

Get seedy if not given
A = GenMatrix(seedy)
s < By

e < By,

b=As+e

sk :=s

pk = (seeds,b)
return (pk, sk)

AWGN (pk,10,10)

Encrypt(pk, m;r)
A = GenMatrix(seedy)
s' « By,
u=ATy
v=>bTs'+ 1
return ¢ := (u,v)
AWGN(¢,10,—10)
“

Decrypt(sk, )
m = Compress, (v — sTu,1)
return m

PKE V1 is presented in Table 3; this scheme limits its use
of the AWGN channel as a source of errors for ciphertext
generation, while the public key generation and transmission
is identical to the original Kyber. The original Kyber
submission used the FOZ transformation to build Kyber
KEM from Kyber PKE because in [35] it was proven that
as long as Kyber PKE is IND-CPA secure, then Kyber KEM
will be IND-CCA secure. To reach this level of security, the
FO# transformation requires a re-encryption step inside the
decapsulation algorithm, i.e. after the ciphertext is decrypted
the resulting plaintext is encrypted again to verify if the new
ciphertext matches one. Utilizing WKyber PKE V1 allows for
re-encryption, since the public key (seeds, b = As + e) does
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TABLE 4. WKyber PKE V2: KeyGen, Encryption, and Decryption.

\ WKyber PKE V2

KeyGeneration()

Get seedy if not given
A = GenMatrix(seedy)
s < By,

b =As

sk :=s

pk := (seeds,b)
return (pk, sk)

AWGN(As,10,—10)
—

Encrypt(pk, m;r)
A = GenMatrix(seedy)
s' < By,
u=A"y
v=>0"s'+1in
return ¢ := (u,v)
AWGN(c,10,—10)
——

Decrypt(sk, )
m = Compress, (v — sTu, 1)
return m

not depend on the uncontrollable conditions originating from
the channel’s effects. Therefore, if the security of WKyber
PKE V1 is equivalent to that of the original Kyber, it is
possible to apply the FO# transformation and thus construct
a KEM, denoted as WKyber KEM V1, of the same form.

When both the public key and ciphertexts are under the
influence of AWGN noise from the wireless channel, as it
is for WKyber PKE V2, the original Kyber scheme requires
further modifications than the ones needed for WKyber PKE
V1. Specifically, the LWE instance of public key is redefined
to be A - s and the receiver gets pk = (seeds, A - s + eawn ),
where it and the ciphertext observe a low SNR of —10 dB.
Therefore, the FO transformation is not applicable anymore,
as the sender of a public key of WKyber PKE V2 does not
acquire a copy of it; and by definition is unable to replicate the
encryption process. The NIST asserts that if a cryptosystem
is IND-CPA secure, its utilization with ephemeral keys, i.e.
the generation of a new key pair at the beginning of each
communication, becomes a viable proposition. Under this
setup, WKyber PKE V2 is recommended as KEM without
re-encryption and utilizing ephemeral keys.

The proposed schemes are viable adaptations of the
original Kyber system, each with its respective tradeoffs in
the context of resource constrained devices. WKyber KEM
V1 has the advantage that it reaches the higher level of IND-
CCA security, and thus allows the sender to re-use its public
key. However, this comes at the cost of an usage of additional
error correction. While WKyber PKE V2 relaxes both of
these requirements by 1) leveraging the AWGN channel to
introduce errors into the public key and 2) removing the need
to provide error correction for the least significant bits of the
public key.

Both versions of the construction of Wireless Kyber are
compatible with all three Kyber parameters sets presented
in Table 1. These parameter sets differentiate only in the
value of k € {2,3,4}, and k remains unaffected by the
changes on the error distribution. The primary focus is on
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the Kyber768 parameter set, as it is labeled as recommended,
while Kyber512 is labeled as light and Kyber1024 as
paranoid.

B. OTHER MODIFICATIONS

Equations (2a) and (2b) show the compression and decom-
pression functions employed in the Kyber cryptosystem.
During the execution of a key exchange of Kyber, the
Compress,, function is utilized to compress the ciphertext
during encapsulation. This function is also used during
decryption to transform the plaintext from a polynomial back
to a bit string, and to erase the error added during the whole
key exchange process. It is important to differentiate between
these two applications. While the utilization of Compress,
during the decryption is required for this process to work, the
compression of the ciphertext is only considered to enhance
the performance. The adaptations introduced in WKyber have
an negative impact on the applicability of Compress,.

A ciphertext of Kyber is conformed of a vector of
polynomials u and a polynomial v, with coefficients in the
finite field Zy with ¢ = 3329. The Compress, function
reduces the size of each coefficient from module g to the
parameters (dy, d,) = (10, 4) (see Table 1). The bit reduction
applied by the compression function includes a few steps
described as follows. If d, = 10, the interval [0, g — 1]
is quantified into 2! sub-intervals, and subsequently, each
integer in [0, g — 1] is rounded to the nearest division. Given
that the alphabet left has 210 total words, it can be expressed
as 10-bits words, ordered by size.

The compression of Kyber supposes adding an error to
each coefficient of any ciphertext. This approach is deemed
feasible due to the fact that the errors introduced are
eliminated at the conclusion of the decryption process. In the
case of WKyber PKE, none of the proposed versions is
compatible with this function, since its design relies on the
transmission of the whole 12 bits of each coefficient of the
ciphertext. In order to apply the BCH code and recover the
initial 10 bits as well as to send the last two bits with a lower
SNR, and add the error in this way, it is necessary to send
12 bits in total. Consequently, the Compress,, function does
not work with the introduced modifications.

The error added by the Compress, function is not
considered in the security analysis, therefore not using this
function does not affect the assumption that the WKyber
scheme as a whole resembles a standard Kyber instance with a
different error distribution. However, it is acknowledged that
the error generated by the compression function is considered
in the calculation of the error probability of the cryptosystem.
Thus, if this error is eliminated, the probability error during a
key exchange is reduced.

The adaptation of Kyber to this wireless implementation
requires a new definition of the ciphertext, using the noise of
the wireless communications channel to generate the errors.
In the case of WKyber PKE V1, ¢’ and ¢ are generated by the
channel, as well as the error e in the key generation algorithm
for WKyber PKE V2. Instead of sending the ciphertext
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composed of (u, v) where

u=Compress, (ATS’—i-e/, du) , (18a)

v=Compress, (st/ +e” +Decompress, (m, 1), d\,) ,
(18b)

the ciphertext is sent without adding an error sampled from
the BB, distribution.

Consequently, the ciphertext in both WKyber versions
consists in the pair (uwg , wwk ), where

UwWgK = ATS/, (19a)

vwk = bTs + Decompress, (m, 1). (19b)

In the case of WKyber V2, a similar modification is also
applied to the public key. In previous versions of the standard
Kyber, the public key had a compression, but this is removed
in the final draft of the cryptosystem [36], and in the final
NIST standard draft of ML-KEM [9]. The public key of
Kyber is defined as pkgyper = (seeds,b = As + e).
In the case of WKyber V2 the error is also added through
the channel, hence the information sent is pkwgyperva =
(seedy, As).

C. SECURITY AND ERROR DISTRIBUTION

In this section, a detailed analysis of the security of both
versions of the WKyber cryptosystem is presented. The
fundamental argument supporting the security of WKyber
is based on the premise that Kyber is regarded as a secure
cryptosystem and that the modifications introduced do not
compromise the original security.

The evaluation of Post-Quantum Cryptography (PQC)
cryptosystems is typically conducted considering three
primary aspects: semantic security, the underlying hardness
of the mathematical problem, and the security of the
implementations. CRYSTALS Kyber

The FO* transformation applied in the original scheme is
also considered for WKyber KEM V1, thereby ensuring that
semantic security remains unaltered. Consequently, the focus
is directed towards proving that the PKE of both versions
of WKyber are IND-CPA secure. The security of Kyber’s
mathematical foundation derives from the fact that Kyber
PKE generates keys and ciphertexts that are instances of
the LWE problem, meaning that its security is based on the
computational difficulty of solving these instances. Kyber
PKE’s security reduction can be also be considered for the
two versions of WKyber PKE, but only if the hardness of
the LWE problem is equivalent for the AWGN channel error
distribution.

The LWE and MLWE problems are stated with parameters
g, n, k and (11, 1n2), and the additional hidden parameter m.
The n; parameters denote the range of the error distributions
used in the cryptosystem. In the ML-KEM documenta-
tion [9], the error distribution is defined as a discrete
binomial distribution centered at the origin, with values

VOLUME 13, 2025



M. A. G. de la Torre et al.: Post-Quantum Wireless-Based Key Encapsulation Mechanism

IEEE Access

in the interval [—n;, n;]. However, the general formulation
of the LWE problem models, the error distribution as a
centered Gaussian distribution. The first version of Kyber
submitted to NIST followed this convention, but in the second
round of the NIST PQC call, the authors proposed to use
a centered binomial distribution to sample the LWE errors,
as its implementation is much easier and does not harm the
security of the cryptosystem. In the third round submission of
Kyber [10], it is stated that the execution of the best attacks
against the cryptosystem does not depend on the nature of
the error distribution, but on its standard deviation. Before
Kyber, another lattice-based cryptosystem called NewHope
proposed the change of error distribution, from a Gaussian to
a binomial in [37]. The literature further presents examples
of works changing the model of the error distribution, like
FrodoKEM [38] that defines a specific error distribution for
this cryptosystem. As stated in Lemma 5.5 of the FrodoKEM
documentation, the alteration in error distribution requires an
additional security reduction.

To solve the LWE problem, two attacks are considered to
be viable strategies 1) the dual and 2) the primal attack, where
in the case of Kyber, the authors considered two estimation
strategies. First, the Core-Shortest Vector Problem (SVP) [37]
primal attack strategy was included as a cost measurement in
Kyber’s security analysis, which consists in only taking into
account the cost of a single call to an SVP oracle in a fixed
dimension. Therefore, it is seen as a pessimistic estimation.

Hardness Against SNR
240 T T
—@— Wireless Kyber V1
L —— Wireless Kyber V2
230 - — — — Kyber768
————— NIST Level 3 (AES192)

210 - B

200 - B

Cost of the attack. log, cycles
T

190 - b

180 - I
—15 -10 -5 0

SNR [dB]

FIGURE 3. Cost of the dual attack against LWE samples of WKyber PKE V1
and V2 in comparison to standard Kyber and NIST level 3 security bound
(AES192).

The dual attack [39], [40] is the second main strategy
to solve a LWE instance, in particular the LWE decision
problem. The cost of the dual attack gives an estimation
that fits better the comparison with the NIST security levels.
In contrast, the estimations for the original Kyber with the
CoreSVP methodology do not reach the corresponding target
level of security on any parameter set. Both Kyber and ML-
KEM estimate the security level of each parameter set as the
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CoreSVP Hardness Against SNR
210 . T

—@— Wireless Kyber V1
—&— Wireless Kyber V2
— — — Kyber768

200"
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[log,] of cycles
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Cost of the attack.

160 L
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FIGURE 4. Cost of using the primal CoreSVP strategy against LWE samples
of WKyber PKE V1 and V2 in comparison to standard Kyber.

hardness associated with such parameters against the dual
attack, i.e. cost of running the attack.

To obtain an equivalent security evaluation for WKyber,
the open source lattice estimator presented in [39] and [41]
was used. It provides various estimations of the complexity
of solving a designated LWE instance, based on diverse
strategies, criteria, and publications. This tool facilitates the
selection of a LWE parameter set, with the option to define
distinct distributions of error. In particular, the cost of the
dual or primal attacks can be estimated for any given LWE
parameter set. Additionally, the calculus of the cost of other
attacks, based on more recent publications, is included in the
estimator. The hybrid attack, proposed in [42], is relevant due
to its better performance in some cases, hence it is included
in the security analysis.

The AWGN channel distribution considered in WKyber
was introduced in the lattice estimator [39] as a LWE error
distribution that generates e, ¢’ and ¢”. The cost of the dual,
primal and hybrid attack was calculated using the estimator,
creating LWE parameters corresponding to WKyber PKE
V1, WKyber PKE V2 and Kyber PKE. Tables 5 and 6 show
the results of the estimator, including between brackets, the
cost of the attacks against Kyber presented in the reference
documentation.

To analyze the effect of the change of error distribution,
Table 5 compares the computational cost of solving the LWE
problem using the attacks previously presented against the
instances of Kyber PKE and WKyber PKE V1, the latter
transmitted with a SNR of —10 dB. Although this particular
SNR was chosen for analysis, it is important to note that
other values could also be selected. This can be observed
in Figures 3 and 4, which illustrate that the change in the
error distribution does not compromise the hardness of LWE
instances up to SNR of —5 dB. The cost of the attacks
is evaluated in terms of CPU cycles; also, some specific
algorithms have also a exponential cost of memory.
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When the error distribution of the PQ-cryptosystems Kyber
or NewHope was modified [10], [37], it was argued that the
security was unaffected as long as the standard deviation
remained the same. This argument is reinforced in the
estimator presented in [39], since only the standard deviation
is used in the calculus of the cost of solving LWE. Therefore,
if the distribution is changed to a different one with higher
standard deviation, the cost of solving the problem also rises.
The binomial distribution presented in the original parameter
sets has a standard deviation of 1. The standard deviation
of the channel error distribution is determined by Eq. (15),
depending upon the SNR. Consequently, the estimations of
the cost of solving WKyber instances vary according to the
SNR utilized to transmit the two least significant bits. A lower
standard deviation corresponds to a lower cost of attacks, and
conversely, a higher SNR is associated with a lower security
estimation. The SNR considered for the results presented in
Figures 3 and 4 ranges from —15 dB to 0 dB.

These results demonstrate that under optimal SNR con-
ditions the security of WKyber is equivalent to that of
standard Kyber. The cost of the dual attack as a function
of the SNR is presented in Figure 3. WKyber PKE VI
and V2 achieve a higher degree of security than Kyber for
an SNR in the ranges [—15 dB, —5 dB], and [—15 dB,
—9 dB] respectively. Furthermore, a comparison between the
hardness of WKyber LWE instances and the computational
cost of solving AES192 is presented, revealing a wider range
of secure SNR values.

TABLE 5. Hardness (log, of cycles) of the instances presented by SotA
Kyber and proposed WKyber PKE V2 at —10dB>.

| [ Kyber512 [WKyber VI k = 2|

TABLE 6. Hardness (log, of cycles) of the instances presented by SotA

Kyber and proposed WKyber PKE V2 at —10dB>.

| Kyber512 [WKyber V2 k = 2]

CoreSVP classical| 115(118) 120
Dual attack | 146.2(151.5) 1515
Dual hybrid attack 135.3 140.8
| | Kyber768 [WKyber V2 k = 2]
CoreSVP classical 182.2 195.3
Dual attack ~ [214.2(215.1) 227.8
Dual hybrid attack 196.1 208.9
| | Kyber1024 [WKyber V2 k = 2]
CoreSVP classical| 255.2(256) 272.7
Dual attack  |288.6(287.3) 306.5
Dual hybrid attack 262.4 279.3

in Kyber768 has a standard deviation of 1, and for SNR
> —5 dB, the standard deviation of the error distribution of
the channel exceeds 1.

D. ERROR PROBABILITY

Kyber/ML-KEM are probabilistic cryptosystems, a charac-
teristic shared by the majority of LWE-based cryptosystems,
this implies an inherent probability of error in the exchange
of information and data, which has a significant impact on
the final error probability of the cryptosystem. Therefore, this
section is dedicated on analyzing the error probability of the
WKyber cryptosystem.

TABLE 7. Error probability of Kyber and WKyber PKE V1/V2
(SNR=—10dB).

Error probability (log,)

Kyber512 -139
WKyber V1 k =2 -219.1
WKyber V2 k = 2 -198.7

Kyber768 -164
WKyber V1 k = 3 -227.2
WKyber V2 k =3 -138.5

Kyber1024 -175
WKyber V1 k =4 -174
WKyber V2 k =4 -105.2

CoreSVP classical| 115(118) 119.4
Dual attack  [146.2(151.5) 150.9
Dual hybrid attack 135.3 140
| | Kyber768 |[WKyber V1 k = 3|
CoreSVP classical 182.2 188
Dual attack  |214.2(215.1) 220.5
Dual hybrid attack 196.1 190.3
| | Kyber1024 [WKyber V1 k = 4|
CoreSVP classical | 255.2(256) 263.1
Dual attack  |288.6(287.3) 296.9
Dual hybrid attack 262.4 268.5

Figure 4 shows the cost of the primal attack against
WKyber PKE and the standard Kyber, assuming the CoreSVP
strategy. As can be appreciated, the results for SNR lower
than —5 dB are, again, better than the respective results of
Kyber, thereby ensuring a consistent level of security.

The analysis indicates that the standard deviation sig-
nificantly impacts the performance of cryptanalysis against
LWE. As previously explained and further elaborated in the
Kyber submission, the performance of the cryptanalysis with
respect to the error distribution is primarily influenced by
the standard deviation. The binomial distribution employed
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The designers of Kyber present a Python script to calculate
the error probability of the cryptosystem. This script was
adapted to include the change in error distribution and the
absence of compression. The change in the error distribution
increases the probability of error; however, not applying the
compression significantly mitigates this effect. As expected,
the error probability of WKyber is higher than the one from
the original cryptosystem. This is due to the fact that the range
of the binomial distribution used in Kyber is [—2, 2], while
the channel error distribution range varies with the SNR. The
security analysis in Subsection IV-C shows that if the error
distribution has a wider range, the complexity of the LWE
instances is enhanced. In the case of WKyber, the security in
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terms of cost of attacks is higher than the same of Kyber, but
also the error probability is higher. Not using the Compress,
function on ciphertexts means a loss in performance, given
the necessity to transmit longer bit strings. However, from a
security standpoint the absence of compression results in a
reduction in the error probability.

The error probability of Kyber derives from the following
expression

Decompress, (m, 1) + e's' —sTe' +¢' +e,+e, (20

where the coefficients of e, €/, s, s’, and ¢’ are sampled

using the error distribution of the cryptosystem, and e, and e,
represent the error introduced during the compression. In the
case of WKyber, as discussed in section IV-B, it is important
to note that the compression is not applied, hence this error
is not considered. Since the error of compression is not
considered in the security analysis of the original submission
of Kyber [10], the omission of this function does not affect the
security of WKyber. Table 7 shows the probability of error in
a key exchange for both, the original Kyber and the proposed
WKyber versions. It can be appreciated that the version 1 of
WKyber exhibits a lower error probability than the original
scheme. On the other hand, the version 2 of WKyber presents
a higher error probability than Kyber, however this can be
mitigated using a higher SNR still in the secure range between
—10dB and —5 dB.

Despite the inclusion of the BCH code for error correction,
there is still a chance that will not be able to correct
all errors. As presented in IV-B, the first 10 bits of each
polynomial coefficient are coded before their transmission,
adding redundant bits which add the capacity to correct up to
5 errors. The probability of a codeword not being correctly
decoded was defined in Eq. (17), while Figure 5 represents
the errors of the key exchange vs. the SNR.

WKyber Key Error Rate vs SNR

—@— k =3, IND-CCA
—m— k = 3, IND-CPA
1071 &

1073 &

1071 b

Key Error Probability

107° |

106 L

10-7 I L
5 6 7 8 9 10 11 12 13 14 15

SNR [dB]

FIGURE 5. KER for the WKyber 768 V1/V2 system under various SNRs and
values of k.

The schemes presented in Tables 3 and 4 define two
SNR values on each communication, one for the ten
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most significant bits of each coefficient, which controls
the decoding error probability, and one for the two least
significant bits, which control the hardness of the system.
As demonstrated in Figure 5, utilizing higher SNR results
in a reduced error probability. It is notable that, for SNR =
15 dB, the error function falls in Figure 5 under the numerical
underflow. In summary, managing the power profile utilized
during a WKyber is imperative avoid errors and maintain
security, as the SNR achieved for the BCH words must be
greater than 10 dB, and the one for the last two bits of
each coefficient are transmitted to be below —5 dB to avoid
security losses, and keep negligible the error probability of
the scheme.

E. A NOTE ON IMPLEMENTATION REQUIREMENTS

In this subsection the feasibility of the proposed WKyber
schemes is analyzed. The first requirement to implement
WKyber is the adaptation of the underlying mathematical
functions, like Number Theoretical Transform (NTT) multi-
plication and other lattice arithmetics, to a physical/hardware
implementation; ideally, an implementation contained in a
hardware security module. This is, however, a well known
reality for the adoption of post-quantum cryptography, spe-
cially in IoT. As hardware implementations of cryptographic
primitives generally perform better, those are currently
demanded for some implementation of Kyber. In this regard,
therefore, it can be said that WKyber demands no additional
cryptographic requirements compared to currently used
methods.

Next, in order to address the overhead associated with
implementing WKyber in comparison to standard Kyber,
one can look into the efficiency of both approaches with
respect to requirements in terms of transmitted information.
Considering an implementation over Bluetooth 5.0 as an
example, the efficiency of the WKyber scheme can be
estimated at #_%2 ~ 67%, which follows from the encoding
scheme employed, namely, BCH coding of 10 bit codewords
into 15 bits, rounded up to 16 due to the 4QAM modulation,
plus the lower 2-bit word. In comparison, it is known [43],
[44], [45] that under 1 MBit/s and 2 Mbit/s raw transmission,
Bluetooth Low Energy (BLE) achieves efficiencies of 23%—
48% bits, and 19%—-68% bits, respectively. In other words, the
spectral efficiency of WKyber can be said to be comparable
to the highest achievable by the most recent and advanced
version of BLE, which is one of the key wireless technologies
for IoT applications.

The standard Kyber scheme requires the implementation
of an auxiliary error function in order to generate the errors
added to the messages and keys. In contrast, under WKyber
V1, the call to the binomial distribution for the error of
the ciphertext is not required, while under WKyber V2
the equivalent call is also not needed during the execution
of the key generation algorithm, which implicates that
WKyber is more efficient and can run faster than standard
Kyber.
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Finally, it should be noted that issues such as added latency
by using a PQ scheme are also mitigated due to the efficiency
of communication mentioned earlier, meaning that standard
Kyber requires error-free channel, while WKyber does not.
As for the latency associated with key establishment, this is
inevitable when adopting PQ schemes [9], as it is already
well known that keys, signatures and the messages needed
to exchange them are longer than those in pre-quantum
cryptography [46], [47]. In other words, by limiting the
overhead at the transport layer, the overall impact is lowered,
and latency gains/losses due to computational complexity of
the WKyber algorithm are not relevant, since the highest
complexity operations are the generation of the public key
matrix A and its multiplication with the generated secret.

V. CONCLUSION

The field of crypto-security is currently at a compromised and
convulsive moment. Various authorities and standardization
bodies are calling for a transition to post-quantum cryptog-
raphy and the adoption of hybrid systems. Following this
trend, we propose a combination of the first standard adopted
by NIST, CRYSTALS-Kyber, and the use of the physical
security layer. Public key encryption is among the subjects
most affected by the quantum threat and algorithms such as
ElGamal, RSA and those based on elliptic curves will no
longer be secure. The proposal of Wireless Kyber can be seen
as a step in the post-quantum transition with the possibility of
replacing those algorithms in wireless IoT devices. A viable
adaptation makes use of BCH codes in the error correction
section, and of signal strength manipulation to introduce an
error in each coefficient, very similar to that of the Kyber
cryptosystem. Finally, the security and error probability of
WKyber have been analyzed to assess the feasibility of the
cryptosystem, with the conclusion that if the SNR difference
is sufficiently high, a secure exchange, analogous to the
original Kyber key exchange, can be maintained. Future work
includes implementing WKyber in hardware and researching
possible vulnerabilities. In particular, to investigate whether
the use of the Gaussian channel in a hardware implementation
can compromise the original Kyber security, and if new
side-channel attacks on this implementation are feasible.
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