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Abstract
Code-based cryptography is currently the second most promising post-quantum mathematical tool for quantum-resistant
algorithms. Since in 2022 the first post-quantum standard Key Encapsulation Mechanism, Kyber (a latticed-based algorithm),
was selected to be established as standard, and after that the National Institute of Standards and Technology post-quantum
standardization call focused in code-based cryptosystems. Three of the four candidates that remain in the fourth round
are code-based algorithms. In fact, the only non-code-based algorithm (SIKE) is now considered vulnerable. Due to this
landscape, it is crucial to update previous results about these algorithms and their functioning. The Fujisaki-Okamoto
transformation is a key part of the study of post-quantum algorithms and in this work we focus our analysis on Classic
McEliece, BIKE and HQC proposals, and how they apply this transformation to obtain IND-CCA semantic security. Since
after security the most important parameter in the evaluation of the algorithms is performance, we have compared the
performance of the code-based algorithms of the NIST call considering the same architecture for all of them.

Keywords: code-based cryptography, Fujisaki-Okamoto transformation, key encapsulation mechanism, post-quantum
cryptography, public key encryption

1 Introduction

Post-quantum cryptography has increased in relevance in the past years and it is expected to keep
growing in the near future. One of the main references in post-quantum cryptography advances
is the National Institute of Standards and Technology (NIST) Post-Quantum (PQ) standardization
process [12]. This process started after Shor published two quantum algorithms [14] allowing
quantum computers to break the asymmetric cryptosystems whose security is based on the integer
factorization or discrete logarithm problems. The NIST call started in 2016 and currently, in 2023,
it is in the fourth round of evaluation. In summer 2022 CRISTALS-Kyber was announced as the
first candidate to be standardized in the Public Key Encryption/Key Encapsulation Mechanism
(PKE/KEM) cathegory. From the beginning, the NIST announced that it would like to establish more
than one standard, each based on a different mathematical tool. Apart from lattices, there were other
four different tools with quantum-resistant problems. Nevertheless, today only two of them remind:
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2 Analysis of Code-Based Algorithms of the NIST PQ Call

lattices and hash functions. The third tool, error-correcting codes, is still under scrutiny once the
fourth round has started.

The Fujisaki-Okamoto (FO) transformation is a general structure that transforms a sufficiently
secure PKE to a highly secure KEM. Since the first introduction of this transformation [6], there
are several generalizations and in-depth studies about it. From the initial conditions to the security
reduction, all the aspects of this transformation play a key role in the final conception of a cryp-
tosystem. In Post-Quantum Cryptography (PQC) this transformation is used for all the PKE/KEM
candidates of the NIST call, therefore studying it gives a good comprehension of the algorithms.

This work is the expansion of a previous study presented to the 15th International Conference
on Computational Intelligence in Security for Information Systems (CISIS 2022) [7]. It also
completes our study of the FO transformation, along with publication [8], which looks at how the
transformation applies to PQ lattice-based algorithms. The initial submission studied the version of
the FO transformation applied to the code-based algorithms of the third round of the NIST call.
These algorithms, Classic McEliece, BIKE and HQC, are currently under new study in the fourth
round. Some changes were introduced in the fourth round submissions, related with the application
of the FO transformation, which we analyze in this work. Also, a performance analysis of the latest
version of the algorithms presented to NIST is included. This analysis allows to study the second
criteria established by NIST for the evaluation of the algorithms, preferring short computational
times and short sizes of keys and ciphertexts.

The rest of this paper is organized as follows. In Section 2 the theoretical background on code-
based cryptography is introduced. In Section 3 we study how the different variants of the FO
transformation are used in the code-based algorithms of the NIST call. Section 4 includes our results
on the performance of the algorithms. Lastly, in Section 5 we present our conclusions for this study.

2 Theoretical background

2.1 Security definitions

To understand the FO transformation it is essential to remain aware of the different security notions
involved. This transformation induces what is called a security reduction, meaning that the resulting
KEM is, for a certain security notion, at least as hard to break as a bound that factors in the hardness
of the underlying PKE. There are two main security definitions relevant in the study of the FO-
transformation: One-Way (OW) and Indistinguishability (IND) security. OW security consists in the
difficulty of finding the plaintext that corresponds to a certain ciphertext. The simplest definition of
OW-security is called One Way Chosen Plaintext Attacks (OW-CPA) and the attack consists in the
definition that was just provided above. Other definitions of OW-security notions consider specific
oracles that the attacker can use, but those are not involved in the transformations applied to code-
based algorithms, hence these definitions fall out of our range of study. These security definitions
can be consulted in [8].

The strong security notions widely considered are the ones called INDistinguishability under
Chosen Plaintext Attack (IND-CPA) and INDistinguishability under Adaptive Chosen Ciphertext
Attack (IND-CCA). These notions of security also define an adversary with a certain amount of
resources and the security of the cryptosystem consists in the inverse of the probability of success
of this adversary. The difference between the OW- and the IND-security is in the game proposed to
the adversary. So, given two plaintexts and a ciphertext, the adversary is asked to choose, between
the plaintexts, which one corresponds to the given ciphertext. During the process of generating the
plaintexts and the ciphertext, and the choosing process, the attacker has access to oracles, being the
number of guesses another parameter. The definition of IND-CCA security consists in defining an
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Analysis of Code-Based Algorithms of the NIST PQ Call 3

IND-CPA adversary that also has access to the decryption oracle (this oracle can not decrypt the
challenged ciphertext).

When a security reduction is considered, it is desirable that the reduction is tight (see [13]). In the
context of the FO transformation this means that for any attacker A against KEM security running
at time t, there exists an attacker B against PKE security running at time t′ such that AdvKEM(A) ≤
AdvPKE(B), where AdvALG(A) denotes the advantage of an attacker, A, against ALG in terms of the
probability of success, and t ≈ t′.

In this work, we consider that a Probabilistic PKE (PPKE) is a set π = {G′, E ,D, M , R}, where G′,
E and D are the key generation, the encryption and the decryption algorithms, respectively. The set
M is the set of possible messages and R is an optional randomness set. If the PKE is Deterministic
(DPKE), then R is not considered. M can be omitted, to reduce the notation, in case it is not necessary
to specify it. Moreover, we denote by κ = {G, Ec,Dc} a generic KEM, where G, Ec and Dc are the
key generation, the encapsulation and the decapsulation algorithms, respectively. The correctness of
a PKE is related to the probability of generating invalid ciphertexts, i.e., ciphertexts generated by the
encryption algorithm so that, if the decryption algorithm takes them as input, then it outputs an error:
⊥. A PKE is said to be perfectly correct if for any pair of public-private keys, (pk, sk), generated by
G′, and for any m ∈ M , it is fulfilled that Pr[D(sk, c) = m : c = E(pk, m)] = 1.

2.2 Code-based encryption

The theory of error-correcting codes is a mathematical speciality that allows to detect and to correct
the possible errors produced when any information is transmitted. The errors can be due to noise,
alteration, etc. This mathematical tool permits the receiver to recover the original information even
if some of its bits have been erased or modified. This is done by adding redundant information,
sometimes called parity check, by using matrix algebra over finite fields, Fp.

In the encoding/decoding process only certain strings of bits (called codewords) are valid
ciphertexts. A distance defined between valid codewords in the code space allows the user to estimate
if a received codeword is valid or might be corrected to a valid one. The most commonly used
distance is the Hamming distance, i.e., the number of different bits between two bit strings. In this
work, the plaintexts are presented as binary strings, the binary field is denoted as F2, and the cyclic
polynomial ring defined for n ∈ N is denoted as R = F2[x]/(xn − 1).

3 FO transformation application in code-based algorithms

All the finalist and alternative post-quantum encryption schemes in the fourth round of the NIST
call in the PKE/KEM chapter use the FO transformation. So, we will study how this transformation
and some modifications of it are used in the code-based proposals. All the three proposals presented
in this section use hash functions as cryptographic primitives, which will be denoted as Hi in the
following algorithms, where i is an index that differentiates among the different hash functions used
in a single proposal. In order to facilitate the understanding of the algorithms and functions, for each
proposal we will keep its original notation.

3.1 Classic McEliece

Classic McElice [2] is a proposal based in the first code-based public-key cryptosystem, introduced
by McEliece in [11]. Its security depends on binary Goppa codes; in particular, the public key is
a random binary Goppa code. A ciphertext consists in a codeword with errors and the decoding
process eliminates these errors. Classic McEliece is the only algorithm studied in this work that was
a finalist in both the third and fourth (and current) rounds of the NIST call. It seems like a very
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4 Analysis of Code-Based Algorithms of the NIST PQ Call

promising candidate and some of the changes introduced may slightly improve its performance. The
parameters considered are the following:

– A positive integer m, that also defines a parameter q = 2m.
– Two positive integers n, t, so that n ≤ q and t ≥ 2 with m · t < n. This also defines the

parameter k = n − m · t.
– A monic irreducible polynomial f (z) ∈ F2[z] of degree m. This defines a representation

F2[z]/f (z) of the field Fq.
– A monic irreducible polynomial F(y) ∈ Fq[y] of degree t. This defines a representation

Fq[y]/F(y) of the field Fqt = F2mt .
– Integers ν ≥ μ ≥ 0 with ν ≤ k + μ. Both set to 0 if not specified otherwise.

In McEliece’s submission there are a total of ten different parameter sets, which are a high amount
in comparison with other PQ-algorithms. Some of these parameter sets are quite similar; in fact, half
of the parameter sets are defined with ν = μ = 0 and the other half only change ν = 64 and μ = 32.
For example kem/mceliece348864 is defined as: m = 12, n = 3488, t = 64, f (z) = z12 + z3 + 1,
F(y) = y64 + y3 + y + 1 and ν = μ = 0. The parameter set kem/mceliece348864f is defined identi-
cally except for ν = 64, μ = 32. The security levels that each parameter set targets are the following:

Level 1: kem/mceliece348864 and kem/mceliece348864f.
Level 3: kem/mceliece460896 and kem/mceliece460896f.
Level 5: kem/mceliece6688128, kem/mceliece6688128f, kem/mceliece6960119, kem/m-

celiece6960119f, kem/mceliece8192128 and kem/mceliece8192128f.
Since McEliece PKE [2, §2.2] is deterministic (and also perfectly correct) the FO transformation is

a reduced version of the original one, denoted as U 	⊥, which is used with implicit rejection and avoids
the use of the encryption algorithm in the decapsulation. Moreover, the shared secret is defined as
H(1, e, C), where e and C are the plaintext and the ciphertext, respectively. Its IND-CCA security
tightly reduces to the OW-CPA security of the underlying PKE in the Random Oracle Model (ROM)
[4, Th.14.3]. The transformation is modified with the intention of applying both Dent’s and Saito
et al.’s [13, Th 5.2] results, which, originally, take into consideration different KEM constructions.
The submission of Classic McEliece to the NIST states that there is no proper security reduction
theorem in the Quantum ROM (QROM) for the transformation applied. However, the results from
Saito et al. [13] can be applied to support the security of this proposal. Algorithm 1 shows how the
U	⊥ transformation is applied.

Classic McEliece KEM proposal executes the PKE algorithms: the Key Generation algorithm of
the PKE is originally called SeedKeyGen, while the encryption and decryption algorithms are called
Encode and Decode, respectively. Other functions used are: FixedWeight that generates a vector e ∈
F

n
2 of weight t, and a hash function H . Also, the symbol Γ describes a binary Goppa code of length

n and dimension k, which is part of the secret key and is used to decode the encrypted shared secret.
The transformation that McEliece applies has changed from the third round. Previously, an addi-

tional hash was used, i.e., the hash of the message e was added to the ciphertext and was later used in
the decapsulation. The first QROM security reductions were introduced in [9] using such additional
hash; however, in newer publications [10, 13], security reductions are introduced in the QROM that
do not need the additional hash, and those are the most widely used among the PQ-algorithms.

3.2 BIKE

BIKE (Bit f lipping Key Encapsulation) is a KEM based on Quasi-Cyclic Moderate Density Parity-
Check (QC-MDPC) codes [3]. In the third round of the NIST call, BIKE was considered as an
alternative instead of as a finalist, and now, in the fourth round, BIKE is included, offering a wider
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Analysis of Code-Based Algorithms of the NIST PQ Call 5

Algorithm 1 McEliece KEM KeyGeneration, Encapsulation and Decapsulation
McEliece KEM KeyGeneration

δ ← {0, 1}l

(pk, sk) ← SeedKeyGen(δ) [PKE.KeyGen]
return (pk′, sk)

McEliece KEM Encapsulation(pk)

e ← FixedWeight()
C = Encode(e, T) [PKE.Encrypt]
K : = H(1, e, C) [Compute K]
return (C, K)

McEliece KEM Decapsulation(sk, C)

b ← 1
Extract from sk : s ∈ F

n
2 and Γ ′ = (g, α′

0, . . . , α′
n−1)

e = Decode(C, Γ ′) [PKE.Decrypt]
In case of e = ⊥, set e = s and b = 0

K : = H(b, e, C) [Compute K]
return (K)

TABLE 1. BIKE parameter sets

Security level r w t key length (l)

1 12 323 142 134 256
3 24 659 206 199 256
5 40 973 274 264 256

range of code-based possibilities. The underlying PKE scheme is claimed to reach IND-CPA security
(confirmed in [5]). Then the FO	⊥ transformation is applied to reach IND-CCA security, however the
security reduction depends heavily on the δ-correctness of the decoder. In the submission to NIST, a
sufficiently secure decoder is presented.

Table 1 shows the parameters that define BIKE: The block size r (the code length n = 2r), the
row weight w ≈ √

n (w even and w/2 odd) and the error weight t ≈ √
n. Based on these parameters,

BIKE submission presents three parameter sets, targeting the levels 1, 3 and 5 of security established
by NIST.

Due to the possibility of not reaching IND-CCA security, in BIKE submission it is suggested to
use ephemeral keys, i.e., to consider a fresh public/private key pair for every key exchange session,
for which an IND-CPA security is sufficient (models using the same key pair more than once require
IND-CCA security).

In BIKE’s submission it is claimed that it applies the FO	⊥ transformation, which is defined by
two basic transformations T and U	⊥. Nevertheless, it is not formally defined an underlying PKE to
which the transformation be applied. For the sake of similarity with the other code-based proposals,
we have considered the following functions: KeyGenPr, EncryptPr(pk, e) and DecryptPr(sk, C)

(see Algorithm 2). These functions are not defined in BIKE; however, we defined them as the
algorithms that comprehend a PKE π such that FO 	⊥[π ] = BIKE. In [5] an underlying PKE for
BIKE reversing the FO	⊥ that perfectly fits this definition is considered. Moreover, it is defined the
set Hω = {(h0, h1) ∈ R × R : |h0| = |h1| = w/2}, where w is one of the parameters [3].
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6 Analysis of Code-Based Algorithms of the NIST PQ Call

TABLE 2. HQC parameter sets

Security level n1 n2 n w wr = we

1 46 384 17 669 66 75
3 56 640 35 851 100 114
5 90 640 57 637 131 149

Initially, in the KeyGeneration algorithm, as part of the U	⊥ transformation, it is sampled a pseudo-
random message σ . During the encapsulation, the randomness that is used in the coding process
(EncryptPr) is generated by using the hash of the chosen e. This is part of the T transformation and
makes BIKE deterministic. Also, in the encapsulation, the shared secret K : = H1(m, c) is defined
depending on both, the ciphertext and the plaintext. Finally, in the decapsulation it is only checked if
e′(m) = H2(m′). This process does not suppose a re-encryption and it belongs to the transformation
U	⊥.

Algorithm 2 BIKE KEM KeyGeneration, Encapsulation and Decapsulation
BIKE KEM KeyGeneration

h0, h1, h1 · h−1
0 ← KeyGenPr() [PKE.KeyGen]

σ ← M [PrimitivesKG]
return (pk : = h, sk : = (h0, h1, σ))

BIKE KEM Encapsulation(pk)

m ← {0, 1}l [PrimitivesEncaps]
c ← EncryptPr(pk, m) [PKE.Encrypt]
K : = H1(m, c) [Define K]
return (K, c)

BIKE KEM Decapsulation(sk, C)

Parse c = (c0, c1) and sk = (h0, h1, σ) [Fix inputs]
m′ ← DecryptPr(c, sk) [PKE.Decrypt]
If e′ = H2(m′), if true then K = H1(m′, c), if not K = H1(σ , c) [Checking]
return (K)

3.3 HQC

HQC (Hamming Quasi-Cyclic) is an efficient encryption scheme also based on coding theory,
whose PKE associated is IND-CPA secure [1,Th.5.1]. HQC applies the Quantum-ROM, QFO⊥,
transformation and it is stated that it reaches IND-CCA security in the ROM [9]. However, in [9],
security proofs are presented only for the transformations QFO⊥

m and QFO	⊥
m . HQC submission also

claims the transformation FO	⊥ could be applied to make the proposal IND-CCA secure in the
QROM [4, 9, 10, 13].

Table 2 shows the HQC parameters for the three levels considered: n1 and n2 are the lengths of
the codes used in the algorithm, n is the length of the ambient space and it is chosen as the smallest
primitive prime greater than n1n2. The weights of the vectors involved in the PKE algorithm are w,
wr and we.
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Analysis of Code-Based Algorithms of the NIST PQ Call 7

Because in case of failure in the Decaps algorithm the output is ⊥ (transformation with explicit
rejection), it is not necessary to modify the KeyGen algorithm, hence it is the same in both HQC
PKE and HQC KEM. In our study the running time considered was the of the PKE Key Generation
algorithm.

Algorithm 3 HQC KEM KeyGen, Encapsulation and Decapsulation
HQC KEM KeyGen

pk, sk ← HQC.PKE.KeyGen() [PKE.KeyGen]
return (pk, sk)

HQC KEM Encapsulation(pk)

Set m ← F
k
n, salt ← F

128
2 and compute θ ← G(e, seed2, salt) [Primitives Encaps]

Parse pk = (seed2, s)
c = HQC.Encrypt(pk, e, θ) [PKE.Ecrypt]
K : = H1(m, c) [Compute K]
d : = H2(m) [Compute d]
return (K, C = (c, d, salt))

HQC KEM Decapsulation(sk, C̄, d, salt)
m′ = HQC.Decrypt(sk, C) [PKE.Decrypt]
Compute θ ′ ← G(m′, seed2, salt) [Re-encryption and compute K]
Compute c′ = HQC.Encrypt(pk, m′, θ ′)
Check if c = c′ or d = H2(m′), if false abort (return ⊥)
Compute K = H1(m′, c′)
return (K)

The QFO⊥ transformation applied in HQC is differentiated from that applied to BIKE and Classic
McElice in that, as it is a transformation with explicit rejection, no pseudo-random sequence is added
to the secret key and, we have commented, the key generation algorithm remains identical for PKE
and KEM. In the encapsulation, we have, as in the previous cases, that the shared secret is defined as
K : = K(m, c). The major difference is in decapsulation, where after re-encrypting the message, in
the case that the generated cipher is not equal to the received cipher, ⊥ is the output of the algorithm.
Furthermore, it can be seen in the Algorithm 3 during the encapsulation is defined d : = H2(m) and
it used in the decapsulation as a signature of e to check its veracity.

4 Performance analysis

After the security of the algorithms, the second most important characteristic to evaluate is their
performance. Performance is measured, principally, in two ways: (1) the length of the ciphertexts and
keys (in bytes) and (2) the time of execution of the algorithms (in cycles). Clearly, the most desirable
situation is to have highly secure algorithms and with good performance. Code-based algorithms
like McEliece were known for a long time, before they were considered as candidates in the NIST
call. The main reason behind the lack of attention to these algorithms in past years comes from their
high computational cost and the large length of their keys.

The length of the ciphertexts and keys is a fixed amount for each parameter set of each
algorithm and such information was presented in each submission. In Table 3 we gather all the
data, based in the target security of each parameter set. In the case of Classic McEliece there are
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8 Analysis of Code-Based Algorithms of the NIST PQ Call

TABLE 3. Public and secret keys, and ciphertext size comparison (in bytes) for code-based
algorithms

Data Sec. Level McEliece BIKE HQC

1 261 120 1 540 2 249
pk 3 524 160 3 082 4 522

5 1 044 992 5 122 7 245
1 6 492 280 40

sk 3 13 608 418 40
5 13 932 580 40
1 96 1 572 4 497

C 3 156 3 114 9 042
5 208 5 154 14 485

six parameter sets targeting the level 5 security, but we only present the sizes for the parameter set
kem/mceliece6688128, which is the one that we have considered in our performance analysis.

In the submission of each algorithm the times of execution of the KEM algorithms (key generation,
encapsulation and decapsulation) are also included. However, since the data were obtained using
different devices and architectures, it is not reasonable to establish comparisons between them. In
fact, the computers used to run BIKE and HQC were considerably different, and the one used in
BIKE had very limited computing power. To be able to make a fair comparison of the algorithms,
we will run all three on the same device and architecture.

The platform used for all the tests was Ubuntu 20.04.1 LTS, Intel Core i7 − 4790 CPU
@3.60Ghz; 4 Cores; 8 Threads, RAM 16Gb, motherboard Q87M-E (ASUSTeK). To obtain
consistent measurements of the cycles, the Hyper-Threading, Tubo Boost and SpeedStep features
were disabled in the platform. We run a test measuring the number of cycles that takes to execute
each process presented in the Algorithms 1–3 of Section 3. The test runs a total of 1000 times, but to
avoid bias from the background task running on the platform, each instance has been repeated 100
times and has been averaged. We used the NIST reference implementation of the algorithms (https://
csrc.nist.gov/Projects/post-quantum-cryptography/round-4-submissions) and all the tests we present
are for the parameter sets targeting the security level 5.

We have noted that in the encapsulation algorithm of HQC, the primitives involved in defining
the pseudorandomly chosen message were static, generating always the same shared secret. To avoid
this behaviour, we used the C++ random generator as a good enough replacement for this analysis,
only for computational reasons. Next, we present our results of the performance analysis of the three
code-based proposals considered in this work. To concretize the results, we show in several figures
the computational effort needed for each proposal.

In Figure 1a we show the number of cycles needed to execute each algorithm for the McEliece
KEM (see Algorithm 1). It can be appreciated that the larger value is for the KeyGen, whereas
the Encaps is the shorter one with a big difference. Moreover, in Figure 1b, the number of cycles
for each called function for each algorithm, is showed. For the Encaps algorithm such functions
are PKE.Encrypt and Compute K; whereas for the Decaps algorithm they are PKE.Decrypt and
Compute K. As expected, the largest computation time is for the KeyGen algorithm.

In Figure 2a one can observe that the number of cycles to compute the Decaps algorithm is
much bigger than for the other two. In Figure 2b the number of cycles of the different functions
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(a) KEM algorithms (b) Functions in Algorithm 1

FIGURE 1. Classic McEliece KEM performance

(a) KEM algorithms (b) Functions in Algorithm 2

FIGURE 2. BIKE KEM performance

called for each algorithm is showed. For the KeyGen algorithm (see Algorithm 2) the functions
are PKE.KeyGen and PrimitivesKG; for the Encaps algorithm the functions are PrimitivesEncps,
PKE.Encrypt, and Define K; whereas for the Decaps algorithm they are Fix inputs, PKE.Decrypt
and Checking. Clearly, the PKE.Decrypt is the function that needs the largest computation time.

In Figure 3a we show similar results for the HQC proposal (Algorithm 3). In this case, the
three algorithms show a step increase, being the Decaps the one which takes the longest time to
be executed. On the other hand, in Figure 3b, we show the results obtained for the functions in
the HQC proposal. Here, the Encaps algorithm calls the functions Primitive Encaps, PKE.Encrypt,
Comnpute_c, Compute_K and Compute_d, whereas Decaps calls decompress, PKE.Encrypt, and
Re-encryption and K. The process that takes the longest time is the Decaps algorithm, while the
KeyGen is the less time-consuming one.

Finally, Figure 4 shows the execution time, in cycles, of the KEM algorithms for Classic McEliece,
BIKE, and HQC proposals. From it, it can be deduced that the worst case corresponds to Classic
McEliece because it needs more computation time than the other two proposals. Moreover, it is
worthwhile to mention the very large time that it uses to generate its keys, which is due to the
large size of them. In any case, the best behavior in relation to the computational effort corresponds
to HQC.
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(a) KEM algorithms (b) Functions in Algorithm 3

FIGURE 3. HQC KEM performance

FIGURE 4. Performance comparison (cycles) between McEliece, BIKE and HQC

5 Conclusions

We have studied the code-based proposals of the NIST call, Classic McEliece, BIKE and HQC—in
particular, how they apply the FO transformation and their performance. From a security standpoint
this is a crucial analysis, since all three algorithms studied rely in that transformation to obtain, not
only IND-CCA security, but also security in a QROM. In our previous study [7], we mentioned the
possibility of changes in the transformation applied to the code-based algorithms in future versions.
In fact, Classic McEliece has changed this. It is still remarkable that some of the security reductions
quoted in the algorithms submissions do not correspond with the exact version of the transformation
applied.

While the FO is critical for security, it only affects significantly the performance of the algorithms
when the re-encryption is required. The case of HQC is a good example, in Figure 3 it can be
appreciated how the decapsulation takes extra time just to check if the result of the decryption
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is correct. Also, the re-encryption is a target for side-channel attacks, hence the versions of the
transformation without re-encryption are preferable.

Our performance analysis allows to compare the three candidates studied. Clearly, HQC presents
the best results among the three algorithms, since it has the lowest execution time and the public
key sizes are of the same order than those of BIKE (much smaller than in the case of Classic
McEliece). Classic McEliece is the algorithm with the longest computational times and also longest
keys. However, it is a well-known and studied algorithm, without clear weakness known so far. This
makes McEliece more reliable than the other algorithms.
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