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A Security Proposal Based on a Real Time Agent to
Protect Web Services Against DoS Attack

Cristian Pinzén, Angélica Gonzélez, Manuel Rubio, and Javier Bajo

Abstract. This paper describes a novel proposal based on a real time agent to de-
tect and block denial of service attacks within web services environments. The
real time agent incorporates a classification mechanism based on a Case-Base
Reasoning (CBR) model, where the different CBR phases are time bounded. In
addition, the reuse phase of the CBR cycle incorporates a mixture of experts to
choose a specific technique of classification depending on the feature of the attack
and the available time to solve the classification.

Keywords: Multi-agent System, CBR, Web Service, SOAP Message, DoS
attacks.

1 Introduction

New security issues as well as new ways of exploiting inherited old security
threats can become a serious problem to applications based on web services. One
of the threats that is becoming more common within web services environments
and jeopardizes the availability factor is denial of service attack (DoS) [6] [5].
Since web services are a combination of a variety of technologies such as SOAP,
HTTP, and XML, they are vulnerable to different type of attacks. For example, an
attacker sends a malicious request (XML message) to the web service and the
XML message forces the XML parser into an infinite recursion exhausting all
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enabling its use in real time. Additionally, the adaptation phase in the CBR system
that is integrated in the agent proposes a new analysis classification model that is
carried out by a mixture of experts. This new model makes it possible to divide the
complicated classification task into a series of simple subtasks, so that the fusion
of the solutions given by the sub tasks generates the final solution.

Our proposal can be considered as a solid alternative to detect and block DoS
attacks. We continue working to achieve a full prototype and then evaluate it
within several real environments to probe its effectiveness.

Acknowledgments. This work has been supported by the Spanish Ministry of Science and
Innovation TIN 2009-13839-C03-03 and The P.E.P. 2006-2010 IFARHU-SENACYT-
Panama.
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