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Preface

The International Symposium on Distributed Computing and Artificial Intelligence is an
annual forum that brings together ideas, projects, lessons, etc. associated with distrib-
uted computing, artificial intelligence and its applications in different themes. This
meeting has been held at the University of Salamanca from the 22th to the 24th of
October 2008. This symposium has be organized by the Biomedicine, Intelligent Sys-
tem and Educational Technology Research Group (http://bisite.usal.es/) of the Univer-
sity of Salamanca. The technology transfer in this field is still a challenge and for that
reason this type of contributions has been specially considered in this edition. This con-
ference is the forum in which to present application of innovative techniques to complex
problems. The artificial intelligence is changing our society. Its application in distrib-
uted environments, such as the Internet, electronic commerce, mobile communications,
wireless devices, distributed computing, and so on is increasing and is becoming an
element of high added value and economic potential, both industrial and research. These
technologies are changing constantly as a result of the large research and technical effort
being undertaken in both universities and businesses. The exchange of ideas between
scientists and technicians from both academic and business areas is essential to facilitate
the development of systems that meet the demands of today's society.

This symposium has evolved from the Iberoamerican Symposium on Distributed
Computing and continues to grow and prosper in its role as one of the premier confer-
ences devoted to the quickly changing landscape of distributed computing, artificial
intelligence and the application of Al to distributed systems. This year’s technical
program is extremely strong and diverse, with contributions in both established and
evolving areas of research. Submitted papers came from over 16 different countries,
representing a truly “wide area network” of research activity. The DCAI technical pro-
gram includes 88 papers (74 long papers, 12 short papers and 2 doctoral consortium)
selected from a submission pool of 142 papers, from 16 different countries. In addition
to the main DCAI program, DCAI’08 is host to several other events: Third Symposium
of Ubiquitous Computing and Ambient Intelligence 2008, Second International Work-
shop on Practical Applications of Computational Biology & Bioinformatics, and Second
International Workshop on User-Centric Technologies and applications.

We thank the excellent work of the local organization members and also from the
members of the Program Committee for their excellent reviewing work.

October 2008 Juan M. Corchado
Sara Rodriguez

James Llinas

José M. Molina
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in Databases in a Distributed Mode
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Abstract. This paper presents a distributed hierarchical multiagent architecture for detecting
SQL injection attacks against databases. It uses a novel strategy, which is supported by a Case-
Based Reasoning mechanism, which provides to the classifier agents with a great capacity of
learning and adaptation to face this type of attack. The architecture combines strategies of in-
trusion detection systems such as misuse detection and anomaly detection. It has been tested
and the results are presented in this paper.

Keywords: Multi-agent, SQL injection, Security database, case-based reasoning, IDS.

1 Introduction

The exponential growth of the computer network and the increase in the interconnecs
tion between networks has extended the offer of new services within the cyberspace
[1]. The information volume with a sensitive value for the organizations is stored o
information structures denominated databases and this information generally is trans:
mitted across computer network. Databases are the core of many information systems
reason for which databases are increasingly coming under large number of attacks
Every day are founded new vulnerabilities in security systems intended to protect dis
tabases. These vulnerabilities are used by hackers in order to carry out attacks on thes
stored data. A special intrusion type within of databases is the SQL injection attack
which occurs when the intended effect of a SQL sentence is changed by insertiig
SQL keywords or special symbols [2].

Nowadays, the majority of approaches had addressed the problem of SQL injectiol
attack from a centralized perspective, such as the one described by [3] and [2]. How
ever, the solutions are limited to solve only a part of the problem. Regarding thi§
other approaches had implemented strategies based on intrusion detection systemsi
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order to block a SQL injection attack, such as [4] and [5]. These proposals haved
main drawbacks the highest error rate and a limited capacity of learning and adaptiig
when changes occur in the patterns of attacks.

Our proposal aims the SQL injection attacks in a distributed, dynamic and flexi
mode. This proposal is founded in a hierarchical multiagent architecture using agens
based on the BDI (Belief, Desire and Intention) model [6]. Agents are typicallyl
grated into multiagent systems or agent societies, exchanging information and resol¥i
problems in a distributed way [7]. Agents can be characterized through their capaciti
such as autonomy, reactivity, pro-activity, social abilities, reasoning, learning

a machine Jear;

unable to recog
database that requires a dy
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