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ABSTRACT 
In recent years, adolescents have increased the use of interactive 
technologies. These children have more and more technological 
equipment and they commonly use interactive communication. 
This type of communication offers many possibilities and benefits 
to the users, but it also involves disadvantages and dangers that 
are of particular concern in the case of minors: exposure to 
pornography, cyberbullying, sexual harassment or grooming, 
sexting, contact with strangers… In this situation, we should not 
deprive adolescents of the use of digital technologies and 
interactive communication. The solution is to provide them with 
digital skills so they can use these tools safely. Therefore, this 
project aims to increase the digital skills of adolescents with a 
proposal for diagnosis and intervention of digital literacy. This 
project will be implemented through three phases. In the first 
phase we will make a survey to find the level of digital skills of 
children. To do this, we will create and validate a scale of digital 
skills. In the second phase we want to check if the digital literacy 
influences on the degree of gratification obtained with digital 
contents. To do this, we will conduct an experiment. The goal is 
to know if the process for getting children safer involves a 
restriction of the opportunities and advantages of the online 
world. Finally, in the third phase we will consider the results of 
the two previous studies to develop a mobile app to digitally 
literate. To develop this application we will build on the theories 
of persuasion and the strategy of entertainment-education. This 
last phase will be carried out by an experiment. Through it we 
would check if this application is effective for digitally literate, 
and more specifically, whether the narrative persuasion is 
effective for persuading and educating.   

Categories and Subject Descriptors 
J.4 [Social and Behavioral Sciences]: Psychology. 

General Terms 
Design and Experimentation 

Keywords 
Digital literacy, interactive communication, online risks, 
persuasion, entertainment-education 

1. INTRODUCTION AND JUSTIFICATION 
Over the last few years there have appeared a number of actors 
(Internet, mobile phones, video games and other digital devices) 

that influence in many aspects of our lives: leisure, learning, 
work... and also communications [5]. Thus, there have been 
created new social scenarios that change the way in which the 
relationships are being developed. So, today, you can relate 
virtually to anywhere in the world and this has led to major 
changes [30]. 

Teens are fully immersed in this new context of Digital Society 
and they use interactive media massively. In addition, their rooms 
have increased the technological equipment. This has led to the 
bedroom culture: a tendency of children and young people to 
spend more and more time in their rooms with digital and 
communication media [8] This situation causes that parental 
controls in time, contents or uses of the media are much lower 
than previously [20]. 

In any case, in this context is very important the interactive 
communication, or interactive digital communication. According 
to Scolari [37], the interactive communication is the 
communication mediated by digital technologies. This type of 
communication occurs through tools such as instant messaging, 
social networks, email ... and through technologies such as 
computer, mobile phones, video games and the Internet. It may 
also involve users who are strangers, acquaintances, friends, 
family or colleagues [31]. 

Therefore, it is a kind of communication that offers a lot of 
possibilities for the users. Furthermore, it has many benefits. For 
example, it keeps connected individuals in society [31]. However, 
the interactive communication is also associated with 
disadvantages and dangers, which are of particular concern in the 
case of minors. This is because they are a part of the population 
that requires special protection. Consequently, the may not have 
sufficient resources to cope with the dangers and to maximize the 
advantages of the technologies [41]. 

So, despite that "young people are very sophisticated users of 
technology and often lead the way in adapting new technologies 
to everyday use, their technological savvy, combined with the 
ability to be online without much adult supervision, can lead to 
behaviors that are high risk" [1]. When experts talk about these 
risks, they usually refer to exposure to pornography, 
cyberbullying, sexual harassment or grooming, sexting, contact 
with strangers and impersonation [4; 19; 32; 36; 41]. 

Thus, the study EU Kids Online [32] notes that the 15% of 
European children, with ages between 9 and 16 years, has been 
involved in a sexting activity and the 6% has received nasty or 



 

hurtful messages online. Similarly, 1 in 3 children has contacted 
someone who they didn't know face to face and 9% of them has 
met this person. In this sense, according to a study carried out 
with Spaniards between 12 and 17 years old [19], a quarter of 
minors has provided personal information to strangers over the 
net. In addition, 9,7% of these young recognizes to have had their 
identity supplanted to be harmed. 

Moreover, we should note that the risks of interactive 
communication could have serious psychological consequences 
for children. Thus, many studies have shown the existence of a 
link between suffering cyberbullying and suffering anxiety, 
depression, stress, sleep disturbance, feelings of anger and 
frustration, irritability, suicidal ideation, suicide attempts and even 
suicides [12; 13; 23; 43]. Garaigordobil [18] also notes that 
cyberbullying affects health, quality of life, welfare and 
development of the person 

A similar type of effects has the sexting. Thus, the viral and 
nonconsensual spread of sexual images has psychological 
consequences for the victims, but also social and legal 
consequences [27]. So, jokes, insults and rejection may have 
severe psychological effects. In fact, in some cases the humiliation 
and bullying lead the victim to suicide [10]. Similarly, Gáti, 
Tényi, Túry, and Wildmann [21] have demonstrated the existence 
of a relationship between suffering sexual harassment on the 
Internet and suffering eating disorders such as anorexia. 

However, 8% of children does not care about the risks of 
interactive communication and 7% admits not knowing how to 
avoid them. Therefore, García et al. [19] believe that we must 
promote educational policies with the aim to inform children of 
these risks. In the same way, Livingstone et al. [32] believe that 
children should be encouraged to take responsibility for their own 
safety as much as possible, so we must focus on their training. 
Therefore, it is essential to train digital skills in order to achieve 
digital literacy. So, we must encourage this training and safety to 
ensure that all children achieve a basic level. 

Therefore, digital literacy in teens is crucial for the use of digital 
devices. In fact, many authors consider that the more digitally 
literate children are, the more benefits they can get from these 
environments. In addition, they will also know better how to 
address the risks of the network [39]. In this sense, digital literacy 
is more than a simple ability to use software or functions in a 
digital medium. This includes a variety of cognitive, motor, social 
and emotional skills that the user needs to function effectively in a 
digital environment [14]. So, through literacy different skills are 
acquired, such as critical thinking, problem-solving skills, 
personal autonomy and social and communication skills [33]. 
Therefore, digital literacy consist in using a new medium so that it 
provides advantages over other forms of learning and, at the same 
time, be critical and aware of the impact of that environment on 
oneself [40]. 

In this regard, it is important to stress that we cannot deprive 
adolescents of interactive communication and also of the use of 
different digital technologies. In addition, it would be an 
impossible task. However, the solution is to give them the tools to 
be able to use these technologies safely [4]. These tools appear 
with the development of digital skills. That is, through a process 
of digital literacy, children could manage these risks and 
maximize the opportunities offered by interactive communication. 

Therefore, this project aims to increase the digital skills of 
adolescents through two processes: a first process to perform a 
diagnosis of digital skills, and a second process of intervention for 
digital literacy. In this sense, it is very important to review the 
previous research in this field. This is because in recent years 
there have been an increasing number of digital literacy 
researches, and it has also increased the number of researches 
indicating the importance of the digital literacy, as we will discuss 
below. 

2. STATE-OF-THE-ART 
In the last decade there has been a boom in the research related to 
digital and interactive media. Among them, we should note, by 
the relationship with our object of study, the research that 
specifically focus on child and adolescent audiences, like the EU 
Kids Online project. So, there are many studies that analyze the 
characteristics of the use of the digital media by children and 
adolescents, especially the Internet: digital equipment, frequency 
of use, location of access... [6; 9; 20; 24; 36; 41]. But parents and 
educators, and therefore researchers, are particularly concerned 
about the effects, especially negative, that this use may have in 
children. For this reason, there is much research trying to delve 
into the risks of digital media. These studies mainly analyze the 
type of risks that exist [19; 31; 42]), the frequency with which 
they appear [32; 43] and their consequences  [10; 13; 18; 21; 23]. 

Many of these researches conclude alerting parents, political and 
educational authorities... of the importance of taking urgent 
measures to address these risks: parental control, education in 
schools, security filters... In any case, we should not be 
apocalyptic. Given the risks, we can only educate new 
generations. So, minors will not renounce to use the media 
because they will be aware of the risks and potentials [2]. 

Therefore, many experts stress the importance of digital literacy as 
a prevention tool [14, 39]. In this sense, many previous studies 
have addressed the importance of media literacy, which involves 
the development of skills and abilities to communicate, analyze 
and evaluate the media [3; 7; 11]. This is the case of the project in 
which this research is placed: Alfabetización mediática: diseño, 
ejecución y evaluación de un programa de intervención con 
adolescentes. This is a project that aims to increase the media 
literacy of adolescents. To do this, they will design, execute and 
evaluate an intervention program of media literacy. 

In the case of our research, the goal is to increase digital skills. To 
this end, as we have seen above, we will make a proposal for 
diagnosis and intervention of digital literacy. Instead of using a 
classical educational intervention, we will elaborate a mobile 
application with this literacy goal. 

To do this, we will use the strategy of entertainment-education, 
which has become an effective and widely used strategy to 
address health and social problems in recent years [26]. 
Specifically, the strategy of entertainment-education refers to the 
intentional placement of educational content in messages intended 
for entertainment. It is not really a theory of communication, but 
rather a strategy used to disseminate ideas in order to achieve 
social and behavioral change [38]. 

Thus, there is an entertainment product (television series, 
videogames ...) that includes educational contents. It is 
noteworthy that this educational potential can be obtained not 
only through traditional media, but also through interactive media, 
which can also promote the acquisition of concepts, skills, or 



 

attitudes. In any case, we will consider some theories related to 
multimedia learning in the developing of the mobile application: 

• Cognitive Theory of Multimedia Learning [34]: If we 
want an educational software to be effective, it must be 
clear, organized and contain little strange or unknown 
information to the user. Otherwise, this information 
involves a high cognitive effort for the user, so it 
exceeds the limited capacity of working memory. 

• Capacity Theory [17]: It argues that the gap between 
the educational content and the narrative should be 
short. So, they complement each other and do not 
compete for the resources of the working memory. This 
facilitates the understanding of the person. 

The other theoretical framework that will guide the process of the 
elaboration of the application will be the narrative persuasion. 
Many researches have shown that the use of narrative fiction 
produces a greater impact on knowledge, attitudes and behaviors 
related to the health than the traditional format does [22, 28, 35]. 
Specifically, it has been found that transportation and 
identification with the characters are particularly effective in 
producing cognitive and emotional effects that involve attitudinal 
and behavioral changes. In this sense, the goal of research on 
narrative persuasion is to analyze the influence of fictional 
narratives in attitudes and behavior.  

Moreover, in recent years there have been developed some models 
that attempt to explain how this incidental persuasion through 
fictional narratives occurs: theory of narrative transportation, the 
elaboration likelihood model and the extended parallel process 
model [26]. In all these theories, both narrative transportation 
(which causes a decline in critical thinking or reflection during the 
exposure to fictional story) and identification with the characters 
(which causes the viewer to be unable to generate criticism and 
counterarguments) play an important role in the processes of 
narrative persuasion. Therefore, in order to create the interactive 
product, these concepts and explanatory models will be essential 
to create an effective content. 

In conclusion, due to narrative formats can be a valuable tool for 
prevention, we will develop an interactive mobile app with a 
narrative content. To do this, we will build on the strategy of 
entertainment-education and the narrative persuasion research. 

3. RESEARCH OBJECTIVE GOALS 
The overall goal of this project is: 

Improve digital skills in adolescents with the aim that 
they could afford, without dangers, the risks of 
interactive communication and maximize the 
opportunities that this communication gives to them. 

From this overall goal, we set the following specific goals: 

1) Create a methodological tool, which will be submitted 
to statistical tests of reliability and validity, to assess the 
level of digital skills of a population. 

2) Analyze the role of the digital literacy in the satisfaction 
and gratification obtained with digital contents. 

3) Create a mobile app, based on entertainment-education 
strategy and theories of narrative persuasion, to digitally 
literate. 

4) Analyze the role of narrative persuasion as an effective 
tool to persuade and prevent. 

4. METHODOLOGY 
This project will be conducted on three studies that will be 
complementary to each other and that will be carried out in 
different phases. The first phase of the research will be conducted 
by the survey technique. Because the objective of this work is to 
provide adolescents with digital skills is necessary to know 
previously the level of skills that they have. Thus, we would know 
the characteristics that should have the digital literacy plan that 
we will carry out later. 

In any case, we will develop a questionnaire with a scale which 
will measure the different digital skills. In this regard, scales are 
used to assess complex constructs that cannot be defined easily 
with one quiz question in the questionnaire [25]. In this case, 
digital literacy is such a complex construct. Thus, according to the 
Educational Testing Service [15], digital literacy includes both 
cognitive skills (literacy in general, critical thinking, problem 
solving ...) as well as the application of technical skills and 
knowledge.  

In order to develop this scale of digital skills, we will build on 
previous researches that have developed lists of dimensions and 
indicators to measure skills: visual, media… [3; 15; 29; 39], and 
more specifically in the indicators used to measure digital skills 
[15; 16]. 

A second phase will be seated on the importance that many 
authors give to the fact that the network security doesn't restrict 
the opportunities and benefits of the online world [32; 39]. In this 
case, we will use the experiment technique in order to check 
whether the degree of media literacy influences the degree of 
gratification obtained with digital contents.  

Finally, in the third phase of the project, we will develop a mobile 
app with the goal to promote digital literacy. That is, instead of 
using a classic educational intervention, we will develop a mobile 
app with this literacy goal. To build this application, we will 
consider the strategy of entertainment-education and the narrative 
persuasion research [22; 25; 28; 35]. In this last phase we will 
also conduct an experiment to see if the app is effective to 
digitally literate, and more specifically whether the narrative 
persuasion is effective in persuading and educating. 

5. CURRENT AND EXPECTED 
CONTRIBUTIONS 
This projects aims to test how the strategic use of multimedia and 
interactive contents can be a kind of effective tool for the 
prevention and reduction of the risks associated with the 
interactive communication in adolescents. Thus, this research 
aims to advance in the study of prevention through narrative 
persuasion. An area of research that has not been addressed in the 
investigation of the risks associated with interactive media yet. 

In this way, there are several gaps in the research related to the 
risks of the digital media [36]. First, there is an overwhelming 
focus of the research on the internet, while mobile and converging 
and emerging technologies are neglected. That’s why, this 
research project will address the different types of interactive 
communication (including Internet, but without neglecting other 
options such as phones, video games…). Another gap is the lack 
of studies that affect the role of parents and teachers, along with 



 

other forms of secure mediation. Nor there are studies that 
investigate whether these forms of mediation are effective. Again, 
this project aims to overcome these limitations. Therefore, we will 
develop a proposal for digital literacy that will be tested through 
the experiment technique in order to determine its effectiveness. 

Moreover, the project is relevant both for basic and applied 
research. It is important for basic research as we seek to make a 
theoretical breakthrough in the study of narrative persuasion and 
preventive communication. And it is also relevant for the applied 
research because we intend to address a specific problem such as 
the risks of the interactive communication in adolescents by 
developing a mobile app as a preventive tool. 

Similarly, this project is interesting because it will provide tools 
for working digital skills in Secondary Education. But, in 
addition, it will give a theoretical and scientific support to develop 
this type of tools for other groups of age or for other areas of 
prevention. Therefore, this research aims to provide tools, 
strategies and theoretical advances to delve into the field of 
prevention through communication. 

6. CONCLUSIONS 
The risks associated with the interactive communication are 
becoming more numerous and dangerous day by day, especially 
for minors. In this situation, institutions and researchers have 
proposed various solutions to address these risks: parental control, 
education in schools, security filters ... However, other experts opt 
for digital literacy as a prevention tool. This is an option that 
allows increasing the digital skills of children in order that they 
can address the risks safely. 
As we have seen throughout the paper, in our research project we 
adhere to this view by highlighting the virtues of digital literacy. 
Nevertheless, our main challenge will be to check the real 
effectivity of the digital literacy and the digital skills as prevention 
tools. In addition, we should also question the validity of our 
literacy tool. 
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